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THX KYBEPNHXEQX

THX EAAHNIKHX AHMOKPATIAX

15 louviou 2023

ANOOAZEIX

ApBp. A.1088

Tpomomoinon t¢ umo otolyeia A.1098/13-7- 2022
amé@aong tou Aloiknti TnG A.A.A.E. «<KaBopiopog
TEXVIKWV TTpoSiaypa@wv (MPwTOKoANo EMKOIVW-
viag) Kat Aotmég Aertoupyieg, yia tnv Stacuvdeon
peta&V Popoloyikwv HAekTpovIKwv Mnxaviopwv
kat EFT/POS teppatikwv. YAomoinon €mi tng ap-
XNG «giompaén pécw KAPTAG - UTTOXPEWTIKK €K0-
on anédeéng amé ®.H.M.» (B’ 3940).

O AIOIKHTHX
THX ANEZAPTHTHX APXHZ AHMOZIQN EXOAQN

‘Exovtag unoyn:

1. Tic Sataéelc:

a) Twv dpBpwv 12 ka1 40 tou v. 4308/2014 (A’ 251),

B) Twv dpBpwv 15 kat 15A Tou v. 4987/2022 (A’ 206),

y) TnG umo otolxeia A.1098/13-7-2022 andpaong Tou
Aloiknth TNG Ave€aptntng Apxng Anuoociwv Ecodwy
«KaBoplopog TexVIKWV Tpodiaypa®wy (MPWTOKOANO
€TMIKOIVWVIaC) Kal Aolmég Aeltoupyieg, yia Tnv Slaouv-
beon peta&L ®opoloyikwv HAEKTpOVIKWY MNXaviouwv
kal EFT/POS teppatikwy. YAomoinon €mi tng apxng «&i-
ompa&n HEoW KAPTAC - UTTOXPEWTIKN €kSoon amodeléng
armd O.H.M.» (B’ 3940), émwg auth éxel TpomoTolnBei
Ue TV umd otolxeia A.1190/30-12-2022 (B’ 6993) amno-
@aon tou Aloikntr TN Ave€dptntng Apxng Anuociwv
Ecodwy,

8) tng umd otoiyeia A.1138/12.6.2020 Kotvng amoga-
ong tou Yroupyou OIKOVOUIKWY Kal Tou AloIKNTA TNG
Ave€dptntng Apxng Anpociwv Ecodwv «Kabopiopodg
NG €KTAONG EQAPUOYNG, TOU Xpdvou kal Tng Stadikaciag
nAektpoviKic dtaBifaong dedopévwy otnv Ave€dptntn
Apxn Anpociwv Ecodwy, kabBwg katl kdBe aA\ou ava-
yKaiou B¢patocg yia tnv epappoyn Twv Siatafewv Tou
apBpou 15A Tou v. 4174/2013 (K.O.A.)» (B' 2470),

€) TnNG un6 otolxeia A.1024/31.1.2020 anmé@aong Tou
Aokt TNG Ave€dpTtnTng ApXNGS Anpooiwv Ecodwv «Xu-
MUITANPWHATIKESG TEXVIKEG TTPOSIAYPAPEG TIPWTOKOAAOU
EMKOIVWVIAC Kal Kpuntoypdenong yia tTnv dtafifaon
Sebopévwy oto MAnpooplakd cvotnua tTwv OHM»
(B'317),

TEYXOX AEYTEPO

Ap. ®UMou 3875

oT) TN UM otolxeia A.1011/2020 anmd@acng tou Alot-
kNt Ave€dptntng Apxng Anpociwv Ecodwv «Anodoupon
amod Tn Xprion povtéhwv Oopoloyikwv HAEKTPOVIKWY
Mnxaviopwv (ODHM), mou éAafav adela KataAANAOTNTAG
pe Baon Tig A.Y.0.0. MOA.1234/9.10.2002 (B’ 1362) kal
MOA.1135/26-10-2005 (B’ 1592), ekt6¢ Twv EA DALY,
kal Twv AAHME Ta&ipétpwv» (B’ 85),

() TnG umo otoixeia NOA.1166/2018 andpacng Tou
Aloikntr} Ave€aptntng Apxric Anpociwv Ecodwv «Te-
XVIKEC TIPOSIAYPAPEC TTIPWTOKOANOU ETTIKOIVWVIAG Kal
Kpurtoypdpnong yia tyv diafiBaocn dedopévwv oto
TANPOPOopPLaKS cvotnua Twv GHM» (B'3603),

n) Tng umé otoixeia A.Y.0. NMOA.1220/2012 andpaong
«Kwd1komoinon - ZupmArpwon TeEXVIKwY mpodlaypa@uwv
Dopohoyikwv HAEKTPOVIKWY MNXavVIoH®WV KAl oLUOTNUA-
Twv. Aladikaoieg xpriong Kal Aettoupyiag Touc. Mpodia-
YPa@EG amooteA\ouéVWY apxeiwv otnv IMMx» (B'3517),

0) Tng umd otoixeia A.Y.0. MOA.1221/2012 and@acng
«Avapaduion Aoylopikwv urmootipléng Twv EA.Q.ALY -
KaBopiopog amooteA\opévwy apyeiwv dedouévwv Twv
(POpPONOYIKWV oTolxeiwv otnv MTX kat’ epappoyr Twv
Slatd€ewv tou dpBpou 20 tou v. 3842/2010 (A’ 58)»
(B'3513),

1) TNG umo oTolxeia A.1173/7-12-2022 and@aong Tou
Aloikntry Ave€dptntng Apxng Anpooiwv Ecédwv «Tpo-
momoinon texvikwv mpodiaypapwv OHM» (B'6953),

1a) Tou Kepalaiou A" Tou Mépoug MpwTtou TOUL
v. 4389/2016 «Emeiyouoec S1aTAEEIC yia TNV Epappoyn
NG CUPPWVIAE SNUOCIOVOUIKWY OTOXWV Kal SlapBpw-
TIKWV HETAPPUOUicEwV Katl ANNeG SlaTdagelg» (A'94).

2.To un6 otolxeia C (2012) 4961 £yypago tng Evpw-
Taikig Emrtpomnn¢ pe To omoio pag yvwotomolonkav
TTapaTNPOELS €M TNG Kolvoroinong 2012/266/GR.

3.To umé otolxeia C(2012) 4967 éyypago TnG Evpw-
naikig Emrtpomnn¢ pe 1o omoio pag yvwotomolndnkav
mapatnPoElq i TnG Kowvomoinong 2012/267/GR.

4.Tnv éykpton t™n¢ EvpwmaikAg Emtpomnr emni tng Kot-
vomoinong 2022/183/GR, yta tnv amodoxr tng dtadika-
olag Tou eneiyovtog, e o umd ototxeia GROW/E3/BH/
as (2022)3027420/12.04.2022 £yypa@o aUTAG TTPOG ToV
MAnpe€ouaoio Yrmoupyod tng Moviung Avtimpoowriag tng
EANG&So¢ oTic BopuEENeC Kal To omoio KolvomolOnKe €1g
EMAG néow tou EAOT.



40098

EQHMEPIAA THX KYBEPNHZEQX

TeUxog B'3875/15.06.2023

5. Tnv unoé otoixeia aptB. A.OPILA 1125859 E=
2020/23.10.2020 amogaon Tou Aoikntr Tng Aveédp-
™S Apxnc Anpoociwv Ecdédwv «Opyaviopog Tng Ave-
&AptnTnNg Apxnic Anuoociwv Ecddwv (A.A.A.E.)» (B'4738).

6.Tnv umo ototxeia aptBp. 1.tnG 20.1.2016 Mpdén Tou
YmoupytkoU ZupBouliou «EmAoyn kat S10ptopo¢ Mevikov
Mpappatéa tng Mrevikng Npappateiag Anpociwv Ecodwv
Tou Ymoupyeiou Okovouikwv» (Y.0.A.A. 18) o cuvdu-
aopo e Ti¢ Statdgelg Tou mpwtou edagiou TN map. 10
Tou aplBpoL 41 Tou v. 4389/2016, TIG AMO@ATELG LT ap.
39/3/30.11.2017 (Y.0.A.A. 689) Tou Zupfouliouv Aloikn-
onG NG A.A.AE. kaiumd otolyeia 5294E=2020/17.01.2020
Tou Ymoupyou OIKOVOUIKWYV «Avavéwaon Tng OnTteiag Tou
Aloiknt NG Ave€dptntng Apxn¢ Anuooiwv Ecdédwv»
(Y.0.A.A. 27).

7. To mopiopa ¢ Ouddag Aloiknong Epyou otnv
A.AAE. yla TnVv ekmévnon twv mpodlaypagwv tng Si-
aoUVEEONC TAPEIAKWY UNXAVWV HE TEpUATIKA POS, 010

mAaio10 TNG peTappuBbuong 16614 yia tnv avapopew-
on kat TN S1aoUvdEoN TWV TAUEIAKWY UNXAVWV UE TN
@opoloyIkn dloiknon, Tou VAoToLEiTAL 0TA TTAQICLA TOU
EBvikoU Xxediou Avakauypng kat AvOekTikdTnTag «EA-
Aada 2.0».

8.Tnv avaykn dtacuvéeong twv O.H.M. pe ta EFT/POS
TEPUATIKA, Y1 TNV Slac@Alion ¢ €kSoong Twv popoAo-
YIKWV CUVOANQYWV PECW TNE TTANPWUNAG ME KAPTA YLa TNV
QTTOTEAECUATIKN QPOPOAOYIKH TTapakoAouBnon autwv
KAl TNV TIEPIOTOAN TNG POPOSIAPUYNG.

9. To yeyovog 611, amo Ti¢ S1adikaciec TG amoépaong
autic, 6ev mpokaAeitat Samdvn og Bapoc Mpolmoloyt-
opou A.AAE., amogacifoupe:

Tpomomolovpe otnv uno otolxeia A.1098/13-7-2022
ané@aon tou Aloikntr NG A.A.AE. 6nwg toxvel, o Ma-
PAPTNHA, O€ OTIL aPopd OTIG emKolvwvieg EFTPOS pe to
N ®.H.M. Esend, 6TIw¢ auTto EMICUVATITETAL OTNV TTO-
pouca anmogaon.
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NMAPAPTHMA

AIAZYNAEZH ZYZTHMATQN EKAOZHZ ZTOIXEIQN AIANIKHZ NMOAHZHZ KAl
TEPMATIKQN ANOAOXHZ KAPTQN NAHPQMQN (EFTPOS)

BaoIKO TPWTOKOAAO ETMIKOIVWVIAG

‘Ekdoon : 1.08

Huepounvia: : 6 louviou 2023
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1. EIzArord

To Keipevo ePIYPAPE TIG EAGXIOTEG AMKITACGEIC UAOTTIOINGNG VIG TNV EMIKOIVWVIX
TWV CUCTNUGTWY £€kdoong oToixeiwv AIGVIKAG mwAnong (PHM) pe TX TEPUATIKK
amodoxng kaptwv (EFTPOS) mou Bpickovral oto medio. INUAVTIKG {nToUpEVO
gival n EaoPAAION TTXPOUCIAG OTK (POPOAOYIK& OUOTANATA K&GOE OoUVAAAGYAG
mou éxel ekteleotei ota EFTPOS. O 6pog ECR (“Electronic Cash Register”) | o
6pog “Tapeiakn pnxav” A o 6pog “OPHM” mou XPNOIMOTIOIOUVTAI OTNV TEXVIKI
mepIypapr, OcwpPolVTal OTK MAKICIX TOU KEIMEVOU TAXUTOONMOI PE OTIOIOBATIOTE
VOUIUO (pOpPOoAOYIKO cUOThHO £KdooNng omodeifewv AIGVIKAC CUUPWVA HE TNV
10XU0UOX VOL0OETIX (POPONOYIKEG TAHEIRKEG MNXOaVEG, AAHME, EADAZY).

2. To TENIKO IXHMA

H SicoUvdeon apop& Tpia cuoTApoTa: ECR, EFTPOS kai MAPOXOYZ YMHPEZIQON
NAHPQMQN (BANK):

ACK-RESULT <5?
ECR SALE <P éCONFIRM <45RESULT

POS SALE (3

ECR

EFT POS

BANK

Eikéva 1

H ouvABng pon emKoIvwviag akoAoudei 5 BAuaTA:

1. H ouvaAlayn Eekivé amd Tnv ECR. O xe1pIoTAG emAEYEl MANPWUNA HE KAPTX
Kol n ECR oTéAvel oxeTik6 aitnua oto EFTPOS.

2. To EFTPOS cesmBesBaiwvel apéowg ornv ECR ™n AQyn Tou QITAPOTOG
OETOVTAG TNG OE AVOMOVI TOU TEANIKOU AIMOTEAECUATOC,.

3. To EFTPOS ouvd&eTal OTOV TIRPOXO UTMNPECIWV TANPWHWV Yia online
£yKpion A eykpivel offline  anoppinTel offline 1| diIakoOTTEI TN GUVAAAGY.

4. To EFTPOS amokpiveral otnv ECR pe 1o TeEAIKO amoTéAeopa: anméppiyn i
£YKpIon. ZTNv £YKpIion omooTEANEI OTOIXEIA TNG CUVAAAQYAG (OTTWCG XpIOO
OUVOAMOYAG, KWBIKO EyKpiong KAM). To TEAIKO OMOTEAEOHO OTEAVETQI
&ueoa otnv ECR, mpiv Tnv évapén ektunwong amd 1o EFTPOS. Epdoov n
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ECR 1o umooTtnpifel, oTx OTOIXEIX TNG CUVAAAGYAG TEPIAGMBAVOVTAI KO
dcdopéva yIx eKTUMwaN TNG anmédeiEng Tou EFTPOS ané Tnv ECR

5. H ECR smBeBaiwvel Tn AQEn Tou TEAIKOU amoTeAéouaTog. Av ouTh n
emBepaiwon de prdoel oto EFTPOS yix omoiodnmorte Adyo, To EFTPOS
0&Tel ofiuavon oTn cuveAAYR auTh OTI dev £XEl TANPWC BIEKMTEPXIWOET WS
npog tnv ECR.

Baoikéc mapadoxéc Ko TEPIOPICLOI:

1. Mévo amnd Tnv ECR pmopei va EEKIVAOEI VEX XPEWOTIKI GUVOAAGYH (0yopd,
ayop& pe 860£Ig, KATAXWPNON TTPOoEyKpiong, mailorder). To EFTPOS éxel
KAEIBWHEVO TIANKTPOAOYIO Kol MEVOU YIX TPOYMOKTOTOINGN XPEWOTIKWY
OUVOAAQY (V.

2. Av e&autice BA&BNC Tou ECR A BAGRNC Tng emKoivwviag ECR-EFTPOS, To
EFTPOS éxe1 MPOyMOTOTOINOEI XPEWOTIKEG OUVOAQYEC Ol omoieg dev
£xouv KatoxwpnOei otnv ECR, TOTE TTPOBAETIETAI UTTOXPEWTIKN OIASIKAOIX
QMOOTOANG TWV GUVOAGYWV auTwv &rmé To EFTPOS otnv ECR (BA. 4.6, 4.7)
pET& TRV amokaTtaotaon TG BA&BNg Tng ECR. To EFTPOS diatnpsi emi
HOKPOV TO MO PBOOIKX OTOIXEI TWV OUVOAAGYWV GUTWV OF EEXWPIOTO
OPXEIO YIX GKOTTOUG K TWV UGTEPWV EAEYXOU KOl EMOXAROEUONG.

3. Acv mpoPAéneTan diokomn TnG enegepyaoiag oto EFTPOS pe evroAn Tng
ECR. Av kata 1o BApa 3 n ECR 6gAfioel dIGKOTA TNG emegepyaaiag, TOTE
ouTO YiveTan Xelpokivnta oto EFTPOS.

4. To EFTPOS c&umnnpetei povo éva ECR aitnua k&Oe pop&, dev Tnpei oupd
QVOMOVAG XITNUATWY KAl OUTE PTTOPEI KAV VA XITOKPIOEI 0E VEO RiTh 0G0
SIaPKei N eMegepyaoia TOu TPEXOVTOG.

5. H smKolvwvia dev TEPIEXEI OF KOMIOK TTEPITITWON EUXIOONTA OEDOMEVH
OUVOAMOYAG, OMWwG OK&AUMTO OpPIOUO KA&PTOG, cvv2, track2 1 Ovopa
KATOXOU TNC KAPTAGC.

6. Ta EFTPOS 0a mpénel va TNPoUV OpXEia KATaypapng ouppavrwv (log
files) pye TNV akOAoOUON TIPOTEPXIOTNTA KOXI GVGAOYX ME TIG SUVATOTNTEQ
TOUG OE XWPO KIMOOAKEUGNC KAl UTTOAOYIOTIKI 10XU:

a) MpoPARMATH EMKOIVWVIXG i} AGON CUCGTANATOG (UTTOXPEWTIKK)

b) EvEpyeleg XEIPIOTWV TTOU &popoUV TN S1axclvdean (UTTOXPEWTIKK)

c) Baolka oToixeia cuvoAaywv (Xpovoc/mood/sessionld/EkBaon)

d) MAApPN KaTaYpap AVTOAXKCOOPEVWY MNVURKTWV
H poppn KataypaPAg Twv cuuBavTwy givan {ATNUA uAomoinong amd Tov
K&OE KOTOOKEUQOTH, OPKEI QUTH VX EKMANPWVEI TO OKOMO TNng
cEQKPIBWONG TPAYHATIKWV TIEPIOTATIKWV KAI TNG EMAUGNG TUXOV TEXVIKWV
TMPOBANUATWYV.

7. ITNV TIEPIMTWON TIOU OIMOSIOETAI OTOV E£PYAIOPEVO (PINOBWPNUA MEOW
KAPTAG, UTTGPXEI N OUVOTOTNTAX OUYKEKPINEVNG EMAOYAG KATOXWPIONG
¢IAodwpApaTog oto EFTPOS Kol outOévoung ekTédeong HE TNV
MANKTPOAOYNON Tou TOCOU Tou (PIN0dWPAMAGTOG (amount tip) yix Tn
OUYKEKPIPUEVN TPOPOoPTWHEVN ANM. MPoBAENETAI UTTOXPEWTIKN SINSIKXOI
&MooTOAAG TWV CUVAAAGYWY auTWV amnd To EFTPOS otnv ECR. Ta moo& Twv
PINOSWPNUATWY TNPOUVTAI WG EKKPEMEIG GUVAANRYEG KOI OITOCGTEANOVTA
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otnv ECR wg makéTa (tip amount).H ECR emoTtpégpel pvupa ACK-RESULT
oto EFTPOS yiax K&Oe ekKpepn eyypapn, worte To EFTPOS va pmopei va
KAEiogl TAKETO.

3. H ®YZIKH ZYNAEZH

Z1n olvdeon PeTaEU Twv pepwv To EFTPOS evepyei wg “server” oe oxéon pe TV
ECR kai wg “client” og oxéon Pe TOV MEPOXO UTTNPECIWV TTANPWHWV.

3.1. ZYNAEZH MEZQ TCP/IP
H olvdeon peta&l EFTPOS kai ECR péow TCP/IP yivetau:

+—Me ancubeiag olvdeon ECR-EFTPOS. Mapadeiypara: olvdeon oc dikTuo
LAN pe kaAwdiax Ethernet, guvdeon WIFI KA.

e Méow ouotAuaTog middleware yia EFTPOS mou d&gv pmopolv va
ouvdeB0oU0v pe Ao TpoTIO.

O ]
; 1

=
i
(WiFi, 2G, 3G, 4G, ...) ‘\ i(case of portable POS)
i |
i i
PN |
————————————————— N |
Pl an  [TAwswmen] IP-2
EFT POS L Eepmoeees { ECR
| I | ]
T
IP-3
DIALUP BANK
””””””””””””””””” WiFi.2G, 3G, 4G, .. Q
2
Eikova 2

To LAN switch pmopei va givai eEwTePIKA GUOKEUN 1 EVOWUXTWHEVO.

ZTnv nepinmTwon olvdeong péow middleware, emeidn n local IP Tou EFTPOS kot
Kavova  gival &yvwoTtn | pn mpooBdoipyn amdé tTnv ECR, amaiteiton k&moix
smmAéov uhomoinon, 6mou Tn ouvdeon oto middleware 6« Tnv avoiyel To EFTPOS
pE éva “logon” Kal B TNV KPOT& QVOIKTH 000 XPEIA{ETAI, UTTRiVOVTAG TO id10 OF
Bpbéxo avoapovAg airnuérwv ECR. To middleware  Asitoupyei wg amAog
SIBIBACTAG TWV UNVUUATWV.

3.2. ZYNAEZH MEZQ USB, BLUETOOTH KAl RS232

Yrootnpiletan n ouvdeon péow USB, Bluetooth xwpic va aAA&lel kaB6Aou TO
TTPWTOKOAAO ETTIKOIVWVIKG.
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YrooTtnpiletaun €miong n oovdéeon péow RS232, pe povadikhg OAAQyR OTO
TTPWTOKOANO TNV TIPOGONKN MGG MIKPAG CUUBOAOOEIPGC WG TTPOBEPATOG O KGOE

AVTOAKGOOMEVO MAVUUG.

EFT POS

Lr‘

uUsB
RS232 j ECR
;
LAN / GPRS / WiFi
] BANK
DIALUP Q)
Eikéva 3

4. POH KAl MHNYMATA ZYNONTIKA

XpNOILOTIOIWVTAC CUMBOAIKE OVOUATA, TX PNVUUOTA TTOU GVTAXAAGOOOVTOI PETOED

ECR kou EFTPOS siva:
[AMOUNT]:

[CONFIRMED]:

[ERROR]:

[RESULT]:

[ACK-RESULT]:

[RESEND-ONE]:

[RESEND-ALL]:

AiTnpa évapéng ayopag (ECR->EFTPOS)

EmBeBaiwon Aqung aitiuarog (EFTPOS->ECR)

Aduvapia eEurtnpétnong aitiuoartog (EFTPOS->ECR)

AmoTéAeopa TnG cuvoAlayhc (EFTPOS->ECR)

EmpBeBaiwon Aqyng Tou [RESULT] (ECR->EFTPOS)

Aitnua ek véou amootoAl¢ [RESULT] piag
ouvolayig (ECR->EFTPOS)

Aitnpa  amootoAig [RESULT] TWV EKKPEMWV
MOTWTIKWY GUVOXAAGYWYV TTOU EKTEAEOTNKAV XUTOVOU
ané EFTPOS xwpig xpnon ECR, Twv £KTEASOMEVWV
OUVOANGYWV TTIOU  QpopolV OE TIPOPOPTWHEVEG
aMmodEIEEIG KAI TIHOAOYIG TTOU €XOUV 10N €k0OEl amd
™V ECR, KOOWEG KAl TWV XPEWOTIKWV GUVOAAQRYWV
mou ekTteAéoTnKav amd To EFTPOS pn ouvdsdepévo
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[ECHO]:

[CONTROL]:

[SUCCESS]:

[REGRECEIPT]:

pe Tnv ECR, e&autiag Tne BA&BNG Tng ECR 1 e€auTiag
BAGBNG Tng diaolvdeong EFTPOS-ECR.

(ECR ->EFTPOS)
Aokipn emkoivwviag (ECR->EFTPOS->ECR)

EvToAn yia diGagpopeg pubpioeig (ECR->EFTPOS)

Meviké pAvupa emruxiog (EFTPOS->ECR)

AiTnpa  poOpTWONG amddeIENg 1 TIYOAoyiou yix
pETOYEVEOTEPN  XPEWOTIKA  ouvaAAayh  (ECR-
>EFTPOS)

MPOAIPETIKES EMEKTAOEIC VI XAAEG GUVOANRYEG:

[AMOUNT-INSTALM]:

[AMOUND-REFUND]:
[AMOUNT-VOID]:

AiTnua Evapéng ayopd&e He Xxprion 80cewv
(ECR->EFTPOS)

Aitnpa évapéng emotpopng (ECR->EFTPOS)

AiTnpa évapéng akipwong (ECR->EFTPOS)

[AMOUNT-COMPLETION]: AiTnuo €Vv&pENC KATAXWPENONG TPOEYKPIONC

[AMOUNT-MAIL]:

(ECR->EFTPOS)
AiTnpa évapéng ouvaayng MAIL ORDER
(ECR->EFTPOS)

O1 akOAOUBEG 6 POEC UNVUPATWY Eival EMITPENTEC, O1 OTTOIEG EKTEAOUVTAI TTAVTX
otnv idiax ouvdeon (oTo idlo session).

4.1. ZYNHOHS POH ArOPAS (H AOITQN ZYNAAAATON)

[tO] EFTPOS < [AMOUNT] < ECR

EkT6g Tou moooU ayop&g n ECR oTéAvel
Kol GAAEC TTANPOPOPIES, OTWS ApIOUo
AMOdEIENG, KPIOUO TAUEIRKNG, KWOIKO
TOMIO KATT
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[t1]

EFTPOS - [CONFIRMED] - ECR

To EFTPOS smBepaiwvel auéowe T
My, Kai n ECR praivel og avapovi
XIMOTEAEOUOTOG.

t1-t0 < 2 sec

To EFTPOS ene&epy&ieTai TOo KiTNUA,
{nNT& s100ywy KAPTAC, CUVOEETAI YIXK
online €ykpion KA.

[t2]

EFTPOS - [RESULT] = ECR

To EFTPOS amavr& PE TO AMOTEAECHA,
TToU PTTopPEi va sivai améppiwn A
£yKkpion. Av givail £yKpion, GrmooTEAAE!
emmA£ov OTOIXEIX TNG GUVOAAQYAG (TT.X.
KWOIKO €YKPIGNG, &P. CUVOAAQYNG KATT)

Zuvnowg
t2-t1 < 60 sec

[t3]

EFTPOS < [ACK-RESULT] < ECR

H ECR smiBeBauwvel Tn Ayn Tou TEAIKOU
amoteAéopato¢g Kot 10  EFTPOS
KaTaXwpei (epoéoov BERaIx apopouoe
éykpion) OT  n  ouvaAayrl  éxel
diekmepaiwOei MARPWS we pog Tnv ECR.

t3-t2 < 2 sec

Ta avwTépw Téooepa pnvOpata ([AMOUNT], [CONFIRMED], [RESULT], [ACK-
RESULT]) p&pouv évav KoIvo 6-wh¢p1o KwdIKO (session number), SIKPOPETIKO yia
K&Oe véa ouvalayr, Tov omoio dnuioupyei n ECR Kai Xpnoipyelsl wg oToIXEio
€AEYXOU TNG GUVAPEING TWV MNVUUATWVY KO&I AITOPUYAC KPICIHWV AXBWV.

IXNMATIKA GMEIKOVION TNG oUVAOoUG pong mMapaTiOeTal oTnv EIkOva 4.

ECR

POS
t € [AMOUNT] (amt-1,session-1)
0
t1 [CONFIRM]> (amt-1,session-1)
POS saves the
transaction as approved
t [RESULT] >
2
€< [ACK-RESULT] (amt-1,session-1)
t
3
POS marks th
transac tion as
“ECR completed”
POS TRANSACTION FILE
TRANS ID AMT 000 ECR SESSION ECR COMPLETED

ID-1 amt-1 session-1 (t,) YES (t3)

Eikéva 4
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4.2. POH NPOZOPINHE KATAXQPHZHZ EKAOOEIZAT ATOAEIZHZI'H TIMOAOIOY A0 THN ECR
s10 EFTPOS

[tO]

EFTPOS < [REGRECEIPT] < ECR

H ECR mapéxel minpogopia yix AAM A
YIX TIHOAGYIO TIOU HOAIG £EEQWOE, £TOI
wote To EFTPOS va TN XpNOIUOTTOINOE!
o€ ETEPOXPOVIOUEVN GUVAAAQYR (TT.X. OE
map&doon KT oiKov)

[t1] EFTPOS > [SUCCESS] - ECR
H evépyeia QvOpEVETAI TTAVTA EMITUXAG 1-t0 < 2 sec
(EKTOC TEPIMTWOEWY TEXVIKOU
mpoBARpATOG)
4.3. POH :E NEPINTQZH AAYNAMIAZ EMEZEPTAZIAZ SYNAANATHE
[tO] EFTPOS < [AMOUNT] < ECR
[t1] EFTPOS - [ERROR] > ECR
To EFTPOS smBepBaitvel auéows Tn t1-t0 < 2 sec
AN, OLWG PE KWwAIKO A&Ooug,
dnAwvovtag otnv ECR 0TI n enegepyaoia
dev givai duvaTh.
4.4. ZTOIXEIQAHZ POH HXOYZ
[tO] EFTPOS < [ECHO] < ECR
[t1] EFTPOS - [ECHO] > ECR t1-t0 < 2 sec

4.5. POH EKTEAEZHZ ENTOXHZ PYOMIZEQN

[tO]

EFTPOS < [CONTROL] < ECR

Aivetan n duvardTNTa PUBUIONG Mo TRV
ECR oplopyévwv  TOPAUETPWY  TOU
EFTPOS mou a@opoulv Tn dicolvdeon pe
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v ECR.

[t1]

EFTPOS ->[SUCCESS i ERROR]>
ECR

t1-t0 < 2 sec

4.6. POH ENANAAHWHZ [RESULT] TEAEYTAIAZ YNAAATHE

[tO]

EFTPOS < [RESEND-ONE] < ECR

Av n ouvaAlayn eykpibnke oto EFTPOS
OMG& Aoyw mpoBARuaTOg OUVdEONG N
ECR &t AapBéver Ttnv andvrnon
[RESULT] 4 To EFTPOS dg AauBavel Tnv
amavrnon [ACK-RESULT] o xeipioTAg TNG
ECR pmopei va emAé€el autq Thv
evépyElx WOTE VO  OAOKANPwOel n
ouvAeng pon.

[t1]

EFTPOS - [RESULT] - ECR

To EFTPOS oavai{nt& oOTO TGKETO
OUVOAOYWV TNV TEASUTAIK OUVOAAQYA
KOl EPOCOV TAIPIKIEI PE TX DEDOPEVH TOU
XITAUOTOG XITOCTEAAEI AUECHK TX OTOIXEIX
™NG. AIXPOPETIKA EMOTPEPEI AMOPPIYN.

t1-t0 < 5sec

[t2]

EFTPOS < [ACK-RESULT] < ECR

H ECR smBeBaiwvel TN Ayn Tou TEAIKOU
XMOTEAEGUOTOG Kl TO EFTPOS
KaTaxwpei (epoéoov BERaIx agpopouoe
éykpion) OTl  n  ouvaAayr  éxel
diekmepaiwOei MARPwWS we pog Tnv ECR.

t2-t1 < 2 sec

IXNUOTIKA armeikévion TG pong emavéAnywng [RESULT] mapatifetan otnv Eikova

5.
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POS ECR
T
'
t < [AMOUNT] (amt-2,session-2) !
0 T
'
t1 [CONFIRM] > (amt-2,session-2) !
i
'
POS saves the 1
transaction as approved !
t [RESULT] > x [connection lost] 1
N e e e 4
X € [ACK-RESULT] (amt-2,session-2) !
t3 B = = == m e e e e e e e memmemmemmmmmemmm—m—————e -]
i
i
'
[connection restored] :
E ECR asks
t < [RESEND-ONE] (amt-2, session-2) 1again for [RESULT]
4
RESULT] > ‘:.
t
° '
ACK-RESULT] (amt-2,session-2) i
t < 2 2 il
6 7
POS marks the ]
transaction as '

“ECR completed”

POS TRANSACTION FILE

TRANS ID AMT P ECR SESSION ECR COMPLETED
ID-2 amt-2 session-2 NO (t,..tg) / YES (tg)
r4
Eikova 5

4.7. POH ENANAAHWHE [RESULT] rA 'OAEZ TIZ EKKPEMEIZ ZYNAANATEZ

[tO]

EFTPOS < [RESEND-ALL] < ECR

Av 10 EFTPOS é£xel amobnkeupéveg
TMOTWTIKEG OUVOANQYEQ mou
EKTEAEOTNKAV OUTOVOUX 1 XPEWOTIKEG
ouVOAayEG Tou  Eekivnoav amd  To
EFTPOS wg mpo@opTwHEVEG KIMODEIEEIQ
(Méow pPOWV REGRECEIPT) 1]
TTPOPOPTWHEVA TIMOAOYIX TNG ECR , TOTE
To EFTPOS &ev emitpémnel TNV €mAoyN
AMOZTOAH TMAKETOY», dnAodf Tnv
EKKOOAPION TwV OUVOAAGYWV O Tov
TTAPOXO UTNPECIWV MANPWHWV KXl TNV
mioTwon Tou eUmépou.

Ze aUTAV TNV TIEPITITWON O XEIPIOTAG TNG
ECR O6a mnpéner va {nrtAosl oamd TO
EFTPOS péow €I8IKAG €VTOANG TN AQyn
TWV EKKPEUWV AUTWV CUVAAARYWV.

[t1]

To EFTPOS &eKIV& Kol OTEAVEI O0EG
GUVOANOYEQ

t1-t0 < 5 sec
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ATAV MOTWTIKEG KI EKTEAEGTNKAV
AUTOVOMQ ZTNV MEPIMTWON GUTA
eneidn oev gixav ECR session-
number, auTO GTEAVETI WG
POSTXN.

ATAV XPEWOTIKEG KI EKTEAEOTNKAV JE
B&on MPoPopTWHEVES ATODEIEEIC A
TMTPOPOPTWHEVA TIHOAOYICK.

EFTPOS - [RESULT] - ECR
EFTPOS < [ACK-RESULT] < ECR
EFTPOS - [RESULT] - ECR
EFTPOS < [ACK-RESULT] < ECR

EFTPOS - [RESULT] - ECR
EFTPOS < [ACK-RESULT] < ECR

Kark 1o [RESEND-ALL] 8¢ oTéAvovTai
Ocdopéva EKTUTTWONG GKOUN KI QV QUTH
unootnpiletal amd Tnv ECR.

To TeAeutaio [RESULT] éxer pndevikd
M0G0, UNOEVIKO session number Ko €ival
amoppIYn, onupaivovtag TN AREN TG
OMOOTOANG.

MNap&deiypa emav@ANWYnNG POoNg YIo EKKPEMEIC OUVOANAYEC OmEIKOVI{ETAI OTnV
Eikbva 6. To EFTPOS emavaAappBavel Tnv amootoAfj [RESULT] povo yiax 2

OUVOANQYEG:

Mo v ID-3, n omoia apopd MOTWTIKA CUVOAAGYA

Mo tnv ID-4, n onoiax &ekivnoe amd To EFTPOS KaOwG avrioTolXoUoE OF
amodeIEn mou eixe NN €kdoBei amd TNV ECR Kol n omoia popTwOnKe oTo
EFTPOS yia TV TANPWHA TNG HE K&PTA.
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EFTPOS TRANSACTION FILE

TRANS ID AMT 000 ECR SESSION ECR COMPLETED
ID-1 amt-1 sessionrl YES
ID-2 amt-2 .. session2 YES
ID-3 amt-3 ... - NO
1D-4 amt-4 .. session-4 No
ID-5 amt-5 e session-5 YES
ID-6 amt-6 session-6 YES
ECR

[RESEND-ALL]

7
;
H T
t & i
o ¥ .
) 1
; ;
t i [RESULT]  (amt-3, POSTXN) !
15 ]
t : [ACK-RESULT] (amt-3,session-3) ;
2 7 I
; ;
: H
t i [RESULT] (amt-4, session4) i
3 ¥ ¢
i [ACK-RESULT] (amt-4,session-4) 3
ty 4 i
i
R [RESULT] (0,0) - decline A
ts @ &
: :
I ACK-RESULT] (0,0 '
ty e [ 1 (0,0) H
1 1
; ;
v v
ID-3 amt-3 - POSTXN YES (t;)
ID-4 amt-4 session-4 YES (t,)

Eikéva 6
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5. POH KAl MHNYMATA ANAAYTIKA

5.1. ZYNTA=H TON MHNYMATQN

K&Bg AVUPQ OITOTEAEITOI OO I KEPAAIDX KI Eval KUPIWG HEPOG WG XKOAOUOWG:

BYTES MNEPIrPA®H
01 MSG SIZE To péyebog Tou pnviparog os bytes mou
OKOAOUOEI:

(2 bytes, binary)

MSG SIZE: p0*256 + b

2-4 | DIRECTION INDICATOR | XapoakTnpilel Tnv TNy TOU unvUPoToc:

(3 bytes, ascii) ECR (ar6 ECR mpog EFTPOS)
EFTPOS (a6 EFTPOS mpog ECR)

5-6 PROTOCOL VARIANT | KaBopilel Tn poR Kol TN AsIToupyiok:
(2 bytes, ascii) 01.: default AsiToupyia (“variant 17)

02: n ECR avaAauBavel TNV eKTOMWON TNG
amodeiEng Tou EFTPOS (“variant 27)

7-8 PROTOCOL VERSION | KaBopilel Tn cUVTaEN 0TO OWUX TOU
punviparog. Mo To TPOTEIVOUEVO TTPWTOKOANO

(2 bytes, ascii) n Tipi Tou eivan 10.
9-... Kupiwg pépog ‘Onwg MPodIXYPAPETAI GTH CUVEXEIC.
puNvopaTog
(MSG SIZE-7)
EIAIKEZ NEPINTQEIZ

Ztn olvdeon péow RS232 Oa XpnolpomolsiTal WG MPOOBEPK OAGKANPOU TOU
pnvOpoaTog (SnAadA TPIV Kol ommd To mpdBepa prkoug) n oupPBoloosip& “ECR” 1
“POS” avTIOTOIXWG K&I WG KATAANEN (dnAad wg TeAeutaio byte Tou Kupiwg
pépoucg) éva wneio LRC yiax OUMMANPWUATIKO £AEYXO OKEPAKIOTNTAC TOU
pnvoparog (BA. 5.14).

ZTn oluvdeon péow middleware 6a XpnoiyomoIEiTal WG MPOOEPA OAOKANPOU TOU
pnviparog n cupPoloceipd “ACQ<3-digits-acqld>TID<8-digits-POS-tid>", 6mou
ACQ 0O6a cival KA&Mol0¢ KOOOPIOUEVOG TPIWAPIOG KWOIKOG TOU  (POpPEX
EKKOOGpPIoONG.

To Kupiwg HEPOC TOU PNVUMATOC OmOTEAESITOl omd &va MPOBsua KEPaAaiou
AOTIVIKOU YPXPPATOG TTOU XXPOKTNEI(EI TOV TUTTO TOU, KOAoUBOUpEVO amd TEdia
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(fields) Tou KI UT& KOTX KOvVOVa £XOUV we MPOBEPa Eva KEPOAXio Yyp&uua. Kaoe
nedio pmopei va umodiaipeital o emuépoug media (subfields), mou n onuacia
TOUG KaBopileTal amd TN B£0N TOUC KAl MOVO.

Qq field separator xpnoipomoigitan 10 ‘/’ Kl wg subfield separator 1o ‘. Qg
escape XOPAKTAPAC opileTal 0 ‘\’, woTOCO OTNV MPAEN SEV TTPOKUTITEI AVAYKN YIX
XpRon escape XXpaKTAPA. ETOI TO KUPiwg HEPOG KAOBE PNVUUATOG aKoAouBEi ThV
€€Ng olvTaEn:

MSG BODY := <msg type>/<field>{/<field>{/<field>}...}

msg type := <letter>

field := {<letter>}<subfield>{:<subfield>{:<subfield>}...}
letter=A|B|C]|..|Z
subfield := 6w MPodIAYPXPETAI 0 KXOE MEPIMTWON

(TOTTog dedopévwy, TTANB0C bytes, onuaoic)

Mo Toug opIopolG TUMWV Oedopévwyv  XpnolipomoloUvVTal  of  GKOAouBeg
OUVTOUOYPOPIECS:

num - numeric, d€€I& oToixion Kol MARpwon pe 0
an - alphanumeric, &V EMTPEMOVTA SIKOTAPATA OUTE E10IKOI XXPAKTAPES
anp - alphanumeric, emTpénovrail SIKCTANATA

ans - alphanumeric, emTPEMOVTAI SIKOCTAMATA KA1 EI81KOI XAXPAKTAPES

5.2. MHNYMA [ECHO]

ZréAvetal amd Tnv ECR pe emAoyA Tou XEIPI0TH (CUVABWCE KAT& TNV EYKAT&OTKON)
yix £éAeyxo Tng ouvdeong pe To EFTPOS. Ztnv nXxw mpooTifsvral To terminal ID ko
10 EFTPOS application version. Emonuaiveral 6Tl n evioA auTH omOCTEAAETAI
omd Tnv ECR oto EFTPOS Xwpic kpunroyp&pnon.

ZivTa
ECR REQUEST:

X/ <text>

EFTPOS RESPONSE:
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X/ <text>/T<tid>:<app-version>
ZToIxeio TOmog | MéyeOog | NMepiypadn
text anp 1..200 EAc00gpPO KEIPEVO, TO OTIOIO AVAXUEVETAI TO
id10 oTnVv an&vrnon
tid an 1.8 Terminal ID
app-version ans 1.10 EFTPOS application version
Nap&delypa:
ECR->EFTPOS: BYTES 23
00 17 [..
45 43 52 30 32 31 30 58 2F 48 65 6C 6C 6F 20 66 | ECR0210X/Hello f
72 6F 6D 20 45 43 52 [rom ECR

EFTPOS->ECR: BYTES 42

00 2A 50 4F 53 30 32 31 30 58 2F 48 65 6C 6C 6F |.*P0S0210X/Hello
2066 72 6F 6D 20 45 43 52 2F 54 36 34 39 39 39 | from ECR/T64999

39 3939 3A 31 2E 35 2E 32 33 2E 30

1999:8.5.23.0

EISIKOTEPXK, EMTPEMETAI

X/INIT:ECRNumber

5.3. MHNYMA [AMOUNT]

va Xpnoigomoindei n akOAoudn pop@n TNG €VIOANAG
ECHO, mnpokeiyévou va evnuepwBei To EFTPOS amd Tnv ECR yia Tov apiOud
pntpwou Tng ECR, wote va pmopéoel To EFTPOS va umoB&Ael aitnon oto
NZOHM Esend, yix Tnv Aqyn Tou Master Key, OMwg meplyp&PETAI OTNV
mop&ypapo 9:

ZréAveTal amd TNV ECR KaT& TNV EvapEn MIKG VEXG AYOPAG.

TivTa

ECR REQUEST:

A/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>/T<receipt number>

/M<custom-data>{/Q<mac>}
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ZToIxXeio

Tomog

Méye0og

NMepiypagri

session number

an

6

AIGPOPETIKOG VIa K&AOE VEX ayop& 6-
wAPlog aplBudc. Mrmopei va gival
oKOAOUBIAKOG, WeudoTuxaiog 1 B&oel
&AMNg olpBaong.

To EFTPOS mpémel vax eAéyxel mwe K&Oe
v€0 QiTNUX EPXETAI HE SIKPOPETIKO
session number amd To mponyoUuevo.

amount

num

1.12

To Moo TNG CUVAAAQYAG

cur-code

num

0 IS0 4217 KwdIKOG VOUIONATOG
(978 yix €)

cur-exp

num

Ta OEKOOIKA TOU VOUIOHATOG

(2yix €)

datetime

num

14

Tpéxouoa NU/Vix KAl WPK GE HOPPN
YYYYMMDDhhmmss

ecr-id

an

11

Api16uo6g unTpwou ECR

operator-number

an

1.8

Kwd1KOg Tapio

receipt-number

an

1.8

MpoodeuTiKOG apIBuoC amddeiEng ECR

custom-data

ans

1..100

Acdopéva mou KaBopilovral avi
MEPIMTWOoN KAl TUMO TAUEIRKAG.

Av d€ XPNOIPOTIOIEITAI XPKET VO
OTEAVETQI EVOIG XXPAKTAPOG TOU
pndevog (“MO”).

Ze ouVaAAOYEG TTANPWHAG AOYXPIOHOU
Ta custom-data mepIAapBévouv €151k
12-piipIo Kwdikdé Mnpwung.

mac

an

T-DES mac unxaviopog yix Tn Bepaiwon
Tou yvnoiou Twv ECR aurnuérwv. To
MAC unoloyileTal emi TOu GUVOAOU Tou
MNVUPOTOG O TO YPAUUO-TTPOOEU
péXp1 10 ‘/Q’ (Xwpig auTo).

Kar& cuuBaon xpnoipormolouvral Ta 4
PWTX bytes Tou MAC (eKPPACHEVA OE
ASCI).

To MAC givau unioxpewTiké. Eivai
TTPOXIPETIKO POVO O KOOEOTWG
OUVTAPNONG TOU AOYIOHIKOU KI
emiAuong MPoBANUGTWY.




40116

EQHMEPIAA THX KYBEPNHZEQX

Teuxog B'3875/15.06.2023

Nap&deiypa:

ECR->EFTPOS: BYTES 81

0051 |1.Q

4543 523032313041 2F 53 30 30 31 30 30 38 |[ECR0210A/S001008
2F 46 32 35 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2500:978:2/D20
3232303532343130323531372F 524142 |220524102517/RAB
4330303131313232322F 48313231 2F 54 |C00111222/H121/T
3130 32 30 2F 4D 30 2F 51 35 39 44 31 39 45 37 |1020/M0/Q59D19E7
44 |D

5.4. MHNYMA [CONFIRMED]

ITéAveTal Gueoa amd To EFTPOS wg amdvrnon oto apXIKé aitnua ayop&e tng

ECR, emBeBaiwvovrag 0Tl n emegepyaoia Tou BpioKeTal oe eEENIEN.

Tivra
EFTPOS RESPONSE:

A/S<session number>/F<amount>/R<ecr-id>/T<receipt-number>

ZToIxeio TOmog | MéyeBoc | Mepiypaiy

session number | an 6 Mpémel va gival T id1X e AUTO TOu
[AMOUNT] ko autd vax eAEyXeTOn ammé Tnv

amount num | 1.12 ECR.

ecr-id an 11

receipt-number | an 1.8

Nap&deiypa:

EFTPOS->ECR: BYTES 41

00 29 50 4F 53 30 32 31 30 41 2F 53 30 30 31 30 |.)POS0210A/S0010
30 38 2F 46 32 35 30 30 2F 52 41 42 43 30 30 31 |08/F2500/RABC001
31313232322F 5431303230 111222/T1020

5.5. MHNYMA [RESULT]

IréAvetan amd 1o EFTPOS wg TeAIKA am&vrnon oTto apXIKO aitTnua ayop&eg (A

GANG ouvaAAayng) TNG ECR GXeTIK& Pe TNV EKBAoN TNG CUVOAAQYAG.

H ané&vrnon pmopei va £€pBel Gueoa (av apop& offline amdppiyn 1 £ykpion), oc
Aiya deutepOAenTal (TUMIKA TrepiMTwon online €ykpiong) | AKOPN K&I TIEPICOOTEPO
amd AenToé v KaBuoTepei n online emKoivwvia 1 n eloaywyn PIN. ZuvioTaral

pUBuIoN timeout >150 sec otnv ECR.
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ZivTa

R/S<session number>/R<ecr-id>/T<receipt-number>{:<receipt-number>}

/M<custom-data>/C<rsp-code>{/D<trans-data>{/P<prn-data>}}

=  To nedio <trans-data> emIOTPEPETAI POVO EPOOOV N GUVOANGYH EYKPIONKE,
onA 1o <rsp-code> givai 00.

To medio <trans-data> cuvTiOeTal amO T&X AKOAOUBX OTOIXEICK:

<trans-data> = <card-type>:<txn-type>:<cardpan-masked>:
<amount>:<amount-final>:<amount-tip>:
<amount-loy>:<amount-cb>:<bankld (Acqid) >:<terminalld>:
<batch-num>:<rrn>:<stan>:<authcode>:
<trans-datetime>:<txn-ecr-status>

=  To medio <prn-data> emoOTPEPETAI EPOOOV ) N CUVAAAQYN EYKPIONKE B) TO
protocol variant oTnv Ke@aAida Tou unvoparog [AMOUNT] Atav 02 y) To
protocol variant oTnv KepaAida Tou unvuparog [RESULT] sivan emiong 022,
‘Exel ouvibwg péyebog 1-4 Kb Ko OuvTiOETal Omd TIG OSIPEG TIPOG
ekTUMwon Mali Je KAOOPICUEVOUG XOPOKTAPEG Hopgomoinong, Onwg
TTPOJIYPAPETAI OTN CUVEXEIC.

ZTOIXEIO Tomog | MéyeBog | Mepiypadiy
session number | an 6 Mpénel va gival Ta id1X e AUT Tou
i [CONFIRMED] Kol XUTO V& EAEYXETAI IO TNV
ecr-id an 11 ECR €KTOC KI oV IPOKEITOU VI TNV xkdAoudn
- ekaipeon omou Tétolog éAeyxog Sev pmopei va
receipt-number | an 1.8 yivel i dev givau BERaio 6T1 O TIETUXEL.
(MPo0dEUTIKOG
opIOu6G
onuaveng oTiq EZaipeon: o€ MEPIMTWON TTOU TO MAVUHK
OTM,AAHME,EA [RESULT] épxeTail w¢ om&vTnon o€ PAVUpG
OAZ2/DPHMAZ) [RESEND-ALLY], To session number pmopei va

éxel Tnv €181KA TP “POSTXN”, mou onuaivel
OTI n cuvaAAayn &ekivnoe amo To EFTPOS. ¢
OUTH TNV TTEPIMTWON TK GTOIXEIAK:

e ecr-id kai recelpt-number 6a £xouv

UNSEVIKA TIUA &V N GUVOAAGYA
mpaypaToroinénke pévo oto EFTPOS.

e ecr-id ko receipt-number 6a €xouv un_

! Mmopei va mipémel To POS va TUTOE! TV amOdEIEN MANPWHAG PE KAPTA, TTOXP& TNV IKAVOTNTX
™¢ ECR va To Tunwoel ekeivn. TéTola prmopei va gival n mepinmtwon émou 1o CVM NG K&PTUQ
anaiTei ummoypa®n Tou katéxou TnG. EIBIk&G ot ulomoiioeig 6mou n ECR ekTumwvel poévo TO
avTiypapo omddeiEng MANPWHAG ME KAPTAK Tou TEAKTN, €ival avayKaix n eKTOmwon Tou
AvTIYP&POU yIx TOV EUIMopo TNG amddeIENg MANPWHAG ME K&pPTA, and To EFTPOS.
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MNOEVIKA TIUA &V N GUVAAAQY GVTIGTOIXE]
0E MPOPOPTWHEVN AMODEIEN I TIMOAGYIO
mmou £xouv ekd00¢ei armoé Tov PHM.

rsp-code num 2 EFTPOS kwdIkog €KBaoNg TNG GUVAAAQYAG:
00: emTuxia, cUVOAQYN EYKPIONKeE
33: yevIKOG KWAIKOG amoppIiyng

Z€ OPIOMEVEG UNOTIOINOEIG 0 KWAIKOG EKBaong
poodiopilel KAAUTEPK TO AGYo TNG amoppIYng
wg e&AG:

03: user cancellation or timeout
04: declined by the terminal

05: declined by the host

06: communication problem
09: bank’s host unreachable

66: system error in EFTPOS

card-type an 1..20 0 1Umog Tng k&pTag (Visa, Mastercard kAm)
txn-type num 2 TOmog cuvaAAayAG:

00: ayop&

01: aklpwon

02: emoTpoPpn

03: KaTaxwpENon MPOEYKPIoNG
04: mail order

05: ayop& pe dO0EIQ

card-pan- ans 14..19 O apIBPOG TNG KAPTAG HE KOAUMUEVD T
masked eVOIGUEST YNNI,
amount num 1.12 To moo6 TnG cuvaAAayng. Mpémel va gival To

id10 pe autd Tou [CONFIRMED] Kail otuTd vax
eAéyxerau ammd Tnv ECR. To nedio eivai OeTIk6
av MPOKEITAI I TANPWHNA e K&APTX, eV Eival
XPVNTIKO (éXEl TO Mpdonuo peiov) av MpOKEITal
VI EMOTPOPL OE K&PTOL.

amount-final num 1.12 Mrmopei va diapépel amd To amount oc
nepinTwon loyalty pe e€xpylpwon f
PooOAKNG PpIAodwphuaTog. To medio eiva
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OeTIKO v MPOKEITAI YIX TIANPWHI ME K&PTO,
evw eivai apvnTiko (€Xel To Mpéonpo Jeiov) av
TIPOKEITAI YIX EMOTPOPL O K&PTAL.

amount-tip

num

A2

MNocd PINOdWPRHATOG

amount-loy

num

A2

Moood eEapylpwong loyalty

amount-cb

num

A2

Mood cashback

bankld (Acqid)

num

Kwd1KOC TOU MAPOX0U UTTNPECIMV TANPWHWV I

NG TEAIKAG TPATE{0G EKKAO&PIONG.

XpAoIpo o€ SIKMOPPWOEIC UE TIEPIOCCOTEPES
Tpamneleg eykpioewv (multiacquiring)

terminalld

an

To terminal Id.

batch-num

num

O ap1Buog makETou oto EFTPOS

rrn

num

To rrn TNG cuvaAAayng

Z& K&1ol1£g UAOTTOINOEIC UTTOPET VX EiVAl KEVO
otnv mepinTwon offline o/ywv.

stan

num

0 ap18udg ouvalayig oto EFTPOS

authcode

an

O KWJIKOG £YKpIoNG

trans-datetime

num

Hp/via ko wpa £yKpiong o€ Hopepn
YYYYMMDDhhmmss

txn-ecr-status

num

XapakTnpeilel Tn cuvaAAayh we TPog TNV
emkoivwvia pe Tnv ECR

e 0 - évapén amd ECR - emiTuxia

e 1-évap&n and ECR - amoTuxia otnv
oAokANpwon (apx1k6 RESULT)

e 2 - évapén oto EFTPOS e xpnion
oToixeiwv mpopopTwuévng AAM/ANY/
TIMoAoyiou

e 3 - évapén oto EFTPOS e oTolxeia
AAIM/ANY/TioAoyiou T omoic £Xouv
EVTOTIOTEl OE IPOYEVEDTEPN EYYPAPN
Tou EFTPOS.

e 4 - évapén amd EFTPOS xwpig
£100YWYN OTOIXEIWV
AAMN/ANY/TiyoAoyiou (KvTIOTOIXEI OF
BAGBN Tng ECR).

e 5 - Aduvapia emkoivwviag ECR-
EFTPOS AGyw BA&BNG TwV EMPEPOUC
ouoTnU&TWY diolvdeong (BAGBN
uodouNng).

prn-data

ans

0..4Kb

ZUVTIOETOI IO OEIPEG TTPOC EKTUTTWON KKl
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XOPAKTAPES EAEYXOU YIX €1BIKA HopgpoToinon
wW¢ aKoAoUBwWG:

= OxOA - aMayn ypappng

=  Ox1B 0x01 - ekTUnwon Baaoikol
AoyoTumou

=  0x1B 0x02 - ekTUnwon 2% AoydéTutiou
(r.x. loyalty)

=  0x1B 0x03 - ekTUMWon €ikovidiou c-
less

= Ox1B 0x04 w¢ Ox1B 0x06
OEOUEUNEVA VI XPON EIKOVIDIWV

= Ox1B 0x07 wg Ox1B 0x09
dcopeupéva yia xpnon BAR/QR codes

=  Ox1B 0x0C - mauon yix eKTUMWON
AVTIYP&POU TTEAGTN

= Ox1B 0x43 - oToiXion KEVTPO

*=  Ox1B 0x52 - oToixion d&&I&

=  0Ox1B 0x4C (‘L) - oToixion opioTep&
(default peT& amd véo ypaupn)

=  Ox1B Ox4E (‘N’) - xpion XXpaKTHPwWY
kavovikoU peyéfoug (default)

= Ox1B 0x42 (‘B’)- xprion bold
XXPOKTAPWV

= Ox1B 0x53 (‘S’) - Xpion XKXPAKTAPWV
MIKpPOU peyéBoug.

EMnNviKoi XapaKTApeg oTéAvovTal og ISO-
8859-7. KupiAiKoi o 1ISO-8859-5.

Napadeiypara:
1. Nxp&delypa améppIyne

[220524 184605] ECR connection from [10.1.101.129]
ECR->EFTPOS: BYTES 81

0051 1.Q

4543 523031 31 30 41 2F 53 30 30 31 30 34 39 |ECR0110A/S001049 [AMOUNT]
2F 46 32 3530 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2500:978:2/D20
323230353234 3137343233312F524142 |220524174231/RAB
43 30303131313232322F 48 313231 2F54 |C00111222/H121/T
3130 34 34 2F 4D 30 2F 51 36 42 32 38 37 45 39 |1044/M0/Q6B287E9
35 |5

EFTPOS->ECR: BYTES 41

00 29 50 4F 53 30 31 31 30 41 2F 53 30 30 31 30 |.)POS0110A/S0010 [CONFIRMED]
34 39 2F 46 32 35 30 30 2F 52 41 42 43 30 30 31 |49/F2500/RABC001
31313232322F 5431303434 |11222/T1044

[220524 184606] ECR request

[220524 184610] TXN-C [1][552053xxxxxx9096][000000002500]
[220524 184616] Connecting (0) to [........ 1

[220524 184618] T [280]===> online
.......................... authorization
[220524 184619] <===H [128]
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[220524 184622] TXN-C declined (75) rrn=214430253013
EFTPOS->ECR: BYTES 42

00 2A 50 4F 53 30 31 31 30 52 2F 53 30 30 31 30 |.*POS0110R/S0010 [RESULT]
34 392F 52414243 30303131313232322F |49/RABC00111222/
54 313034 34 2F 4D 30 2F 4333 33 |T1044/M0/C33

[220524 184626] ECR connection closed

2. Nap&deiypa éykpione (Xwpic ammooToAl) dedopévwy eKTUMwone - “variant-17):

[220524 185118] ECR connection from [10.1.101.129]
ECR->EFTPOS: BYTES 81

00 51 1.Q

454352 3031313041 2F 53 303031303530 |[ECRO110A/S001050 [AMOUNT]
2F 46 3230 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2000:978:2/D20
323230353234 31373437 34342F524142 1220524174744/RAB 20,00€
43 30303131313232322F 48 3132312F54 |C00111222/H121/T
313034 352F 4D 30 2F 51 31 45 44 4543 43 44 |1045/M0/Q1EDECCD
39 |19

EFTPOS->ECR: BYTES 41

0029 50 4F 53 30 31313041 2F 53 30 30 31 30 |.)POS0110A/S0010 [CONFIRMED]
3530 2F 46 32303030 2F 52 4142 43 30 30 31 |50/F2000/RABC0O01
3131323232 2F 54 31303435 111222/T1045

[220524 185118] ECR request

[220524 185124] TXN-L [1][422164xxxxxx5257][2000]

[220524 185129] Connecting (0) to [........ ]

[220524 185131 T [117]===> online
.......................... authorization

[220524 185135] TXN-L authorized (890753) rrn=214430253014
EFTPOS->ECR: BYTES 147

00 93 50 4F 53 30 31 31 30 52 2F 53 30 30 31 30 |..POS0110R/S0010
3530 2F 52414243 30303131313232322F |50/RABC00111222/
54 31 30 34 35 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1045/M0/C0O0/DVi
73612043 726564 69 74 3A 30 30 3A 34 32 32 |sa Credit:00:422
3136 34 2A 2A 2A 2A 2A 2A 35 32 35 37 3A 32 30 |164******5257:20 [RESULT]
3030 3A 323030303A303A303A303A3131|00:2000:0:0:0:11
3A 36 34 39 39 393939 39 3A 3132 36 3A 32 31 |:64999999:126:21
34 34 33303235333031 34 3A 3836 3A 3839 |4430253014:86:89
30373533 3A3230323230353234313835|0753:20220524185
3133353A30 1135:0

ECR->EFTPOS: BYTES 41

00 29 .

4543 52 30 31 31 30 52 2F 53 30 30 31 30 35 30 |ECR0110R/S001050 [ACQ-RESULT]
2F 5241 4243 30 30 3131 31 32 32 32 2F 46 32 |/RABC00111222/F2
3030302F5431303435 |000/T1045

[220524 185136] ECR connection closed

3. Napbdeiypa éykpiong (HE MooTOAl} dedopévwy EKTUNTWONG - “variant-2”):

[220524 190150] ECR connection from [10.1.101.129]
ECR->EFTPOS: BYTES 80

00 50 |.P

4543 523032313041 2F 53 303031303533 |[ECR0210A/S001053 [AMOUNT]
2F 46 35 30 30 3A 39 37 38 3A 32 2F 44 32 30 32 | /F500:978:2/D202
3230353234 3137 353831352F 52414243 |20524175815/RABC
30303131313232322F483132312F54 31 |00111222/H121/T1
30 34 38 2F 4D 30 2F 51 36 43 30 42 38 38 35 42 |048/M0/Q6C0B885B
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EFTPOS->ECR: BYTES 40
0028 50 4F 53 3032313041 2F 53 30 30 31 30 |.(POS0210A/S0010 [CONFIRMED]
3533 2F463530302F 524142 4330303131 |53/F500/RABC0011
313232322F54 313034 38 11222/T1048

[220524 190150] ECR request

[220524 190154] TXN-L [1][422164xxxxxx5257][500]

[220524 190209] Connecting (0) to [........ ]

[220524 190213] T [276]===> online
.......................... authorization
[220524 190214] <===H [152]

[220524 190214] TXN-L authorized (890755) rrn=214430253016
EFTPOS->ECR: BYTES 1235

04 D3 50 4F 53 30 3231 30 52 2F 53 30 30 31 30 |..P0OS0210R/S0010
35332F 52414243 30303131313232322F |53/RABC00111222/
54 31 30 34 38 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1048/M0/C00/DVi
73612043 72656469 74 3A 30 30 3A 34 32 32 |sa Credit:00:422
3136 34 2A 2A 2A 2A 2A 2A 3532 35 37 3A 35 30 |164******5257:50
30 3A 353030 3A303A303A303A31313A36|0:500:0:0:0:11:6

34 393939393939 3A 313236 3A 3231 34 34 |4999999:126:2144
33303235333031363A38393A38393037 |30253016:89:8907

35353A 32303232 303532343139 303231 |55:2022052419021 [RESULT]

33 3A 30 2F 50 1B 01 OA 1B 4E C4 4F 4B 49 4D 41 |3:0/P....N.OKIMA Me dedopéva
D3 54 49 4B 4F D3 20 45 4D DO 4F 50 4F D3 OA 1B |.TIKO. EM.OPO... eKTUTIWONG,.

4E 54 45 53 54 20 50 4F 53 OA 1B 4E 31 38 35 34 |NTEST POS..N1854

372C2020D0 454950414941 D3 0A0A1B53 |7, .EIPAIA....S To amoTéAecpa
C1D12ED4C1CCC5C9C1CAC7D33A204142|.........AB NG ekTUNIWONG
4330303131313232320A1B53 D7 C5C9 D1 |C00111222.S.... paiveTal oTNV
COD3D4C7D33A203132310A1B53C1D12E |....: 121..S... Eikova 7

D3 D5CD C4 C5D3 C7 D3 3A20313035330A1B |......... 1053..

53C1D12EC1CBDO2FC1D0OD53A 20313034 |S....../... 104

38 0A OA 1B 4E 32 34 2F 30 35 2F 32 30 32 32 1B |8...N24/05/2022.
52 1B 4E 3139 3A 3032 0A 1B 43 1B 42 56 69 73 |R.N19:02..C.BVis
61 20 43 72 65 64 69 74 OA OA 1B 4E 2A 2A 2A 2A |a Credit...N****
2A 2A 2A 2A 2A 2A 2A 2A 35 32 35 37 OA OA 1B 43 | ********5257..C
1B 53 28 28 28 63 6F 6E 74 61 63 74 6C 65 73 73 |.S(((contactless
292929 0A 1B 43 1B 53 56 49 53 41 20 43 4F 4E [)))..C.SVISA CON
54 41 43 54 4C 4553 53 0A 1B 43 1B 42 C1 C3 CF | TACTLESS..C.B...
D1 C1 2D 53 41 4C 45 0A 1B 42 DO CF D3 CF 2F C1 |..-SALE..B..../.
CCD4 3A 1B 52 1B 42 35 2C 30 30 20 45 55 52 OA |....R.B5,00 EUR.
OA 1B 4E C1 D1 2E D4 C5 D1 CC C1 D4 C9 CA CF D5 |..N.............

3A 20 36 34 39 39 39 39 39 39 OA 1B 4E C1 D1 2E |: 64999999..N...
DOC1CAC5D4 CFD53A203132360A1B4EC1 |......: 126..N.
D12ED3D5CDC1CBCBC1C3C7D33A203839|...........: 89
OA1B4ECAD9C4 2EC5C3 CAD1C9 D3 C7 D3 3A |..N............t
2038393037 3535 0A 1B 4E 52 52 4E 3A 20 32 | 890755..NRRN: 2
313434 33303235333031360A0A1B 534D |14430253016...SM
49 44 3A 20 31 32 33 34 38 31 34 20 30 30 30 37 |ID: 1234814 0007
0OA 1B 53 4C 313120 76 31 2E 35 2E 32 33 2E 30 |..SL11 v1.5.23.0
OA OA 1B 53 41 50 2E 4C 41 42 45 4C 3A 20 56 69 |...SAP.LABEL: Vi
73612043 7265646974 0A 1B 53 41 49 44 3A |sa Credit..SAID:
2041303030303030303033313031300A | A0000000031010.
1B 43 1B 42 D6 D5 CB C1 CED4 C520 D4 CF20C1 |.C.B....... ...
CDD4C9C3D1C1D6CFOA1B431B42C1CD D4 |.......... C.B...

C9C3 D1 C1 D6 CF20 C5CCDOCFD1CFD50A1B |...... ........

43 1B 42 2A2A2A2A20C5D5D7 C1 D1 CO D3 D4 [C.B**** ...

CF D5 CC C520 2A 2A2A2A 0OA 1B 4EOA OAOA OA |.... ****_N....
OA1B0OC 1B 01 0OA 1B 4EC4 4F 4B 494D 41 D3 54 |....... N.OKIMA.T

49 4B 4F D3 20 45 4D DO 4F 50 4F D3 OA 1B 4E 54 |IKO. EM.OPO...NT
45 53 54 20 50 4F 53 0A 1B 4E 31 38 35 34 37 2C |EST POS..N18547,
2020D045495041 4941 D3 0A0A1B 53 C1 D1 | .EIPAIA..S..
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2ED4C1CCC5C9C1CAC7D33A2041424330|........... ABCO
303131313232320A1B53 D7 C5C9 D1C9 D3 |0111222.S......
D4 C7D33A203132310A1B53C1 D1 2ED3 D5 |...121.S.....
CDC4C5D3C7D33A20313035330A1B53C1 |.....: 1053..S.

D1 2EC1CB DO 2F C1 DO D5 3A 20313034 380A |...../.... 1048.

OA 1B 4E 32 34 2F 30 35 2F 32 30 32 32 1B 52 1B |..N24/05/2022.R.
4E 3139 3A30320A 1B 43 1B 42 56 69 73 61 20 |N19:02..C.BVisa
43 726564 69 74 OA OA 1B 4E 34 32 32 31 36 34 |Credit...N422164
2A2A2A2A 2A 2A 35323537 0A0A 1B 43 1B 53 | ******5257...C.S
28 28 28 63 6F 6E 74 61 63 74 6C 65 73 73 29 29 |(((contactless))

29 0A 1B 43 1B 53 56 49 53 41 20 43 4F 4E 54 41 |)..C.SVISA CONTA
4354 4C 4553 53 0A1B 43 1B 42 C1 C3 CF D1 C1 |CTLESS..C.B.....

2D 5341 4C 45 0A 1B 42 DO CF D3 CF 2F C1 CC D4 |-SALE..B..../...

3A 1B 52 1B 42 35 2C 30 30 20 45 55 52 OA OA 1B |:.R.B5,00 EUR...
4E C1 D1 2ED4 C5 D1 CC C1 D4 C9 CACF D5 3A 20 |N.............:

36 34 3939393939 39 0A 1B 4E C1 D1 2E DO C1 |64999999..N.....
CA C5 D4 CF D5 3A 20 31 32 36 OA 1B 4E C1 D1 2E |.....: 126..N...
D3D5CDC1CBCBC1C3C7D33A2038390A1B |..........: 89..
4ECAD9 C4 2EC5C3 CAD1C9D3C7 D3 3A 20 38 |N............ 8

39 30 37 35 35 0A 1B 4E 52 52 4E 3A 20 32 31 34 |90755..NRRN: 214
34 33303235333031360A0A1B 53 4D 49 44 |430253016...SMID
3A203132333438313420303030370A1B |: 1234814 0007..
53 4C 313120 76 31 2E 35 2E 32 33 2E 30 OA OA |SL11 v1.5.23.0..
1B 53 41 50 2E 4C 41 42 45 4C 3A 20 56 69 73 61 | .SAP.LABEL: Visa
2043726564 69 74 0A 1B 53 41 49 44 3A 20 41 | Credit..SAID: A
303030303030303033313031300A 1B 43 |0000000031010..C
1B 42 C1 CD D4 C9 C3 D1 C1 D6 CF 20 DO C5 CB C1 |.B......... ....

D4 C70A 1B 43 1B 422A2A2A2A20C5D5 D7 C1 |...C.B****

D1 C9 D3 D4 CF D5 CC C520 2A2A2A2A 0A 1B 4E |........ *x%% N

OA OA OA OA OA [

ECR->EFTPOS: BYTES 40

00 28 I.(

4543 52 30323130 52 2F 53 30 30 31 30 35 33 |ECR0210R/S001053 [ACQ-RESULT]
2F 52 41 42 43 30 30 31 31 31 32 32 32 2F 46 35 | /RABC00111222/F5

30302F 5431303438 100/T1048

[220524 190216] ECR connection closed
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EQHMEPIAA THX KYBEPNHZEQX

AOroTYNoO TPAMNEZAZ

GOKTIMAZTIKOZ EMNOPOE
TEST POS
18547, TIEIPAIAE

AP TAMEIARKHEI: RBCODLIIZEZZ
KETEIETHE: 121

AP, DYNAEEZHE: 1053

AP ARD/ADY: L1044

24/05/72022 14:02

AOroTYNoO TPANEZAZ

AOKIMAETIKOE EMNOPGE
TREST POS
18547, TNEIPAIAZ
RE.TAMEIAKHE: ABCGOLLLIZZZ
KEIPLETHE: 121

AP, IYRAETHE: 1053

AP AATI/ANY: 10448

Visa Credit L WA
s 42216434 44445257
["’iTLiI i‘ Z;’ifi;TLLE} d Vish CONTACTLESS
N0Z0/AT: 5,00 EUR noﬂwm.ﬂo“'s“i;ﬂo BUR. |

AP TEPHATIROY: 54558449
AR NARETOY: 126
APLEYNAAMATHE: 89

Kith ECKEIEHE: 890755
RRN: 214430253016

WID: 1234814 0007
L1l v1.5.2%.0

AP LABEL: Visa Credit
AID: ADDOOODGOOZIO0LD
$YRAZTE TO ANTITPA$0
ANTITPASD EMNOPOY
¥kk% EYXAPIETOYME *kux

AP, TEPMATIROY: £465404%
AP TIAKETOY: 126
AP, EYNAAMATHE

KRAETKPLEHL:

RS
90755
REN: 214430253016

!
30

MID: 1234814 0007
L1l %1,5,23.0

ARLLABEL: Visa Credit
ALD: ADODOODOOSEO0T10
ANTITPA4O MEAATH
ktkk EYXAPILCTOYME %%

TeUxog B'3875/15.06.2023

Eikéva 7

5.6. MHNYMA [ACK-RESULT]

ZréAvetal amd Tnv ECR wg emBeBaiwon Aqyng Tou [RESULT].

ZivTa

ECR RESPONSE:

R/S<session number>/R<ecr-id>/F<amount>

/T<receipt-number>{:<receipt-number>}

ZTOIXEIO Tomog | MéyeOog

Nepiypagry
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session number | an 6 Mpémel va ival T i8I JE AUTK TOU
[RESULT] Kot axuté vax EAEyXETO oMt TO

ecr-id an 11 EFTPOS.

amount num | 1.12

receipt-number | an 1.8 E€aipeon: (BA. pivupa [RESULT])

Nap&delypa: oTnv evoTnTa 5.5 YIX TIG TIEPIMTWOEIG 2 KAl 3.

5.7. MHNYMA [REGRECEIPT]

ItéAvetan amd Tnv ECR pe otoixeioe AMNA 1oU €KSOONKE YIK ETEPOXPOVIOUEVN
mAnpwpn (X YI& Tap&doon KAt oikov). MPOKeITal yix T dIXdIKAGIX pOPTWOoNG
oro EFTPOS amodcifewv 1 TipoAoyiwv mou AdN ekd6ONKav amdé Tov ®DHM, Kai Ta
omoia pEmnel va €£0pAnBoUV e KAPTX apyOTEPA.

To EFTPOS Kataxwpei Ta oToIXEix TNG amodeIEng (moood, session number, receipt
number) Kai Ta £xe1 S100E0IUX TIPOG XPAOoN YIX 24 WPEG.

Eivai i810 pe 1o pivupa [AMOUNT] pe e€aipeon 1o apxXiké oUpBoAo mou givaar W.

To niedio custom-data pmopei va pépel k&moia olvroun onpeiwon, we eAslBePO
Keipevo, OXETIKA JE TNV MANPWHA.

Z0vTa
ECR REQUEST:

W/S<session humber>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>/T<receipt number>

/M<custom-data>{/Q<mac>}

Nap&deiypa:

[220711 115333] ECR connection from [10.1.101.217]

ECR->EFTPOS: BYTES 81

0051 |1.Q

4543 523031313057 2F 533030313537 33 |[ECRO110W/S001573
2F 46 35 30 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F5000:978:2/D20
3232303731313130353030392F 524142 |220711105009/RAB
4330303131313232322F 48313231 2F 54 |C00111222/H121/T
31323238 2F 4D 30 2F 51 33 30 41 44 44 38 41 |1228/M0/Q30ADDS8A
33 13

EFTPOS->ECR: BYTES 12

00 0C 50 4F 53 30 31 31 30 45 2F 30 30 30 |..POS0110E/000
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5.8. MHNYMA [RESEND-ONE]

TréAvetal amd Tnv ECR pet& amd emAoyn Tou XEIPIOTH, OTNV TEPIMTWON TIOU TO
EFTPOS evékpive TN ouvaAhay] dAA& amméTuxe n amooToA Tou [RESULT].

ZivTa
ECR REQUEST:

0/S<session number>/F<amount>:<cur-code>:<cur-exp>

/R<ecr-id>/T<receipt-number>{/Q<mac>}

ZToixeio Timog | MéyeBog | Mepiypaoiy

session number | an 6 Mpémel va TRIpIG{OUV ME QUT& TNG
p—— 1 ouvalayng mou eykpibnke oto EFTPOS.
cur-code num |3

cur-expo num 1

ecr-id an 11

receipt-number | an 1.8

mac an 8 (BA. [AMOUNT])

Nap&delypa:

[220524 193308] ECR connection from [10.1.101.135]

ECR->EFTPOS: BYTES 56

0038 1.8

4543 52 30 31 31 30 4F 2F 53 30 30 31 30 35 38 |[ECR01100/S001058
2F 46 313530 3A 3937 38 3A 32 2F 52 41 42 43 | /F150:978:2/RABC
30303131313232322F54 31303531 2F 51 ]00111222/T1051/Q
4637 313637413946 |F7167A9F

[220524 193309] ECR request

EFTPOS->ECR: BYTES 145

0091 50 4F 53 30 31 31 30 52 2F 53 30 30 31 30 |..P0OS0110R/S0010
3538 2F 5241 42 43 30 30 31 31 31 32 32 32 2F |58/RABC00111222/
54 31 30 35 31 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1051/M0/C0O0/DVi
73612043 726564 69 74 3A 30 30 3A 34 32 32 |sa Credit:00:422
313634 2A 2A2A 2A 2A 2A 35323537 3A 31 35 |164******5257:15
303A3135303A303A303A303A31313A36 |0:150:0:0:0:11:6

34 39 39 39 39 39 39 3A 31 32 36 3A 32 31 34 34 |4999999:126:2144
3330323533 303139 3A39323A 38393037 |30253019:92:8907
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3538 3A 3230323230353234 3139333230 |58:2022052419320
313A31 |1:1

ECR->EFTPOS: BYTES 40

00 28 |.(

4543 52 30 31 31 30 52 2F 53 30 30 31 30 35 38 |[ECR0110R/S001058
2F 52414243 30303131313232322F46 31 |/RABC00111222/F1
35302F 5431303531 |50/T1051

[220524 193310] ECR connection closed

5.9. MHNYMA [RESEND-ALL]

ZTéAvetan amd Tnv ECR pet& amd emAoyn Tou XEIPIOTH, TNV TEPIMTWON TTOU TO
EFTPOS 6ev pmopei va KAEIioEl TTAKETO AOYW OUVOAAGYWV OF EKKPEHOTNTX WG
mpog Tnv ECR.

TivTa
ECR REQUEST:

L/R<ecr-id>/D<datetime>{/Q<mac>}

Element name | Type | Size Description

ecr-id an 11 To EFTPOS mpémel va TXpOK&UMTEI
GUVOAQYEC TTOU €XOUV AN Ocei amd
diapopeTikA ECR.

datetime num |14 (BA. [AMOUNT])
mac an 8 (BA. [AMOUNT])
Nap&delypa:

[220711 121010] ECR connection from [10.1.101.217]

ECR->EFTPOS: BYTES 47

00 2F l./

454352 303131304C2F 52414243 303031 |[ECRO110L/RABC0O01
31313232322F 44 323032323037313131|11222/D202207111
31303634352F513643343833464345 |10645/Q6C483FCE
EFTPOS->ECR: BYTES 132

00 84 50 4F 53 30 31 31 30 52 2F 53 50 4F 53 54 |..POS0110R/SPOST
58 4E 2F 52 2F 54 2F 4D 30 2F 43 30 30 2F 44 56 | XN/R/T/M0/C00/DV Ayop& 25€ pe TIpoAdYIO
69 73612043 726564 69 74 3A 30 30 3A 34 33 |isa Credit:00:43
3234 3833 2A 2A 2A 2A 2A 2A 34 31 38 35 3A 32 |2483******4185:2
353030 3A 32353030 3A303A303A303A31|500:2500:0:0:0:1
31 3A 3634 3939393939 333A32333A3232|1:64999993:23:22
323232323130303030313A3135333A31[2222100001:153:1
32333435373A323032323037 31313132 |23457:2022071112
303035373A35 |0057:5

ECR->EFTPOS: BYTES 41
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00 29 l.)

45 43 52 30 3131 30 52 2F 53 30 30 31 35 37 34 |ECRO110R/S001574
2F 52 41 42 43 30 30 31 31 31 32 32 32 2F 46 35 | /RABC00111222/F5
3030302F 5431323238 1000/T1228

ECR ACK RES: RESULT OF PARSING

$=[001574] amt=[5000] ecr=[ABC00111222] rcp=[1228]

EFTPOS->ECR: BYTES 145

0091 50 4F 53 30 31 31 30 52 2F 53 31 35 37 33 |..POS0110R/S1573 Ayopd 50€ péow TnG
2F 52 41 42 43 30 30 31 31 31 32 32 32 2F 54 31 |/RABC00111222/T1 pong REGRECEIPT
32 32 38 2F 4D 30 2F 43 30 30 2F 44 56 69 73 61 | 228/M0/C00/DVisa
2043726564 69 74 3A 30 30 3A 34 33 32 34 38 | Credit:00:43248
332A2A2A2A 2A 2A 34 31 38 35 3A 353030 30 |3******4185:5000
3A 353030303A303A303A303A31313A36 |:5000:0:0:0:11:6

34 3939393939 33 3A 3233 3A 32 32 32 32 32 |4999993:23:22222
323130303030323A3135343A313233 34 |2100002:154:1234
35383A 323032323037 31313132303132 |58:2022071112012
34 3A 32 |4:2

ECR->EFTPOS: BYTES 41

00 29 l.)

45 43 52 30 31 31 30 52 2F 53 30 30 31 35 37 34 |[ECRO110R/S001574
2F 52 41 42 43 30 30 31 31 31 32 32 32 2F 46 35 | /RABC00111222/F5
3030302F 5431323238 |000,/T1228

ECR ACK RES: RESULT OF PARSING

$=[001574] amt=[5000] ecr=[ABC00111222] rcp=[1228]

EFTPOS->ECR: BYTES 147

00 93 50 4F 53 30 31 31 30 52 2F 53 50 4F 53 54 |..POS0110R/SPOST Ayop& 25€ pe

58 4E 2F 52 41 42 43 30 30 31 31 31 32 32 32 2F | XN/RABC00111222/ TANKTPOAGYNGN TOU
54 31 32 33 30 2F 4D 30 2F 43 30 30 2F 44 56 69 |T1230/MO0/C00/DVi ap18uol AAM amd Tov
73612043 72656469 74 3A 30 30 3A 34 33 32 |sa Credit:00:432 XEIpIOTN.

34 38 332A2A 2A 2A 2A 2A 34 31 38 35 3A 32 30 |483******4185:20
30303A 323030303A303A303A303A3131]00:2000:0:0:0:11
3A 36 34 3939 3939 39 33 3A 3233 3A 3232 32 |:64999993:23:222
323232313030303034 3A3135353A3132|222100004:155:12
333436303A3230323230373131313230|3460:20220711120
3230313A32 1201:2

ECR->EFTPOS: BYTES 41

00 29 l.)

45 43 52 30 313130 52 2F 53 30 30 31 35 37 34 |ECRO110R/S001574
2F 52 41 42 43 30 30 31 31 31 32 32 32 2F 46 35 | /RABC00111222/F5
3030302F 5431323238 |000/T1228

ECR ACK RES: RESULT OF PARSING

S$=[001574] amt=[5000] ecr=[ABC00111222] rcp=[1228]

EFTPOS->ECR: BYTES 39

00 27 50 4F 53 30 31 31 30 52 2F 53 30 30 30 30 |.'POS0110R/S0000
30302F 52414243 30303131313232322F |00/RABC00111222/
54 30 2F 4D 30 2F 43 33 33 |TO/MO/C33

[220711 121012] ECR connection closed

5.10. MHNYMA [ERROR]

ZréAvetal anmd To EFTPOS wg &ueon andvrnon oto apxiké aitnua Tng ECR oTig
TTEPITITWOEIC TTOU BEV Eival dUVATH N EMEEEPYoia Tou.

TivTa
EFTPOS RESPONSE:
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E/<error code>

ZTOIXEIO TOmog | Méyebog | Nepiypadri

error code hum |3 001: “protocol not supported”
002: “duplicate request received”
003: “Syntax error in request”
004: “Invalid currency”
100: “Internal EFTPOS error”
500: “Invalid command”
501: “Wrong parameter”
502: “Missing MAC”
503: “MAC error”
504: “MAC not supported”
777: “EFTPOS not connected”
999: “BUSY”

Enggnynosig av& KwdIko:

1. Kwdik6g 001: un umooTtnpi{0evo MPWTOKOANO. QOTO0O0 N KIMAVTNON TOU

N

3
4.

5.
6. Kwdikdg 500/501: oTéAveTal oTnv mepinTwon un éykupou [CONTROL]
7
8.
9. Kwdikog 504: o EFTPOS dev umopei va urmootnpi&el MAC (m1.x. Asimouv

EFTPOS xpnoiuoroici oTnv KEPpoAida Ta idiax version Kal variant Tou
airquarog Tng ECR.

Kwdikog 002: To session humber gival To id10 Je auTO TNG MPONYOUMEVNG

o/yA..

Tou EFTPOS.

. Kwdikdc 003: GUVTAKTIKO AGBOC OTO WM TOU MNVUPATOC.
Kwdikdg 004: n TAPEIOKN OTEAVEI TOGO OE SIKPOPETIKO VOUIOPX QImd auTO

Kwdikdc 100: sowTepikd MpoéBANUa Tou EFTPOS.

pUNVUPOTOG.

. Kwdikég 502: oto aitnua ECR Agimel MAC miedio evw €ivai UTTOXPEWTIKO

Kwdikég 503: To aitnua ECR £xel A\dBog MAC

KAEIB1&X)

10.Kwdik6¢g 777: un ouvdedepévo EFTPOS (deopeupévog KwdIKOG Vi

middleware)
11. Kwdik6g 999: To EFTPOS civai KOTEIANUUEVO (TT.X. EKTEAOUVTOI XEIPIOUOI

16 To YEVOU, EMKOIVWVET VIO TTAPAUETPOUC KATT).
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Znueiwon: KoT& TO XPOVIKO dikoThua €EumnpéTnong ouvaAAayhg
npoepxopevng amd Tnv ECR, To EFTPOS dev umopei va ammokpiOei ae GAAo
QiTNUX 0UTE KAT& TNV EKTUTIWON TNG AMOSEIENG TNG TPEXOUOAC O/ YAG.

Napadeiypara:
1. Aftnpa ané ECR oe kareiAnpupévo EFTPOS

ECR->EFTPOS: BYTES 80

00 50 |.P

4543 523032313041 2F 53 30 30 31 30 31 35 |[ECR0210A/S001015
2F 46 3235 30 3A 39 37 38 3A 32 2F 44 32 30 32 | /F250:978:2/D202
3230353234 313233323239 2F 524142 43 |20524123229/RABC
30303131313232322F483132312F5431]00111222/H121/T1
303237 2F 4D 30 2F 51 33 42 35 34 30 37 33 46 |027/M0/Q3B54073F
EFTPOS->ECR: BYTES 12

00 0C 50 4F 53 30 32 31 30 45 2F 3939 39 |..POS0210E/999

2. Aitnpa amé ECR mou éxel pubpiopévo GANO VOHIoHX

ECR->EFTPOS: BYTES 81

0051 1.Q

45 43 52 30 32 31 30 41 2F 53 30 30 31 30 31 36 | ECR0210A/S001016
2F 46 32 30 30 30 3A 36 34 31 3A 32 2F 44 32 30 | /F2000:641:2/D20
323230353234 313233353230 2F 52 41 42 | 220524123520/RAB
4330303131313232322F 48 3132312F 54 |C00111222/H121/T
31303238 2F 4D 30 2F 51 46 38 32 38 36 42 39 |1028/M0/QF8286B9

32 12
EFTPOS->ECR: BYTES 12
00 0C 50 4F 53 30 32 31 30 45 2F 30 30 34 |..POS0210E/004

3. Aitnpa amdé ECR pe pn umootnpilépevo protocol version i variant

ECR->EFTPOS: BYTES 80

00 50 |.P

4543 523033 303341 2F 53 30 30 30 36 37 35 |ECRO303A/S000675
2F 46 32 35 30 30 3A 39 37 38 3A 32 2F 44 32 30 | /F2500:978:2/D20
3231313132323131353932372F 52 38 2F |211122115927/R8/
48 313231 2F 54 30 30 30 36 37 34 2F 47 3A 30 |H121/T000674/G:0
3A 30 3A 30 3A 30 2F 4D 31 32 33 34 35 36 37 38 |:0:0:0/M12345678
EFTPOS->ECR: BYTES 12

000C4D 454C30333033452F303031 |..POSO303E/001

5.11. MHNYMA [SUCCESS]

AnoTtelei €181k TiepinmTwon pnvopaTtog [ERROR] pe kwdiké 000.

Tivra
EFTPOS RESPONSE:

E/000
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5.12. MHNYMA [CONTROL]

Fevikd pAvupa via EAeyxo ouprmepipopdc Tou EFTPOS amé tnv ECR.
Z0vTa
ECR REQUEST:

U/R<ecr-id>/C<command-name>:<parameter-value>{:paramater-value}

Zroixefo Ténog | MéyeBoc | Mepiypaopiy
ecr-id an 11
command-name | an 1..20 ZupBOAIKN OVOUQGIx TNG

MXPAUETPOU TTPOG pUBUICH

parameter-value | an 1..50 TipA TNC MOPAPETPOU

To oUvoAo TWV MAPAUETPWY KAI TWV dUVATWY TILWYV TOUG EiVal EMEKTATILO,
AVAAOYX E TIG AVAYKEG TTOU B TIPOKUTITOUV.

MNAPAMETPOZ | TIMEZ

UNBIND_POS e 0-T0 EFTPOS £xel KASISWHEVO TTANKTPOAOYIO KOl SEV
pmopei va EEKIVAOEI OUVOAOYEG GUTOVOUQ.

e 1-10 EFTPOS pnopei v EKTEAECE! TMOTWTIKES
OUVOAAQYEG aUTOVOU, XWwPiG evioAr) ECR

MAC_K 1" 1iu: MAC session KA€1di (32 hex digits),
KPUTITOYPO(PNHUEVO UTIO OPIGHEVO Master key EMPUTEUPEVO
oc aupoTtepa ECR ko EFTPOS.

2" Tiyn: To CV Tou KA£18100 (6 hex digits). Av amotixel o
éAeyxog Tou KCV, To EFTPOS smioTpépel E/503

Mo Tou map&deiyua Tou KepaAaiou Error: Reference source
not found 6a ATAV:

MAC_K:1ED9F7AEOB2509281BBC2DE38EF2A12B:CC5FFF

Napadeiypuara:
1. Avolyua - KAeioliuo MANKTpoAoyiou TEPUATIKOU (MOTWTIKEG CUVOAAAYEG
Hovo):
ECR->EFTPOS: BYTES 35
0023 | .#

4543 52 3032313055 2F 52 4142 43 30 30 31 |[ECR0210U/RABCO01
3131323232 2F 43 55 4E 42 49 4E 44 5F 50 4F |11222/CUNBIND_PO
533A31 |S:1

EFTPOS->ECR: BYTES 12




40132 E®HMEPIAA THE KYBEPNHIEQE Tevyoc B’ 3875/15.06.2023
00 OC 50 4F 53 30 32 31 30 45 2F 30 30 30 __|..POS0210E/000
ECR->POS: BYTES 35
00 23 |.#

45 43 52 30 32 31 30 55 2F 52 41 42 43 30 30 31 |[ECR0210U/RABCO01
31313232 32 2F 43 55 4E 42 49 4E 44 5F 50 4F |11222/CUNBIND_PO

533A31 |S:0
EFTPOS->ECR: BYTES 12
00 0C 50 4F 53 30 32 31 30 45 2F 30 30 30 |..POS0210E/000

2. Emiruxiiq amooTtoAi} MAC session kAe13100:

ECR->EFTPOS: BYTES 68

00 44 |.D

4543 523032313055 2F 524142 43 30 30 31 |[ECR0210U/RABCO01
31313232322F 43 4D 41 43 5F 4B 3A 3145 44 |11222/CMAC_K:1ED
3946 374145 304232353039 3238314242 |9F7AE0B2509281BB
433244 4533384546 3241313242 3A 43 43 |C2DE38EF2A12B:CC

3546 46 46 | 5FFF

EFTPOS->ECR: BYTES 12

00 0C 50 4F 53 30 32 31 30 45 2F 30 30 30 |..POS0210E/000

5.13. MHNYMATA AOIITON ZYNAANATON

‘EXouv oUVTOEN, TIEPIEXOMEVO KOl poN GKPIBWG 0w Kol To [AMOUNT] pe poévn
diapop& To apXIkd6 oUPBOAO, TO omoio Ba €ival KAl TMPOBEUK OTO AVTIOTOIXO
pAvupa [CONFIRM].

Omolt  CUPMANPWMATIK& OTOIXEIX €ival amapaiThTa yix TRV okOpwon, Tnv
emMoTPOPN KA (TM.X. pIOUOC APXIKAG OUVOAAGYAG) elo&yovTal ma oto EFTPOS
oo Tov XEIPIOTA Kol 8 AauBavovtal omd Tnv ECR.

ECR REQUEST (AMOUNT-INSTALM):

I/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

I/S<session number>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-REFUND):

Z/S<session number>/F<amount>:<cur-code>:<cur-exp>
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/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

Z/S<session number>/F<amount>/R<ecr-id>/T<receipt humber>

ECR REQUEST (AMOUNT-VOID):

V/S<session humber>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

V/S<session number>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-COMPLETION):

P/S<session humber>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

P/S<session humber>/F<amount>/R<ecr-id>/T<receipt number>

ECR REQUEST (AMOUNT-MAIL):

M/S<session number>/F<amount>:<cur-code>:<cur-exp>
/D<datetime>/R<ecr-id>/H<operator-number>

/T<receipt number>/M<custom-data>{/Q<mac>}

EFTPOS CONFIRMATION:

M/S<session number>/F<amount>/R<ecr-id>/T<receipt number>

TNV MEPIMTWON MPOPOPTWHEVWY AModEifewv péow pnviparo¢ REGRECEIPT, n
€mAoyf Tou TUMOU TNG XPEWOTIKAG GUVAAAQYNG UTTOPEI VX YIVEI EK TWV UCTEPWYV



40134 E®HMEPIAA THE KYBEPNHIEQE Tevyoc B’ 3875/15.06.2023

pMéow pevoU emAoyng oto EFTPOS. Meta Tnv emAoy omodeiEng akoAoubei n
emAoyl Tou TUMOU Tng ouvaA\ayng m.x.. AFOPA, AOZEIZ, KATAXQPHZH
MPOETKPIZHZ, MAIL ORDER, OFFLINE Er'KPIZH.

Mo ™ ouvalayn TOMIKH EFKPIZH (n omoix €ival umd KaT&pynon omo T
TPame(K& 15pUdaTa) Oev TPOoPAEmETAN  EEXWPIOTOC TOMOC HNVOpaTOC. OO
TTPOYHUATOTIOIEITAI HOVO WG TTPOPOPTWHEVN ATOdEIEN.

5.14. XEIPIZIMOZ ZOAAMATON

ZPAAUOTA OTIG POEG KOI OTA UNVUPOTO OTIWG TEPIYPXPOVTAI OTIC TTPONYOUHUEVEG
evoTNTEG QVTIHETWITI{OVTAI WG AKON OUOTAPATOC TAK OMMOIX OVOMEVETAI VA
oupBaivouv eEXIPETIK& om&via KiI €&V oUpBOUV TOTE onUAivouy:

e Eite mpoBAnpa TNG PUOIKAG OUVOEONG Kol Tou SIKTUOU TOU QMXITEN
ovepwITivn TopEPBoon

e EiTe £O0WTEPIKO TIPOYPAUUATIOTIKO A&GOOG K&l AT XEIPIOUO KAMOIX
OUYKUpPIOG

Kai oTig 300 TEPIMTWOEIG TIPETIEI VO TIXPEXETAI GAPNG EVOEIEN TOU TTPOBAAMATOG
OTO XEIPIOTH £TOI WOTE V& TIPOPEI OTIC AMXITOUPEVEG EVEPYEIEG XEIPOKIVNTNG
oAokApwong TNG ouvaAAayng (A akUPwWoNg TNG), eEGAeIPNG Tou MPOBAAMKTOG
aKOMN Kal KARoNg TnG TEXVIKAG utooTAPIENG. H gubivn yia Ta 0o pépn (EFTPOS
Kol ECR) w¢ aveE&XpTnTA KAl GUTOTEAR CUOTHHOTX oTnV £V Abyw Sixolvdean, eiva
va EAEyXOUV TIPOCEKTIK& TNV eYKUPOTNTA TNC £16650U TOUG.

To TPWTOKOAO yIx TETOIK OMAVIK OPAAPATX OV TPOPAETEI PNXAVIOHOUG
smavéAnwng NG MeTddoong f ouTOpATNG 810pOwong dedopévwy. Autd Oa
TIEPIEMAEKE QVWPEAX TNV UAOTIOINON, OEDOMEVOU KIOAKG OTI N GKEPAIOTNTA TNG
perédoong Oswpeital e§xopaliopévn oTic ouvdéoeig TCP/IP ki USB Kai yia
TOOO MIKPO MEYEDOC DEDOMEVWV.

Kar e€aipeon yia Tn ouvdeon pe RS232, umopei va uhommoinOei CUUTANPWHOTIKA
MNXaVIopOG emPBeBaiwong yvwoTdg amd TV emox Twv oolyxpovwv modem,
6mou n k&Oe MAeup& oTo TEAOG Tou e€epxOpEVOU UNvOpATOG TPOCBETEl éva byte
eAéyxou (LRC) wg amoTéAeopa dixdoxIKwv XOR emi Twv XOXPOAKTAPWY TOU
AImOOTEAOVTA.

0 AMAMTNG av umoloyioel di1apopeTIKO LRC armd 1o dnNAWOEV 0TO PAVUPA, XITOVT&
ME éva Hovadiko Xoapaktipa NAK (0x15) aitwvrag TV enavaAnyn Tng
omooToAAG 1, MET& omd 3 emavaAAWEIG, OSIKKOMTEI TNV EMKOIVWVIK WG
areAéapopn.

AKoAouBei olvoyn TwWV MEPIMTWOEWV OE EVA TUTTIKO KUKAO alyop&¢G TTOU MTTOPET vV
MPOKUWOUV OPEAPOTA KOl TWV EVOEDEIYUEVWV XEIPIOPWY armd mAsupde EFTPOS
Kol ECR.
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[tO] EFTPOS < [AMOUNT] < ECR

[t1] EFTPOS > [CONFIRMED] - ECR 10 < 2 sec

[t2] EFTPOS - [RESULT] - ECR Zuvibwg
t2-t1 < 60 sec

[t3] EFTPOS < [ACK-RESULT] < ECR t3-t2 < 2sec

NMEPINTQZH 1 (EFTPOS): 1o [tO] To EFTPOS civan ekt6g pelparog A un
ouvdedepévo otnv ECR

H ECR o¢cilel v eyKaTaAEiPe! TNV MPooT&Oeioe oUVOEONG KOI VX GVAPEPEI OTO
XEIPIOTH aduvapia olvdeonc.

MEPINTQZH 2 (EFTPOS): X0 [t0] To EFTPOS AGpB&ver:
a) OKOUTIiSI0X (EVTEAWC OXSOUNTA OEBOUEV)

b) un éykupo pARvupa (N uootnpi{ouevn ékdoon, duplicate session Kok)

Mo 1o @) To EFTPOS mpémel va ayvonoel K&l VX XImoppiyel To SEDOMEVA KOl KOTX
MPOTIMNON V& EVNUEPWOElI TO XEIPIOTH TUMMWVOVTAC N EMPAVI(OVTAC OXETIKO
MAVUPC.

Mo 1o b) To EFTPOS npénel va anavTioel e To avTioToixo HRvupa A&éBoug (001,
002, 003, 004 koK) OTWGg MEPIYPAPETAI OTNV EVOTNTA 5.10.

MEPINTQZH 3 (EFTPOS): Z10 [t1] To EFTPOS avTIAGUBAVETAI XIMOTUXICK KMMOOTOANG
CONFIRM AMOUNT AGyw TpoBAAHATOC EMKOIVWVIXG.

To EFTPOS dgv mpémnel v MPoXwPNOEl TNV EKTEAEON TNG CUVOAARYAG MTAP& VX
EUPAVIOEI ] VO EKTUTIWOEI GXETIKO HAVUUG.

MEPINTQZH 4 (ECR): To uvupa CONFIRMED
a) 0 AuPBAVETAI EVTOC TOU BVAEVOUEVOU XPOVOU 1
b) avti Tou CONFIRMED AapB&veTal pRvupa AdBoug

c) To pAivupac CONFIRMED éxe1 un éykupa oToixeio (session number,
amount, ecr ID KAm)

d) avri Tou CONFIRMED AauBéver pivupa RESULT ektdg ocipée, pe
oTOIXEia TIPONYOUNEVNCG CUVOAAGYAG.

Mo 1o 4.a) n ECR pet& mapéAeuon 5 sec pmopei va {ntRoel empBepaiwon Tou
XEIPIOTA VI SIKKOTA TNG MPOOTIXOEING } GUVEXIGN TNG XVOMOVAG
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Mo 10 4.b) n ECR ava@épel To OXETIKO AGXOOG KOl SIGKOTTEI TNV EMIKOIVWVICKK.
EISIK& yia Tnv miepinmTwon Tou A&Boug 503 kau 504, n ECR pmopei va oTeilel pia
¢pop& CONTROL pAvupa pe MAC session key Kol va EMAVOA&BEI TRV XITOCTOAR.

Mo 1o 4.¢) n ECR mpénel va diakowel Tnv emkoivwvia pe to EFTPOS kol va
sMPavioel OXETIKO MAVUHG OTI TO cUOTNPA BPIOKETAI O UN £yKupn KaT&oTaon.

Av 1o EFTPOS cixe AGBel owoT& TO XPXIKO KiTNUX KAl EIXE EYKPIVEI TN GUVOAAGYR,
TOTE OO emixeipnoel va oteidel avemTuxwg RESULT kol n ouvaAayn 6o
aMmoONKeUTEl e ecr txn status 1. e auTAv TNV TepinTwon n amootoAl RESEND-
ONE ek pépouc Tng ECR pmopei va OAOKANPWOEI EMTUXWE TNV EMKOIVWVIK.

Mo 1o 4.d) n ECR mpémel va ayvooel To MAVUPG Tou yia K&molo Adyo RpBe
KOOuoTEPNUEVO IO TIPONYOUUEVN N OAOKANPWHEVN CUVOANGYA KOI V& TIEPIMEVEI
Tnv €éAguon Tou CONFIRMED () Tou ERROR).

MEPINTQZH 5 (ECR): To dikoTnua avapovAg t2 Kai t1 Siapkei mMOAU. Yn&pyouv
600 mBavég auTieg:

) n emkoivwviax EFTPOS Kai 18pUuaTog mMAnpwuwy gival oAU apyn 1 0 K&ToxXog
opyei MOAU va g1aéyel To PIN

B) To EFTPOS KOANOE 1 €KAVE EMAVEKKIVNON

H ECR mpémel va mapEXel TN dUVATOTNTA SIKKOTIAG TG EMKOIVWViag. ToTe:

Itnv nepimtwon 5.a) To EFTPOS TeAik& AauBdavel €yKpion Kol OTEAveE
RESULT pAvupa, cAé& autd de @réver otnv ECR AOyw SIGKOTTAG TG oUvSdeong.
EVOMOKEITAI OTO XEIPIOTH VA& KAVEl TIG OMAXITOUMEVEG EVEPYEIEG, OTWG TO VA
ekteAéoel RESEND-ONE.

ZTnv nepinTwon 5.b): anaiTouvTal o1 av&AOYEG EVEPYEIEG TOU XEIPIOTH KXl
NG TEXVIKAG UMTOOTAPIENG.

MEPINTQZH 6: 1o [t2] n ECR &t AapBdvel €ykupn amévrnon oro RESULT
(okoumidia, A&Bog uivupa A A&Bog oToixeio)

H ECR 0a mpérmel va SIGKOWEI TNV EMKOIVWVIK KXI V& EMPAVIOEI GXETIKO MAVUMA.
EVOMOKEITKI OTO XEIPIOTH V& KAVEl TIC OMAXITOUMEVEG EVEPYEIEG, OMWG TO VA
eAéyEel To av n cuvoAayn eykpiBnke amd To EFTPOS kai va ekteAéoel RESEND-
ONE.

To EFTPOS g@po6oov diamoTwvel TRV amoTuXia amooToAng RESULT epgavilel N
EKTUTIWVEI OXETIKO MAVUHMA KO KATOXWPEET TN SUVAAAQYH (Ov EYKPIONKE) UE ecr txn
status 1.

NEPINTQXH 7 (EFTPOS): Z1o [t3] To EFTPOS d¢ AaxpBdvel ACK-RESULT

Auto pmopei va o@eileTal €ite ot amoTuxia amooTtoAlg Tou RESULT cite ot
eowTEPIKO MPOPANUA TNG ECR €ite o€ MpOBANUA EMKOIVWVIAG KATX TRV KITOGTOAN
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ToUu ACK-RESULT.

To EFTPOS kataxwpei Tn ouvaAAayn Je ecr txn status 1.

6. MEPIFPA®H TOY MHXANIZMOY MAC

O oxemkOg unxoviopog Ttou MAC (message authentication checksum) amd
mAeUpPA&C UAOTTOINONG YIX TNV EMKOIVWVIK Twv 800 PEPWV cuvoyileTal oTnv EIKOva
8.

1)

2)
3)

4)

5)

INITIAL
EFT-POS INJECTION ECR

e

MAC SK
== CONTROL (MAC_K) =

’
’
/
’
’
/
'
,

TRANSACTION FLOWS

Eikéva 8

ZT0 APXIKO OTASI0 MPOETOINACIG CUUPWVEITOI HETAED TWV TAPOXWV
EFTPOS kai ECR n eppUTEUON 0E QUPOTEPEG TIG GUOKEUEG EVOG KOIVOU
apX1koU KAe1d100 (master key - MK), pe S10dIKAOIEG KO TTIPAKTIKEG TTOU O
TO PoCTATEUOUV Ao TO Vo Siaxppeloel.

H diadikaoia meplyp&PpeTal oTo Kep&Aaio <Ekdoon Kol d1&kOeon apXIkoU
kAe18100 (master key-MK)»

H ECR mnapdéyel éva peudoTuxaio session KAe1di (SK) yia xprion.

Méow porg eAéyxou ([CONTROL] pAvupa), n ECR otéAvel oto EFTPOS To
SK kpurrroypa@nuévo uné to MK pe T-DES

To EFTPOS anokpunroypagei To SK uné To MK Kai To armo0nkeuel yix
Xpnon.

Kar& TIg po£g Twv OUVOANGYWV Eivail TO SK TTOU XpNOILOTIOIEITAI YIa EAEYXO
EYKUPOTNTOC TOU IMOOTOAEN TWV KITNUATWV.
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To SK pmopei va avave®veTal TAKTIK& pe xprion [CONTROL] unvipaTog amd Tnv

ECR.

To MK pTTOPEi VO GVOVEWVETAI GE MO KPAIK XPOVIK&X SIKOTAUOTY, ME SIKSIKAOIEC
KOl HnXaviopoUg mou Ba cuppwvouv ammd Koivou ol époxol Twv EFTPOS kai Twv

ECR.

Mpoteivetaun n xprion T-DES MAC aAyopiBuou (Tou ouvilBoug mode CBC 1) pe
double length kAc1di (16 bytes).

Nap&delypa kKpunroyp&gpnong session kKA€IS100 Ko utoAoyiopou MAC

Test MK (plain): ABCDEF01234567899876543210ABCDEF (KCV: 48934A)
Test SK (plain): 12340000ABCD111122223333FFFFDDDD (KCV: CC5FFF)
1ED9F7AEO0B2509281BBC2DE38EF2A12B

Test SK (encr):

Message:

| A/S000922/F2000:978:2/D20220513150958/RABC00111222/H121/T000922/M00000000 |

MAC:
ZToixeio mac:

4540A2547CFBA23A

/Q4540A254

0 unoAoyiop6g Tou MAC Tou TOPATAVW TAPASEIYMATOC VivETAl WG EEAG:

INPUT AFTER PADDING (length=80):
41 2F 53 30 30 30 39 32 32 2F 46 32 30 30 30 3A |A/S000922/F2000:

3937 383A322F 44 323032323035313331|978:2/D202205131
3530393538 2F 52 41 42 43 30 30 31 31 31 32 |50958/RABC001112
3232 2F 48 31 32 31 2F 54 30 30 30 39 32 32 2F |22/H121/T000922/

4D 30303030 303030300000 0000000000 |M00000000.......

Number of blocks: 10

P:
41 2F 5330303039 32
H:

00 00 00 00 00 00 00 00
P(xor)H:

41 2F 5330303039 32
TDES of P(xor)H:
004106 3234 81FB 65

Block O:

P:
322F 4632303030 3A
H:

004106 3234 81FB 65
P(xor)H:

32 6E 40 00 04 B1 CB 5F
TDES of P(xor)H:

EB 92 A8 CD 45 24 2A 10

Block 1:

Block 2:
P:

|A/S00092

|A/S00092

|.A.24.e

|2/F2000:
|.A.24.e
[2n@...._

|..E$*.

P:
4243303031313132
H:

E2 DS E8S 13 0OF 40 1A FO
P(xor)H:

AO 9B D8 23 3E 71 2B C2
TDES of P(xor)H:

1C 84 7B 3CE8 0D 3341

Block 5:

P:
32322F 48 3132 31 2F
H:

1C 84 7B 3CES8 OD 33 41
P(xor)H:

2E B6 54 74 D9 3F 02 6E
TDES of P(xor)H:

15 9E 89 04 3F B1 CA 40

Block 6:

Block 7:
P:

|BCOO1112

|22/H121/
[.{<..3A
|.Tt.2.n

|..2.@
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3937 383A322F 44 32
H:

EB 92 A8 CD 45 24 2A 10
P(xor)H:

D2 A5 90 F7 77 0B 6E 22
TDES of P(xor)H:

CE 85 08 94 25 AE 32 5E

P:
3032323035313331
H:

CE 85 08 94 25 AE 32 5E
P(xor)H:

FE B7 3A A4 10 9F 01 6F
TDES of P(xor)H:

D5 E9 95 DF DA 5F DF 69

Block 3:

P:
35303935382F 5241
H:

D5 E9 95 DF DA 5F DF 69
P(xor)H:

EO D9 AC EA E2 70 8D 28
TDES of P(xor)H:

E2 D8 E8 13 OF 40 1A FO

Block 4:

|978:2/D2
[..E$*.

|....w.n"

54 303030393232 2F
H:

15 9E 89 04 3F B1 CA 40
P(xor)H:

41 AE B9 34 06 83 F8 6F
TDES of P(xor)H:

19 48 5D 23 E9 36 DD 38

Block 8:

P:

4D 30303030303030
H:

1948 5D 23 E9 36 DD 38
P(xor)H:

54 78 6D 13 D9 06 ED 08
TDES of P(xor)H:

93 56 OE CE A7 E2 CA 8A

P:
30 00 00 00 00 00 00 00
H:

93 56 OE CE A7 E2 CA 8A
P(xor)H:

A3 56 OE CE A7 E2 CA 8A
TDES of P(xor)H:
4540A254 7CFB A2 3A

Block 9:

Result: [4540A2547CFBA23A]

|T000922/
[..2.@
|A..4...0

|.H]#.6.8

|M0O0O00000

|.H]#.6.8

7. ZYNOWH XEIPIZMQN ANTIZTOIXIZHZ ZYNOAQN

MpolUné6con peTéBaong orn véa diolvdeon cival To KAEioIUO Kol oTa dU0 pépn

TTPONYOUUEVWY EKKPEUWY OUVOAOYWV TIoU €iXav EEKIVAOEI PE ThV OToIX
UQIOT&UEVN dlxoUvVOEDN.

ZTH NEA AIAZYNAEZH:

Ka&Oe ouvalayh Tou EFTPOS mipémel va €xel avTioToiXion oc anmddeiEn Tng ECR.

To EFTPOS 8¢ 0a emTpémel amd 1o MeVOU TO KAEIOIMO TIGKETOU NUEPOAG, AV
UTGPXOUV OUVOANRYEG TTOU SEV £XOUV TETOIX QVTIOTOIXION KOl O TXPATEUTIEI OF
dieknepaiwon péow ECR.

Ze K&Oe mepinTWOon, o1 suvaAayég oto EFTPOS mou £yivav Xwpig EMKOIVWVIX TNG
ECR éxouv dIGKPITH OAMOVON TOOO OTIC AMOdEIEEIC OMWE KAI OTIG NUEPNOIES

avapopég Tou EFTPOS, 6nwc:

e 3/ITH POS-1: av &ekivnoe and Tnv ECR aAA& n eMIKOIVWVia SIGKOTINKE OTO

TENOG

e 3/TH POS-2: av &ekivnoe and 1o EFTPOS pe B&on mpopopTwuévn
amddEIEN A TIHOAOYIO TTOU EKBOONKE AdN amd Tnv ECR.
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e X/TH POS-3: av &ekivnoe and To EFTPOS pe B&on mpopopTwuévn
armodeign N TIMoAOyIo ou ek860nke AN amnd Tnv ECR 6mou
XPNOIPOTIOINONKAV TTEPIGOOTEPEC KAPTEC YIA TNV id10 ayop&.

e X/TH POS-4: moTwTIKA ouvaAAayr] ou £yive oto EFTPOS auTovouo Xwpig
xphon ®HM, | XpewoTIKA cuvaAAayn TTou €yive oto EFTPOS auTtdvopua,
Aoyw BA&BNG TG ECR A BAGBNG umodoung, KATOmvV £€ykpiong omoé 1o M
OHM.

TA 2YNHOH ZENAPIA:

1) Ayop& otnv ECR pe peTpnté&

2) Ayopé otnv ECR e KépTa, oA& o meA&mnc TEAIKG Sev eixe padf Tou K&pTa
AlakonTeTal and To EFTPOS kai n ECR Aappével [RESULT] andppiyng.

3) Ayop& omv ECR pe xpion k&prag ko ooAf) emkoivwvia EFTPOS-ECR
To EFTPOS AcuBAvel GUTOPATA, KATAXWPET KAI EKTUTIWVEI OTNV XITOSEIEA Tou:

session number (AP.2YNAEXH?Y), ecr Id (AP.MHTPQOY MHXANHZ), receipt-
number (AP. A[TOAEI=HY).

4) Ayop& otnv ECR pe xprion k&ptag ko mpoBANMOTIKE OAOKARPWON EMKOIVWVING
EFTPOS-ECR

. To EFTPOS AGuBAVEI QUTOUOTH, KOTOXWPEEI KAl EKTUTTWVEL: Session
number, ecrld, receipt-number.

) H ECR 8¢ AauBd&vel Tnv TeAikip andvinon Tou EFTPOS kol dev TUMWVEI
anodeiEn. To EFTPOS onuei®vel T OXETIKA EYYPOPH WG EKKPEUN WG P0G
tnv ECR. 2tV anddeiEn Tou EFTPOS EKTUMWVETKI CUUTTANPWHOTIKE “**X/
FH POS-1**",

. 0 xeipiotig Tng ECR pmopei va {ntRcel andé to EFTPOS emava&Anyn tng
TehikAG andvrnong (RESEND ONE m.x. pe pix emAoyn «POS ZANAZTEINE»)
KOl V& TUTWOoEl armédei€n. Tote To EFTPOS onueitvel TN OXETIKA EYYPOpn
wg diekmepaiwbeioa wg mpog Tnv ECR.

5) Ayop& oto EFTPOS karé Tnv nap&doon KT’ oikov

To EFTPOS £xel A&Bel KATOIX «TTPOPOPTWHEVN» AMOSEIEN N TIMOAOYIO IO
™v ECR péow Tng pong REGRECEIPT pe Ta oTtoixeio TngG (moco, ecrid,
session number, receipt number, custom data) Kol eKTeEAE]
ETEPOXPOVIOUEVA KOl QUTOVOHO pEOow EIBIKAC EMAOYAC XEIPIOMOU Mdia A
TIEPIOOOTEPEG XPEWOTIKEG 1N TMOTWTIKEG CUVAAAAYEG VIO TNV OUYKEKPIMEVN
MPOPOPTWHEVN amOdEIEN, XWPIC woTOG0 TOo aAyeBPIKO OUVOAO TwV
OUVOAAQYWV QUTWV VO UTIEPRAIVEI TO GUVOAIKO TTOGO TNG MPOPOPTWHEVNG
anmoedeIgnc.

ZTnv anédeiEn Tou EFTPOS ekTunmwveTal n ofuavon “**ZYN/FH POS-2* *”

6) EE6pAnon oAV TPOPOPTWHEVWY TTOSEIEEWY e Pia XpeWOTIKA cuvoANayh

To EFTPOS éxel AGBEI OPKETEG TTPOPOPTWHEVEG KIMOBEIEEIC  TIMOAOYIX
anmé Tnv ECR péow tng porig REGRECEIPT pe T oToixeia Toug (mMoao,
ecrid, session number, receipt number, custom data) Kol eKTeAEi
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ETEPOXPOVIOUEVA KAl QUTOVOUX pEow €18IKAG €mMAOYAG XeIpiopol Hix
XPEWOTIKA OUVOAOYA £EOPANONG EMIAEYOVTAC TEPICOOTEPEG OMO Mic
TTPOPOPTWHEVEC KTTODEIEEIC N TIMOAOYIK, ME TOV TTEPIOPIOUO TTAVTOTE TNG N
mAnKTPoAdynong mooou.

Ztnv anodei&n Tou POS ekTunwveTal n oApaven “**XYN/TH POS-3**”,

KAEIZIMO MAKETOY 2TO EFTPOS:

Eqpooov 1o EFTPOS evromilel MOTWTIKEG CUVOANRYEG TTOU EKTEAEOTNKOV UTOVOUX
N XPEWOTIKEG GUVAAAAYEQ TTOU EKTEAECTNKAV LIE TIPOPOPTWHEVEG QIMODEIEEIC N
TIHOAOYIx Tng ECR, 8t Oa emTpEmel TNV EKTEAEGN TNG EVEPYEING KOl O«
napanéunel otnv ECR yia TAKTOMmOINON TWV EKKPEUOTATWY PEOW EMAOYAG UE
ovopaoia m.X. <EAEFX0ZX MMAKETOY POS».

H emloyn «EAEFXOX MAKETOY POS» ekteAei Tn poj RESEND-ALL émou n ECR
AopBavel pia-pia TIG EKKpEPEIQ eyypaPég amd To EFTPOS Kol smoTpégel KAmolo
sessionld.

e K&Oe mepinmTwon n ECR Oa mpénel emoTpéywel éva ACK-RESULT pAvupa oTto
EFTPOS via K&Oe ekkpepn eyypagr wore To EFTPOS va pmopei va kAgioel
TTOKETO.

210 EFTPOS Tnpesital £mi HOKPOV EEXWPIOTO XPXEIO PE TX BOOIK& OTOIXEIX TWV
ouvaAAaywv ou eoTGAnoav pe RESEND-ALL. ZUuyKeKpPIMEVX YIQ KAOE ouVOAQyN
TNPOUVTAI T KOAOUBX OTOIXEIOK:

Huepounvia-xpoévog

ToOmog (ayop&, akUupwon, ...)

Moood

Karnyopia emkoivwviag pe Tnv ECR (0,1,2,3,4,5)
ecrld

Session Id

H Xpoviki OJIGPKEIX TAPNONG TWV EYYPAPWV OGUTWV TEPIOPI(ETAI OmO TO
QMoONKEUTIKO XWpo Tou EFTPOS Ko TNV NUEPACIX EUPAVION EKKPEMWV
eyypopwv. Q¢ TuMKO Opio TiBevTail o1 1000 eyypapEg.

Ze mepinmTwon Asitoupyiag Tou EFTPOS pe BA&BN ECR, 6x1 OJwg oTNV EPIMTwon
BAGBNG utrodopng, emTpéneral To EFTPOS va eKTEAECEI KAEIOIPO TTAKETOU, PUE TNV
mpoUméBeon TNG UN dIAYPAPAC TWV EKKPEUWY OUVaAaywv mpog Tnv ECR. H
d1Gkpion oto EFTPOS av mpoékeitai yia BAGBN ECR i} BA&BN umodopng, TPOKUTITE
omd Tnv TIYA Tou mediou UNLTime mou éAape To EFTPOS amé 1o MNZPHM Esend
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KoaT& Tnv dnAwon Tng BAGRNG. EIdIkOTEpR, av To medio UNLTime £xel Tiun
MeyaAUTEPN Tou 12, mpokeiral yix BAGBN ECR, evw av €xel TIUA MIKPOTEPN 1 ion
Tou 12, mpoOKeITal yiak BAGRN UTTOdOMNAG.

8. MIOANA ZENAPIA BAABQN KAI AIAAIKAZIEZ ANTIMETQMIZHZ TOYZ

Mo TRV €0pudun AsiToupyia Twv EMXEIPACEWY, o mepinmTwon BA&GRNg Tng ECR A
oc nepinTwon BA&GBNC otnv umodopn TNC emXEipnong opileTal N MAPOKATW
SIdIKOOIO AMODECUEUCNG TOU KAEIBWHATOG TOU TMAnKTPoAoyiou Tou EFTPOS. Z¢
OAEC TIC MEPIMITWOEIC EMKOIVWVING, QMAPAITATN MPoUTdOson cival n €mMTUXAG
amooToAl Tou Master Key MK an6é 1o NZOHM Esend oto EFTPOS, o6mwg
TIEPIYPAPETAI GTHV TAPAYPAPO 9.

Alxdikaoia evepyorroinong MANKTpoAoyiou TEpUXTIKOU:

0 xpnotng Tou EFTPOS, agoU diamotwOei kol empBeBaiwdei BAGRN ortnv
EMKOIVWVIX, HEoW KAXTGAANAOU XeIpiopoU emAéyel Tov TUMo BAGBNG, BA&BN ECR 1
BAGBN Ymodopng. Met& Tnv emAoyh Tou XpAoTh, To EFTPOS ekTeAei KAfon oTov
NZ ®HM (Esend) 6mou dnAwveTtanl o TOMog TNG BAGPRNG (dEiyUa EMKOIVWVIRG
mapak&Tw). Epodoov undpxel andvrnon emtuxiag (SUCCESS) and 1o MZIOHM
Esend, EekAcIdWVETOI TO MANKTPOAOYIO Tou EFTPOS Kol EmMITPEMETAI N XEIPOKIVNTN
£kdoaon ouvaAaywv. To XPOVIKO SIGOTNUX TTIOU EMITPEMETAI V& AEITOUPYEI TO
EFTPOS pe gvepyormoinuévn TNV XEIPOKIVNTN €100YWYK TO00U CUVOANRYAG KAOWG
KOl ouxvoTnNTO TMou  €MITPETMETAI OUTH N EVEPYOTOINON, OGVAPEPETAI OTNV
Andégpaon auTh. To XpoVIKO SIXOTNHA TTOU EMITPEMETAI V& AsiToupyei To EFTPOS
ME gvepyoTIOINUEVN TNV XEIPOKIVNTN €10aywyl ToooU OuvaAayng opileTal ot
€181k6 mredio (UNLTime) péoa otnv anm&vrnon mou AauBaveTal armd Tov server . To
osvApIX  YIK TK oOmoi  EmMTPEMETAI N SIKSIKKOIK £vepyoroinong Tou
MMANKTPOAOYIOU Eival TX TTAPOKATW:

1. Zevépio 1: H ECR éxel BA&BN TOU S&V PMOPEI VO AVTIUETWMIOTEI &ueoa
(kpioiyo oPA&AUa UAIKOU). H ouvaAAayn 6Tav eKTEAEOTEI auTOVOUG armd To EFTPOS
Kol Taipvel To num 4 oto medio “txn-ecr-status”.

2. Zevépio 2: H ECR Acitoupyei, oA& umé&pxel BAGBN otnv umodoun Tng
EMXEIPNONG TTOU d€V EMTPETEI TNV EMKOIVWVIX TWV GUOKEUWV. H guvalAayr oTav
ekTeAeoTel autOvopa amdé To EFTPOS, maipvel To num 5 oro medio “txn-ecr-
status”. O XeIpIOTAG €ival UTTOXPEWUEVOG O KAOE GUVOANQYH V& EI0GYEI TOV
apIOpo Tne amodeiEne (MpoodeuTikog A/A amodeifewyv). MeT& TNV 100ywyr Tou
apI6poU TNG amodEIENG MPoXwPKEl N dIKdIKACIX £YKPIONG.

Na onueiwBei 6T 0 OAX T TTXPAMAVW OEVAPIX O CUVOANRYEG QUTEG TIPEMEI
UTTOXPEWTIK& va BlapuAdocovTal oto EFTPOS £wg O6Tou emavéABel n opbN
smKolvwvia pe Tnv ECR.
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Emavagop& Emkoivwviag - Alxdikaoix Amevepyomoinong mAnKTpoAoyiou
TEPHUOTIKOU:

Met& Tnv amokar&otaon TG BAGRNG, mpémnel &ite péow €181koU XEIPIOPOU TNG
ECR va otéAvetanr n evioAl CONTROL (UNBIND_POS - 0) oto EFTPOS, cite va
yivetau omoiadAmoTte &AM opOn emkoivwvia peTa&t ECR->EFTPOS. Mg Tov Tpémo
auté n ECR smfeBaiwvel TNV amokar&otaon TG PBA&BNG. AxpBdavovrag Tnv
evtoAf] auTh), To EFTPOS auTOpOTe KAEIBWVEI TO TTANKTPOAOYIO TOU KOl GAKOAOUOWC
K&vel véa khnon oto MNZ®HM Esend, 6mou dnAwvel Tnv emiduon Tng BA&BRNG. ZTn
ouvéXEIx MEow €181KOU XelipiopoU, n ECR pe Tnv amooToA) Tng evioAfig RESEND-
ALL {ntael ané to EFTPOS 0Aeg TIG OUVOAQYEG TTOU EKOOONKAV UTOVOUX (EiTE
gival yix K&molo GAAO AOYyo Ot €KKPEUOTNTX), £TCI WOTE VX WTTOPECOUV VA
onuioupynBolv o1 EyypaEiC TWV (POPONOYIKWY OPXEIWV e.txt pE KwdIKO
nopaoTaTikol 356 kal moo& amount, amount final OsTIK& epdoov TPOKEITX YIX
mAnpwHn Je K&PTA /| APVNTIKE, EPpOCOV TTPOKEITAI YIa EMOTPOYPH 08 K&pTa. ‘Ewg
6Tou amooTaAoUv emMTUXWC 01 ouVOAayéG auTéc otnv ECR, To EFTPOS dev Oa
MTOPEl V& EKTEAEDEI KAEIOIMO TTAKETOU.

210 EFTPOS umndpxel EIBIKA avapop& OTNV OToick KIMOTUTTWVOVTAI EEXWPIOTA Ol
METPNTEG, TA OEdOPEVA KOI TX TOOK YIX TIC wG &vw ouvalayég , PB&oel
NUEPOAOYIKWV KPITNPIWV.

Texvikéc mpodiaypagéc evroAfig amjparog oto Esend

Mop@n avTaAayng dedopévwv: JSSON
HTTP method: POST

Standard API Description (EFTPOS <-> Esend)
Production endpoint:  https://www1.aade.gr/tameiakes/mysec/keyblock.php

Nedia MaKETOU AMOCTOANG

Field Size Description

TID <10 chars Terminal Identification Number
(EFTPOS)

UNBOUND_POS 1 char 0 (H BA&BN AMOKATAXOTAONKE)

1 (Evepyomnoinon mAnkTpoAoyiou)

TAXID 9 chars ADM emixeipnong

ECRID 11 chars Api1Ou6g pnTpwou ECR yiax Tnv omoia
éxel Adn dnAwbei mpoowpivly BAGRN
oOppwva pe TV map.39 NG
A.1173/2022.

MACKEY 32 chars To Master key mou éAaBe apxIK& TO
EFTPOS am6 To MZ®HM esend.
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Mop@ormoinon medinv (KiTnua evepyortoinong mMANKTpoAoyiou):

{
"TID": "99009999",

"UNBOUND_POS": "1",
"TAXID": "01345678",

"ECRID": "XXX12345678",

"MACKEY": "30001234C330001234C330001234C322" }

Mopgpormoinon mediwv (KARon amokar&otaong BAGRNG):

{ "TID": "99009999",
"UNBOUND_POS": "0",
"TAXID": "01345678",

"ECRID": "XXX12345678",

"MACKEY": "30001234C330001234C330001234C322" }

Nedia am&vrnong
Field Size
Status 3 chars
TID <10 chars

UNLTIime <4 chars

Mop@ormoinon mediwv an&vrnong:

{
"Status": "000",

"TID": "99009999"

"UNLTime": "12"

Description

Replied status code

Terminal Identification Number
(EFTPOS)

The Maximum allowed time (in hours)
that EFT can accept manual payments
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}

Response Status codes

Status Description

000 SUCCESS

101 Check the contents of the fields

102 Format error

103 Unregistered Device

104 Busy-Retry

105 Unspecified error

106 DENIED (The UNLTime field will be zero)

ITnv mepimTwon omou dev £xel mponynOsi dnAwon mpoowpivig BAGBNg ECR R\
dnAwon mpoowpivilg BAGBNG umodoung oto NMZOHM, A n 100G TNG SNAWOEWG
mpoowpIvAg BAGRNG €xel MapéNdel, TOTE n amdvrnon Tou MNX®HM Esend oTo
EFTPOS yix TV armeAeuBépwaon Tou MANKTPoAoyiou, ivail xpvnTIKA. ApvNTIKN ivai
€miong n am&vinon oTnv TEPIMTWon Omou To master key dev avTIGTOIXEI OTO
ouyKekpipévo EFTPOS.

9.’EKAOZH KAl AIAGEZH APXIKOY KAEIAIOY (MASTER KEY-MK)

Mo TV GMoQUYA TS dnUocIoToinong Twv KAEISI®Y KAt TNV oUleuEn Tng ECR
Kal Tou EFTPOS Kol ME OKOMO TNV QIMOTPOTI OMOIXGSNTIOTE EVEPYEING
MXPAKXPYNG TNG KPXIKAG o0VAEONG, N £€KEOON KAl N EYKATROTAON TOU GPXIKOU
kAe1d100 (master key-MK) yivetan péow aveE&ptnTwv kARoswv Twv ECR Kal
EFTPOS oto MX®HM Esend, mou AEITOUpYEi KAl GUVTNPEITAI OTIG UTTOSOUEG TNG
AAAE.

01 KARoeIg ekTEAOUVTOI PE TESi apxiKomoinong yia TNV ECR: Tov apiOué untpwou
ECR ka1 To AOM Tng emixeipnong, evw yia To EFTPOS: 1o TID Tou EFTPOS, TO
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ADM Tng emxeipnong, To JIKKPITIKO OVOUX Tou KaTaokeuooTt) EFTPOS kai To
avTioToixo APIKEY.

H diadikaoia dnuioupyiag Tou apxikoU KAeidioU(master key-MK) ekkivei amd Tnv
ECR £to1 oTe peTé Tn dnuioupyia kol emotpo@r) otnv ECR Tou apxiko( KA€15100
arndé 1o NZPHM Esend, autd va eival dIXOECIMO yix TAV AQYN TOU Kol Qmd TO
EFTPOS.

Security

e To url emkoivwviag Twv EFTPOS pe To NZOHM Esend yix Tnv Aqyn Tou MK
eivai 1o : https://www2l.aade.gr/tameiakes/mysec/eftposmk.php

e Mo Tnv emKoivwvia Twv ®HM pe 1o NMIPHM Esend xpnoipomoleiTal n
dladIKaoix Kpummoypapnong  péow AES-256 mou KaBopiletan otnv
Anogpaon Aloiknti AAAE NMOA 1166/2018. To url emkoivwviag Twv PHM pe
10 MZPHM Esend yia Tnv Aqyn Tou MK eivai To : http://tam.gsis.gr/eafdss/
myweb/fhmmk.php

Standard API Description (EFTPOS <-> Esend)
Production endpoint:  https://www1.aade.gr/tameiakes/mysec/eftposmk.php

Mopopn avraAayig dedopévwy: JSON
HTTP method: POST

Nedia mMakéTou AMOCTOANG

Field Size Description

TID <10 chars Terminal Identification Number (EFTPOS)
ECRID 11 chars Fiscal device number from ECR ECHO call
TAXID 9 chars A®DM emixeipnong

MAN <=20 chars AIGKPITIKO Ovoua KaTaokeuaoTr) EFTPOS

APIKEY <= 64 chars APIKEY

Moppormoinon mediwv:

{ "TID":"99009999", "ECRID": "XXX99000000", "TAXID": "01345678",
"MAN": "eftpos-hellas", "APIKEY":
"012345678901234567890123456789QWERTYUIOPASDFGHJKLZ12345678
901234" }
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To nedio MAN, KaBopileTal ammd Tov evoIapeEPOUEVO KaTaokeuaoTi EFTPOS mou
TO KolvoTiolEi aTnV app6dia utnpeoia Tou MZPHM Esend pe aitnon péow email,
evw 1o Tedio APIKEY kabopileTan amd Tnv appodia unnpeoia Tou NZPHM Esend
TTOU TO KOIVOTIOIEI OTOV EVBIX(PEPOUEVO KaTaokeuaoT) EFTPOS péow email.

Nedia angvmong

Status 3 chars Replied status code

Descriptio <= 25 chars Status description

n

TID <10 chars Terminal Identification Number
(EFTPOS)

MACKEY 32 chars master key-MK

Mopporoinon mediwv:

{
"Status": "000",

"Description": "SUCCESS",
"TID": "990099",

"MACKEY": "30001234C330001234C330001234C322"

Standard API Description (PHM <-> Esend)
Production endpoint:  http://tam.gsis.gr/eafdss/myweb/fhmmk.php

Mopon avrarayrig dedopévwv: ENCRYPTED RAW (AES KEY encryption method).
HTTP method: POST

Nedia TAKETOU XMOOTOARC
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ECRID 11 chars Api16u6¢ MnTpwou ®HM

TID <10 chars Terminal Identification Number
(EFTPOS)

TAXID 9 chars AOM emixeipnong

Mopgporoinon mediwyv (v deV ATAV KPUTITOYPAPNUEVQ) :
"XXX99000000;990099;01345678"

Nedia anévrnong
Status 3 chars Replied status code
Descriptio <= 25 chars Status description
n
TID <10 chars Terminal Identification Number
(EFTPOS)
MACKEY 32 chars master key-MK

Mopgpormoinon mediwyv (v OV ATAV KPUNITOYPAPNHEVX):
"000;SUCCESS;XXX99000000;30001234C330001234€330001234C322"

Response Status codes

000 SUCCESS

101 Check the contents of the fields
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102 Format error

103 Unregistered Fiscal Device
104 Busy-Retry

105 Unspecified error

Eid1ko6TEPQ, Vi TNV Aqyn Tou Master Key (MK , MACKEY) 1oxUouv o1 ak6Aou6ol
KOVOVEG KPUTITOYP&(PNONG:

Epwtnua and ®HM:
1) ECRID

2) TID-encrypted-HEX_representation
3) TAXID AdM-encrypted-HEX_representation(je 1o id10 1V)
4) IV (Initialization vector Tou ®PHM)-HEX_representation

To encryption yivetau pe To AESKEY TOU KATAOKEUXOTH.
OA\ax Tax TIEdiax €ivail guveXOpeva, pe diaxwploTth delimiter (;), plain/text POST.

Anévrnon amné Esend:
1) Status

2) Description

3) TID-encrypted-HEX_representation

4) MACKEY-encrypted-HEX_representation(je 1o idio 1V)
5) IV (Initialization vector Tou server)-HEX_representation
To decryption yivetai e To AESKEY TOU KATROKEUXOTH.

OAa Tax TEdia givail cUVEXOMEVX, e diaxwploTh delimiter (;).

10. AHWH TOoY AESKEY Ano 1o MZ®HM riA toyz ®HM.

TauTtoxpova pe TRV amépacon Eykpiong ®HM, KoIVOTIOIEITAI OTNV KATAXOKEUROTPIO
emyeipnon ®HM, 1o «Bacikd6 AESKEY» TNG KATXOKEUKOTPIAG EMXEIPNONG YIX
Toug ®HM Tng ouykeKpIEVNg EyKpiong. MeTé Tnv umofBoAn Tng dRAwong Evapéng
A13, o ®HM pmopei va emkoivwvinoel pe €181k6 url Tou MZOHM Esend,
xpnoipomolnvrtag wg AESKEY 1o Baoikd AESKEY Tou kartookeuaoTth. To MZPHM
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Esend, emoTpépel atov ®DHM kpunroypagpnuévo, To AESKEY Tou ®HM mou Oa
XPNOIUOTIOIEITAI VI TIC KPUTITOYPOPNOEIC TwV  JIGPIBAOEWY OESOHEVWV
GUVOAAQY V.

Standard API Description (PHM <-—> Esend)
Production endpoint: http://tam.gsis.gr/eafdss/myweb/aeskey.php

Mopon avraAlayng dedopévwv: ENCRYPTED RAW (AES KEY encryption method).
HTTP method: POST

Medix MAKETOU AMOOTOANG

ECRID 11 chars Ap16u6g MnTpwou ®HM

TAXID 9 chars ADM emixeipnong - KATdXOU

Moppormoinon mediwv (v deV ATAV KPUNITOYPRPNHEVX):
"XXX99000000;01345678"

Nedia anmévrnong

Status 3 chars Replied status code
Description 25 chars Status description
ECRID 11 chars Ap16u6g MnTpwou ®HM
AESKEY 40 chars AESKEY

Mopporoinon mediwv (v dEV ATAV KPUNITOYPAPNHEVA):



Tevyog B'3875/15.06.2023 EOHMEPIAA THE KYBEPNHIEQX 40151

"000;SUCCESS;XXX99000000;30001234C330001234C330001234C3223456
789F"

Response Status codes

000 SUCCESS

101 Check the contents of the fields
102 Format error

103 Unregistered Fiscal Device

104 Busy-Retry

105 Unspecified error

EiI81kOTEPQ, KaT& TNV AYn Tou AESKEY yix Toug ®HM ané To Esend, 1oxUouv ol
OKOAOUBOI KavOVEG KpUTITOYp&PNOoNG:

EpwTnua and GHM:

1) ECRID

2) TAXID A®M-encrypted-HEX_representation

3) IV (Initialization vector Tou ®HM)-HEX_representation
To encryption yivetai pe To AESKEY TOU KATAOKEUXOT.

‘OAa T rediax gival ouvexopeva, pe diaxwploTr delimiter (), plain/text POST.

Anévrnon amé ESEND:

1) Status
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2) Description

3) ECRID-encrypted-HEX_representation

4) AESKEY-encrypted-HEX_representation(je 1o idio 1V)
5) IV (Initialization vector Tou server)-HEX_representation
To decryption yivetan pe To AESKEY TOU KATKOKEUNOTH.

OAa T TIediax gival guvexOpeva, pe diaxwpioTh delimiter ().

H mapouoa and@aon toxvel and tn dnpoocicuor Tng otnv Eenuepida tng KuPepvrnoswg.
H amég@aon autn va énuootevBei otnv Epnuepida tng KuBepvrioewc.

Abrjva, 13 louviou 2023

O AloiknTng
FEQPTIOX MITZIAHX

[ ] Kamodiotpiou 34, T.K. 104 32, Abrjva
. I EONIKO TnA. Kévtpo 210 5279000
[ TYMNOIrPA®EIO Keipeva mpoc Snpooicuon: webmaster.et@et.gr
* 020387 51506230056 *



