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THX KYBEPNHZEQX

THX EAAHNIKHX AHMOKPATIAX

7 OePpouapiov 2024

ANOOAZEIX

ApBu. 5275

‘Eykpion Tpomomoinong tou Kavoviopou Ael-
Toupyiag Tou =evoyAwaoou Audpupatikou Mpo-
YpAppatog Metanmtuxtakwv Zmovdwv pe: EAAnvi-
KO Titho: «KuBepvoaopdleiar» kat AyyAiko Titho:
«Cybersecurity», peragu: tou Tupatrog Mnxavi-
Kwv MANPOo@opPIKAG Kal YITOAOYIOTWV TNG ZXO-
ARG Mnxavikwv Tou Mavemotnpiov AuTiKAG ATTL-
KNG, Tou Mavemotnpiov USARB (Universitatea de
Stat "Alecu Russo" din Balti) (Balti-MoAdapia), tou
MNavemotnpiouv UTM (The Technical University of
Moldova) Chisinau- MoAdaia), Tou Mavemotn-
piov USM (Moldova State University) (Chisinau -
MoAdapia) kat tng Akadnpiag ASEM (Academy
of Economic Studies of Moldova) (Chisinau-
MoAdapia).

H ZYTKAHTOX TOY
MANEMNIZTHMIOY AYTIKHE ATTIKHZ

Aappdvovtag umoyn:

1.Tic Satdeic tou v. 4521/2018 «I6puon Mavemotn-
piou AuTikig ATTikNG Kat ANeG Atatdéelg» (A’ 38).

2. Tic Statdéelg tou v. 4610/2019 «Xuvépyeleg Maveri-
otnuiwv kat T.E.l, mpoéoBaon otnv Tpitofdbuia ekmai-
Sevon, melpapatika oxoAeia, levika Apxeia tou Kpdtoug
Kat Aorég Statdeic» (A’ 70).

3. Tic Satagelg Tou v. 4957/2022 «Néoi Opilovtec ota
Avwtata Ekmaibeutikd I6pUpata: Evioxuon tng Mototn-
Tag, ™G A&rmoupylkdTNTAG Kat TnG 2uvdeong Twv AE.L
pe TNV Kotvwvia kat Aotmég Alatda&eio» (A’ 141) kau 18iwg
Twv ApBpwv 79 €wc 88.

4, Tov Eowtepikd Kavovioud Asrtoupyiag tou MNave-
moTnuiov AutikAG ATTIKAG, UE TIG TPOTTOTIOINOELG TOU
(B’4621/2020).

5. Tov Mpétuno Kavoviouo Zmoudwv Twv MN.M.X. Tou
Ma.A.A. «Eykpton Kavoviopou Aeitoupyiag twv lMpo-
Ypauuatwv Metamtuxlakwyv Xmoudwv tou lMNavemotn-
piou AuTtikric ATTikng» (B'4861/2023).

6.Tnv umd ototxeia 135557/21/1-11-2022 gykUKALO TOU
Ymoupyeiou Maudeiag kat OpnOKEUPATWY, OXETIKA UE TNV:
«Epappoyn Twv dlatd&ewv Tou v. 4957/2022 «Néot Opi-

TEYXOX AEYTEPO

Ap. ®DUMou 878

Covteg ota Avwtata Ekmaideutikd I§pupata: Evioxuon
NG MoldtnTAC, TNG AEITOVPYIKOTNTAC KAl TNG XUVOEDNC
Twv A.E.l. ye TV Kowvwvia kat Aoirmég dtatdelg” yia tnv
opydavwaon Kal Aeitoupyia MPoypappdTwy YETATTTUXLA-
KWV ommoudwv Kal Aoimd Bpatan.

7.Tnv uno otolxeia 108990/Z1/08-09-2022 ummoupyikn
amoé@aon tou Yeumoupyou Maideiag kat ©pnoKeupdTwy
«PUBuIoN TwV BepdTwy oXeTIKA pe Tn Stadikacia dwpedv
@oitnong oe Mpoypappa MeTAMTUXIOKWY XTTOVOWV UE
TéAN @oitnong» (B'4899).

8. Tnv und otolkeia 18137/21/16-02-2023 kowvn
UTTOLPYIKA amoégacn Twv Yrmoupywv MNaideiag kat Opn-
OKeLUATWY - Emkpateiac «<KaBoploudg twv mpoimobé-
oewv Kal Tn¢ dladikaciag opyavwong MNpoypauudtwy
Metantuylakwyv Zmoudwyv ue peBddoug € amootaoe-
w¢ Ekmaidevong ota Avwtata Ekmaideutikd I6pupata
(A.E.L)» (B"'1079).

9.Tnv um’ ap. 46969/12-05-2023 Siamotwtikn MNpdén
Tou AvTtimputavn Epguvag kat Ata Biou Ekmaidsuong tou
Mavemotnuiov AuTikig ATTIKAG «EkAoyn MpuTavn tou
Mavemotnuiov AutikAg ATtiKi¢» (Y.0.A.A. 454).

10. Tnv ur’ ap. 77275/1-09-2023 (Y.0.A.A. 921) mipd-
&n tou lMputavn tou Mavemotnuiou AuTIKAG ATTIKNAG
«Oplopog Avtimputavewy, Topéwv EuBuvng Autwy, Ka-
TaVOURS ApHOSIOTATWY Kal Z-1pd¢ AVATARPWoNG Tou
MpUtavn Tou MavemoTtnuiov AUTIKAG ATTIKAGY, KABWG
Kal Tnv ut’ ap. 94297/12-10-2023 (Y.0.A.A. 1141) tpo-
momoinon autAg.

11.Tnvur’ ap. 124685/22-12-2022 andégacn tou Npo-
Tavn Tou MNavemotnuiou AUTIKAG ATTIKNAG OXETIKA PE TN
«ZUyKpOTNnoNn tnS Emtponnc Metamtuxlakwy Xmoudwv
toulavemotnuiov AuTikAGATTIKNAG (AAA: 66 YKA6MI=H-
©93), kKaBw¢ Kal TNV ur’ ap. 86982/28-9-2023 (AAA:
6PP846M9=H-N=0) anmdégacn Avacuykpotnong autou.

12.Tnv ur’ ap. 80818/12-09-2023 (AAA: 9ZYWA6M9=H-
©AA) MNpdaé&n Tou Mputavn tou MNavemotnuiov AUTIKNG
ATTIKAG «ZUyKPATNON TNG ZUYKARTOU Tou MavemoTniou
AuTIKNG ATTIKAG» .

13.Tnvur’ap. 97386/19-10-2023 (AAA: WATX46M9=H-
107) Mpdaén tou Mputavn «Avacuykpdtnon TG ZUYKAN-
Tou tou lNMavemotnuiov AuTIKNAG ATTIKAG».

14. Tnv v’ ap. 121813/18-03-2019 andé@acn tng
Alolkovoag Emtpomig tou MNavemotnuiov AuTiKAG
ATTIKN¢ «Eykplon Aptidpupatikol Mpoypdupatog Me-
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Tantuxlakwy Xmouvdwv pe Titho «Metantuylakn E€e1di-
keuon otnv KuBepvoaopdleia» (B’ 1038) Tou TUAMATOC
Mnxavikwv NMANPoPOoPIKNG Kat YTTOAOYIOTWV TNG ZXO-
ANG Mnxavikwv», OTIw¢ autrh TPOTTOToINONKE UE TNV
urr’ ap. 69633/2-10-2020 (B'4462) andégaon TG ZUYKAG-
Tou Tou lMavemotnuiov AuTikAG ATTIKAG.

15.Tnv un’ ap. 37870/21-07-2019 anoégacn tng Alol-
kouoag Emrtpomnng tou MNavemotnuiov AutikAg ATTIKAG
«Kavoviouég Zrmoudwv tou Alidpupatikol Mpoypduua-
To¢ Metamtuylakwy Zmoudwv (A.N.M.Z.) pe titho “KuBep-
voao@aAela” tou Turipatog Mnyavikwv MANpo@opIkig
Kal YToAoylotwy TnG Zx0AN¢ Mnxavikwy tou lMNavemotn-
piou AuTiKA ATTikAG» (B'3150), 6Tw¢ auTr TPOToToln-
Onke pe TNV LT ap. 69634/02-10-2020 (B'4462) andgpacn
™G ZuykARToU Tou Mavemotnuiov AuTIKAG ATTIKNG.

16. Ta «E181kd MpwtdkoAha Zuvepyasiacy peta&l Tou
Tunuatog Mnxavikwv MANPo@opIKAG Kal YTTOAOYIOTWV
™G XX0ANG Mnxavikwv tou Mavemotrpiou AuTikig At-
TIKNG, KaBwc kat Twv I§pupdtwy Tng MoAdafiag kat Tou
Kalakotdy, Tou Ati§pupatikou Mpoypdppatog Metantu-
Xlakwv Zmoudwv U Titho: «KuBepvoao@alelar.

17.To um’ ap. 04/21-12-2023 (B¢pa 1ov) andomacua
MpakTikoU TnG andpaong tng Emrpornmng MNpoypdppa-
To¢ Zmoudwv Tou Audpupartikol MNpoypdupatog Meta-
TITUXIAKWV XTToudwv UE Titho «KuPBepvoaopdalela» pe
B¢ua: <Eykplon Tpomormoinong Tng ibpuong Kal Tou Véou
KavoviopoU Agitoupyiag tou AMME e titho “Kufepvoa-
o@dhela” oUUPWVA Pe Tov v. 4957/2022 Kat Tov TPOTUTIO
Kavoviouo Aertoupyiag Metamtuylakwy Xmoudwv Tou
MAAA».

18. To un’ ap. 2/15-01-2024 (Bépa 20) amdomaoua
MpaktikoU NG Emtponng Metantuxlakwyv Xmoudwv
«Eloriynon yta tnv £ykplon tTng Tpomomoinong tne idpu-
ong kat Tou Ecwtepikov Kavoviopou Asitoupyiag Tou
Alidpupatikol Mpoypdupatog MeTaMTUXIAKWY XTTOU-
Swv e Titho “KuPBepvoac@dietla” petalt tou TUAPATOC
Mnxavikwv MANPo@OoPIKNAG Kal YTTOAOYIOTWVY TNG ZXOAAG
Mnxavikwv Tou MNavemotnpiov AuTiKAG ATTIKAG KAl TwV
I6pupdtwy NG MoAdaBiag kat Tou Kalakotdy, cUpewva
ME Tov v.4957/2022 (A'141) kat tov MNpdtumno Kavoviouou
Aertoupyiag Twv Mpoypappdtwy MeTANTuXIOKWY ZTTOU-
Swv Tou MavemoTnuiou AUTIKAC ATTIKAG (B'4861/2023)».

19.Tnv ur’ ap. 3810/22-01-2024 (B¢ua 150) anépaon
NG XUYKATOU Tou MavemoTtnuiou AUTIKAG ATTIKNG, UE
B¢ua: «Eykplon Tpormomoinong tou Kavoviopou Asitoup-
yiag Tou Zevoyhwaooou Audpupatikol Mpoypdupatog
Metanmtuxlakwy Xmoudwv pe: ENAnviko Titho: “Kufep-
voao@aAela” kat AyyAiké Titho: “Cybersecurity’, Meta&u:
Tou TuAuatog Mnxavikwv NMANpo@opIKAg Kat Yrmoloyl-
OTWV TNG XX0ANS Mnxavikwv tou MavemoTtnuiou AUTIKAG
ATTIKAC, Tou Mavemotnuiov USARB (Universitatea de
Stat "Alecu Russo" din Balti) (Balti-MoAdafia), Tou Ma-
vemotnuiov UTM (The Technical University of Moldova)
Chisinau-MoA&afia), Tou NMavemotnuiouv USM (Moldova
State University) (Chisinau-MoAdafia) kat tng Akadn-
piag ASEM (Academy of Economic Studies of Moldova)
(Chisinau-MoAdafia)».

20. To yeyovog 6Tl Je TV TTapouoa Sev TTpoKaAE(Tal
Sdamavn o€ BApoug Tou KPATIKOU TTPOUTTOAOYIGHOU, aTTo-
@aoiCel:

Tnv €ykplon Tpomomnoinong tou Kavoviopou Agitoup-
yiag Tou Zevoyhwooou Audpupatikol Mpoypdupatog
Metantuxlakwv Zmoudwv pe: EN\nviké Titho: «Kufep-
voao@dhela» kat AyyAiko TitAo: «Cybersecurity», petadu:
Tou TuApatog Mnxavikwv MANPo@opIKAg Kat Ymohoyl-
OTWV TNG ZXOAAS Mnxavikwy tou Mavemotnpiov AUTIKAS
ATTIKAC, Tou Mavemotnuiov USARB (Universitatea de
Stat "Alecu Russo" din Balti) (Balti-MoAdafia), Tou Ma-
vemotnpiouv UTM (The Technical University of Moldova)
Chisinau-MoA&aBia), Tou Mavemotnuiov USM (Moldova
State University) (Chisinau-MoAdaia) kat tng Akadn-
piag ASEM (Academy of Economic Studies of Moldova)
(Chisinau-MoAbdafia), w¢ akoAoLBwWC:

ApBpo 1
levikég Alatdéelg

To Alidpupatiko Alatunuatiko MNpdypappa Metantu-
Xl1akwv Zmoudwv (A.A.M.M.Z.) pe ENNVIKO TitAo «KYBEP-
NOAZOAAEIA» kat ayyAikd Titho «Cybersecurity», Tou
Tunuatog Mnxavikwv MANPo@opIKAG Kal YITOAOYIOTWY,
¢ ZxoAng MHXANIKQN, Aettoupyei pe Tn CUMMETOXN
TeE00dpwV (4) 16pupdtwy TN MoAdaBiac: (1) Mavermi-
otnpo USARB (Universitatea de Stat "Alecu Russo” din
Balti) (Balti-MoA&afia), (2) Mavemotiuio UTM (The
Technical University of Moldova) Chisinau-MoA&afia),
(3) Mavemotuio USM (Moldova State University)
(Chisinau-MoA&afia) kat (4) Akadnpia ASEM (Academy
of Economic Studies of Moldova) (Chisinau-MoAdafia)
KOl EVTACOETAL OTO TTAGICIO TWV OKOTIWV KAl TN YEVIKO-
TEPNC ATTOOTOANG Tou MavemoTtnuiou AUTIKAG ATTIKAG
(Ma.AA).

To A.AM.M.X. «KKuBepvoao@dalela» OTOXEVEL OTNV TTA-
poxr LPNAOU emMTESOU EMOTNUOVIKWY YVWOEWV OXE-
TIKWV YE TNV EMOTAMN TS MNMANPOQPOPIKAC Kal EISIKO-
TEPA PE TNV ACPAAELa 0TOV KUPBepvoxwpo. H avdmtuén
TEXVOAOYLWV TTANPOPOPIWV KAl ETTIKOIVWVIWV KAl KATd
OUVETTELA Kal N TIpooTacia amd eEWTEPIKOUE KIVOUVOUG
OTOTEAE(, TTOAITIK TIPOTEPAIOTNTA TWV XWPWV-ETAIPWV
Tou mapovtog AAMM.E., 8101t Ta eumiekdueva Mave-
TMOTAKMIA TTAP’ OTI IPOCPEPOLV BaBId TTAVETIOTNIAKN
HOP@PWON OXETIKH UE TNV EMOTHN TWV UTTOAOYIOTWV
(Mpoypapuatiopdc, Aiktua, Emkoivwvieg, loT, YAIKO Twv
urtoAoylotwv), Sev MPoo@épouv LPNAN TEXVOyVWaia
OTNV A0PAAELQ TWV OXETIKWY TTANPOPOPIAKWV CUOTN-
patwv. Ta meploocotepa MavemoTtipia HEXPL OHUEPA
TTAPEXOULV OVO BACIKEC YVWOEIC OTOV TOMEA TNG AOPA-
A€lag Kal olyoupa PN TPOCAVATOMOUEVEG OTIC ONMEPIVEC
AVAYKEG TNG ayopdc.

To mpoypappa. Sivel Eupacn oTnv anmdkTnon 1000 Oe-
WENTIKWV YVWOEWV 000 KAl TIPAKTIKWV SeEIOTATWY HIE
ot1éxo TN Snuioupyia amogoitwyv pe LPNAN BewpnTIKA
KOTAPTION, TEXVOYVWOIia KAl TIPAKTIKN EUTTEIPIQ, WOTE va
avTamoKpivovTal TANPWE OTIC AVAYKEC TTOU eMBANOUY
o1 paydaieg texvohoyikég €eNielc kat n ayopd epyaciac.
ATTWTEPOC OTOXOC TOV €ival n SIapdpPwon EMOTNUOVWY
mmou Ba oTeENEXWOOLV TOUC Anudoiouc OpyaviGUOUE KAL TIC
Emixelprioeig tou ISiwtikov Topéa kat Ba cupBalouv otov
TEXVOAOYIKO EKOUYXPOVIOUO Kal TNV TPo0od0o TNE XWPAC.
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ApbBpo 2
>Komog - Opyavwaon

>komog Tou ANM.Z. «KuBepvoao@dAela» gival va
exmaldeVoel amo@oitoug oxoAwv Mavemotnuiwv rj TE,
KOBWCE KAl OTPATIWTIKWY OXOAWV, EI8IKOTATWV TNG MAN-
POPOPIKAC Ol oTT0I01 ETMIOUOUV VA ATTOKTHOOLV YVWOELG
kat 6e€16TNTEC OTO AVTIKEiMEVO TNG Kuepvoaopalelag
Kal va SIOHOPPWOEL ETTIOTAOVEG TTOU Ba OTEAEXWOOUV
Tou¢ Anuooioug Opyaviopouc, BECUIKA Opyava OTwG
umoupyeia Kat AANoUG VEUPAAYIKOUG TOUEIG TOU AnpOGi-
ou. Emion¢ Emyelprioeig tou 181wtikou Topéa kabwg kal
Ta Epeuvnrikd Kévtpa, kat 6a cupfdilouv otnv ANen
mpooTtacia Twv cvotnuatwy and KuPBepvoembéoelc.

To A.AMM.X. emituyxavel tnv avantuén twv deflotn-
TWV Péow TG vPnAov emmédou ekmaidevongc. Mo ou-
YKeEKPIPEVQ, 0 amdoitog Tou AAM.M.X. Ba gival Ikavog,
peTta&y aMNwy, va:

- EvtomiCel ame\éc.

- Npootatevel To SIKTUO TOU EVaVTL ATTEINWV.

- AvixveUel Tuxov o@dApata oTig BUpeg el06dou Tou
TANPOQOPIAKOU CUCTHATOC.

- KatamoAepd 1o €yKAnua otov Kuepvoxwpo.

- JUPMETEXEL OTIC TTAYKOOUIEG TIPOKANCELG TNG A0PA-
A€lag SIKTUWV UTTOAOYIOTWV.

- Aaupavel anmo@Aocelg, mou cUUBAAOUV 0TNV KON
Slaxeipion kat ac@AAela SIKTUWV Kal GUOTNHATWV.

- Avantuooel ox€S10 KaTapTIoNnG Yia SpaoTnEIOTNTES
TTOU EUTTAEKOVTAL OTNV ACQPANELD UTTOAOYIOTWV.

- ATTOKTAOEL IKAVOTNTA OTOUC TOUEIG TNG AVATITUENC,
Sloiknong kat dlaxeiplong, Twv cuoTNUATWY ACPAAEiag
Kal Twv SIKTUWV UTTOAOYIOTWV.

- AvtipetwiCel TIg véeg €€IOIKEVUEVEG AVAYKEG METAED
ME YVWOELG Kal S€16TNTEC OXETIKEG e TNV KuPepvoa-
o@AaAela.

- Xxeb1alel KAl AVOTITUOOEL EQAPUOYEG AOPANEING TWV
TIANPOPOPIOKWY CUOTNUATWV.

- Kwédikorolgi ao@alw¢ Tnv minpogopia tou.

- Evtomiel TIC epapUoYEC TTOU TUXOV arrelhouv 1o MAn-
POPOPLAKO TOU ZVCTNHA.

- Alakpivel Tic emPBAafeic Aertoupyiag Tou AladikTuou.

- Alayelpiletal mpoypduUaTa ao@ANEIOC TwV BACEWY
Sedopévwy Kal Tou S1adIKTUOU TWV TTPAYHUATWV.

ApBpo 3
‘Opyava idpuong, opydvwon Kat
Aertoupyia Tou AANMME.

Ta appodia dpyava yia tTnv opyavwaon Kal Aertoupyia
Tou AANM.L. eival ta akdhouba:

A) n ZUykAnto¢ Tou Ma.A.A.

B) n Emtponm Mpoypdupatog Zrmoudwv (E.M.X.).

I n Zuvtoviotikn Emtporn (Z.E.) Ttou A.ATLM.Z.

A) o AtevBuvtrig Tou AANM.E.

E) n Emtpomnm Metantuyxiakwyv Zmouvdwv (E.M.Z.).

a) H Z0ykAntoc tou Ma.AA.

H Z0ykAnToC £x€l TIC akOAoUOEC apuodIOTNTEC:

1. Eykpivel Tnv idpuon tou Audpupatikol AlaTunpati-
KoulMpoypdupatog Metamtuylakwy Xmouvdwv (A.AM.M.X.)
1 TNV TPomomnoinon tng andgaong idpuong Tov,

2. EYKPIVEL TNV TAPATACN TNG XPOVIKNG SIAPKELAG TNG
Aertoupyiag Twv A ATNME,,

3. ouykportei TV Emtpornn Mpoypdupatog Zmoudwy,
o€ TEPIMTWOoN SIATUNUATIKWY 1} SUSPUATIKWV i} KOVWV
AANME,

4. amogaocifel tnv katapynon twv A.A.N.M.X. mou mpo-
o@épovTtatl amno to MavemotApo AuTIKAG ATTIKAG.

) H Emtponr Mpoypdppatog Xmovdwv (E.M.X.)

H Emtponn Mpoypdupatog Imoudwv amoteleital
OUVOAIKA amé 7 péhn AEM. H emtpomn cuykpoTteital pe
amoé@aon NG ZuykAnTou tou Ma.A.A. Katémv eloryn-
ONG TWV ZUVEAEVCEWV TwWV oLVEPYALOUEVWY TUNUATWY
(4 TwV apu6SIWV 0pYAvwY TwWV cuvePyaldOUEVWY PO-
pPEwV).

H Emtpomnr Npoypdupatog Zmoudwv givat apuddia yla
v opyavwon, Sioiknon kat dtaxeipion tou AANM.E.
KOl AOKE( TIG {S1EC ApHOBIOTNTEC PE AUTEC TNG ZUVENEU-
ong Tou TUAMATOC CUHPWVA UE TRV TTap. 3, dpBpo 81,
v.4957/2022.

y) H Zuvtoviotikn Emtponn (Z.E.):

Me amé@aon ¢ Emtponric Mpoypdupatog Zmoudwv
OUYKpPOTEITAL N ZUVTOVIOTIKA EmiTtpomn, ue dietn Onteia,
n omoia amoteAeital amd Tov Aleubuvtn tou A.A.NM.X.
Kal Téooepa (4) péAn AdakTikol Epeuvntikol MNpoowri-
koU (A.E.IN.) Tou TUAUATOG, TTOU £XOUV CUVAPEG YVWOTIKO
avTIKEipeVo pe auto Tou AAMNM.E. kat avalapBdavouv
O1dakTiko épyo oto AANMM.Z. H Z.E. eivat appodia yia
TNV mapakoAoUOnon Kat Tov GUVTOVIOHS TNG AEIToupYiag
TOU TTPOYPAMMATOC Kal I6{WG:

1) Kataptilel Tov apxlkd €Triolo mPoUTTOAOYICHO
Tou AAN.M.Z. Kal TIG TPOTIOTIOINOELG TOU, EQOCOV TO
AATM.E. SlaBétel mOpoug cUUPWvVA UE To dpbpo 84
TOou V. 4957/2022, Kal EI0NYEITaL TNV £€YKPLON TOU TPOG TNV
Emtporm Epeuvav tou Eidikou Aoyaplacpot Kovouliwv
‘Epeuvag (E.AKE.),

2) KatapTiCel TOV ATTOAOYIOHS TOU TTIPOYPAUUATOC KAl
€lONYEiTalL TNV £YKPLoT Tou TTpoG TV ENMZ,

3) eykpivel T Sievépyela Samavwy Tou A.AMME,,

4) gyKpIVEL TN XOPryNnon UTTOTPOPLWY, AVTATTOSOTIKWV
1 1N, oVPPWVA e 6oa opilovtal oTnV amoégacn idpuong
Tou AATL.M.Z. kKat Tov KavoviopO JETATITUXIAKWY Kal
O16AKTOPIKWY OTTIOUdWV,

5) elonyeitai mpo¢ tnv E.M.Z. TV katavourj Tou &i1da-
KTIKOU £pyou, KaBw¢ kat Tnv avdbeon S18aKTIKoU €p-
YOU OTIC Katnyopiec Sidaokovtwy tou dpbpou 83 Tou
v.4957/2022,

6) elonyeitat mpog tnv E.N.Z. tnv mpdokAnon Emoke-
TITwv Kabnyntwv yia tnv kKAAuyn SISAKTIKWY avayKwv
Tou A ANM.L,,

7) kataptilel ox€S10 yla TNV TPOTOToINCN TOU TTPO-
YPAUUATOC 0mmoudwy, TO OTToio UTTOBANAEL TTPOC TNV
ENM.X,

8) elonyeital mPog TN ZuVEAELON TOU TUARUATOC TNV
avakatavour Twv pabnudtwv petald Twv akadnua-
KWV e€aurivwy, Kabwc kal Béuata mou oxeti(ovtal Ye
TNV MTOLOTIKN avaABuion Tou TPOYPAMMATOC OTTOUSWV.
AvUvavtal va petafifdalovtal mpog Tn ZuvtovioTikn Emi-
TPOTT] CUYKEKPIPEVEC apPOSIOTNTEG TN ZUVENELONG
Tou TuApatog ) TNE E.M.E. yla TV amoTEAECUATIKOTEPN
Aertoupyia Tou AANM.X., Katémiv €kSooNG OXETIKNG
amogaonc petapifaonc appodiotritwy. Itnv 2.E. Suva-
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Tal va cUPPETEXOUY OpoTipot KaBnyntég Tou Tuipatog
N Twv ocuvepyalopevwy TUNUATWY, EYOCOV TTAPEXOUV
S16akTikS €pyo oto AANME.

8) O AleuBuvtnc AANMM.L.

O AigvBuvtrg tou A ANM.X. poépxetatl amo ta pPéAn
A.E.N. tou TpuAuatog Katd mpotepatdtnta Pabuidag
KaBnyntn kat opiletat pe anég@aon tng E.M.X. yia et
Onteia, pe SuvatoTNTA AVAVEWONC XWPIC TIEPIOPIOUO.

O AtgvBuvTiig Tou A ATLM.E. éxel TIG akOAouBeg ap-
MOSIOTNTEC:

1) Npoedpevel Tng X.E., kaBwc kat tng Emrpornng Mpo-
ypdupatog Xmoudwy, o€ mepIimtwon SIOTUNUATIKOU 1
Sudpupatikou ry kowvou A.A.M.M.X., GUVTACOEL TNV NE-
pnota Sidtaén kat cuykahei TIc ouveSPIATELC TN,

2) elonyeital ta B€pata mou agopouv oTNV 0pyavwon
Kat Astrtoupyia tou A.AMM.X. mpogtnv EN.E.,

3) eonyeitat mpog TN X.E. kat Ta Aourrd 6pyava tou
AANME. kat Tou A.E.l. Béuata oxeTIKA e TNV ATTOTE-
Aeopatikn Aeitoupyia tou A ANME.,

4) givat Emotnuovikog YeuBuvog Tou mpoypApaTog
olpPwWva pe 1o ApBpo 234 Ttou v. 4957/2022 kal aoKEl
TIC AVTIOTOIXEC APHOSIOTNTEC,

5) mapakoAouBei TV UAOTIOINON TWV ATTOPACEWV TWV
opyavwv tou A.ANM.M.Z. kai Tou EowTtepikou Kavoviopou
HETATITUXIOKWY TIPOYPAUUATWY OTTOUS WY, KABWG Kal TNV
TapakoAoUBNon eKTEAECNC TOU TIPOUTTIOAOYIOOU TOU
AANMEZ,

6) aokei omoladrimote AN appuodloTnTa, n onoia opi-
Cetar otnv anéaon idpuong tou A.ANME.

O AtevBuvtic Tou AANM.Z., KaBW¢ Kal Ta HEAN TNG
>.E. i tng E.N.X. Sev Sikatovvtal apoifBng ry olacdnmote
amolnuiwong yla Tnv eKTéNeon TWV APPOSIOTATWY TTOU
Toug avatiBevtal Kal OXeTICETAL JUE TNV EKTENECN TWV KA-
BNnKOVTWVY TOUC.

Opiopodg véou AleuBuvth fy péloug tng X.E., o€ me-
pimTwon mapaitnong, umopei va mpayuatomoinOei pe
amo@aon Twv appodiwv opydavwy, KATomv UTTOBOANG
aitnong Twv HEAWV Kal AITIOAOYIKAG €KBeong Tou aAITh-
patog aAhayrg/mapaitnong.

€) H Emtpomnr MeTanmtuxlakwy Zmoudwv:

Me amo@aon NG ZuykARTou, Katdmv mpdTacng Twv
KoounTteiwy twv ZxoAwv Tou MNavemotnuiou AUTIKAG
ATTIKAG ouykpoteitat n Emtponry Metanmtuylakwv
>moudwv. H Emtponn amoteleital amo éva (1) pélog
AidakTikoU Epguvntikol Npoowmikou (A.E.M.) amd kaBe
>xoAn tou Ma.AA., éva (1) péNog Tou TTPOEPXETAL ATIO
TIG Katnyopieg peAwv Eidikou Ekmaideutikou Mpoow-
mkou (E.E.M.), Epyaotnplakou Aidaktikou Npoowrikou
(E.ALIMML), kat E1&1kov TexvikoU Epyaotnplakou MNpoowri-
kou (E.T.E.N.) Tou Ma.A.A. kat Tov/TnVv AvtimpuTtavn, mou
gival appéddioc/a yia akadnpuaikd 0éuata, wg Mpoedpo.
Ta péAn NG Emtpomnnc £xouv eumelpia oTnv opydvwon
KOl CUPPETOXN O€ TTpoypdupata ormoudwv SeUTepoU
KUKAou omoudwv. H Bnteia tng Emtpornnc ivat dvo (2)
akadnuaikda £tn.

Appodidétnta Tng Emtpornic eivat:

1) n umofoAr} yvwung mpog tn ZuykAnto Tou Ma.A.A.
yla Tnv idpuon véwv MNpoypappdtwy MeTAMTUXIOKWY
Ymoudwv 1 TV Tpomonoinon Twv ién Asrroupyou-
vtwv AANMM.E., petd anod alohdynon Twv atnudtwy

TWV YUVEAEVOEWV TWV TUNHATWYV yia TNV idpuon véwv
AATNM.X., TWV OXETIKWV EKBECEWY OKOTTIMOTNTAG Kal
BwotlpoTNTAC TOUG KAl TNV KOOTOASYNON TNG AEtTOUpYi-
a¢ tou AANM.L., kaBw¢ Kat n SuvaToTNTA AVATTIOUTTNG
Toug, av n elorjynon Sev gival emapKkwe arttoAoynpévn 1
01 CUVOSEUTIKEC eKBEDEIC Sev gival TTANPELC,

2) n katdapTtion oxediouv Kavoviopou yia A.A.M.M.X. Tou
Ma.A.A. kat n umofoAr Tou TTPog T ZUYKANTO,

3) n ekmovnon mpotumou oxediou Kavoviopou Asttoup-
yiac A ATNME,,

4) 0 é\eyX0¢ TNG TPNONG TWV Kavoviopwv Asttoupyiag
Twv AAINMEL,

5) n mapakoAouBnon NG E@apuoyric TN vouobeaiag,
Tou KavoviopoU Kal TwV armo@acewy Twv opyavwy dloi-
knong tou Ma.A.A. ané ta A.ATNM.E,,

6) n mapakoAovBnon NG papuoynig Tng dladikaai-
ag amaAAayrig amd TNV UTTOXPEWON KATABOANG TEAWV
poitnong,

7) KABe AA\n appodiotnTa Mou opiletal amod tov Eow-
Tepikd Kavoviopod tou ekdotote AATLM.E.

Me amo@aon TnG ZUYKANTOU, KATOTIV €10YyNONG TNG
Emrtponric Metanmtuxlakwv Xmoudwy, eykpivetal o Ka-
VOVIOUOG TIPOYPAUHUATWY LETATITUXIOKWY OTTIOUSWY, O
omoiog amoTelel SIAKPITO KEPANAIO TOU ECWTEPIKOU
KavoviopoU Asrtoupyiag tou Ma.AA.

ApbBpo 4
Ap1Buoc EloakTéwy, Kpitrpla kat
Tpomog EmAoyrig

O ap1Buo¢ elcaktéwv oto A.A.NM.M.X. «KKYBEPNOAZX-
OAAEIA» opiletal katd avwtato oplo o€ capavta (40)
KaT' €106 Kal avTioTOIXA O KATWTATOG APLOUOG ELCOKTEWV
opiCetal oe dekamévte (15).

2 e mepintwon wooneiag vmoPneiwv avdvetal o
OPIOUOC TWV EICAKTEWVY PMETATITUXIOKWY QPOITNTWY, WOTE
va eloayOei kal o TeEAeuTaiog/a looPnewv/ovoa umon-
@lo¢/a. EmmAéov Tou aplBuol Twv EI00KTEWY, YivovTal
SekTol WG UTTEPAPIOUOL UTTOTPOPOL KAl PEAN TWV KATN-
yopwwv EET, EAIM kat ETEN.

Kpttriipla kat Tpémog EmAoyng ElcakTéwv:

I. MpdokAnon ekdAwong evola@épovTtog

OLumoPr@Lol/eC EVNUEPWVOVTAL ATTO TNV TTPOOKANCN
ekdNAwonc evdlagpépovtog tou A.AN.M.X., n omoia 6n-
MOGCIEVETAL OTIC IoTOOENIGEC TOU [TMZ, TOu TUARUATOC, TOU
Ma.A.A. kat o€ o1Tolo8HTIOTE AANO TIPOCPOPO UETO. XTNV
MPAOKANGCN €KONAWONG evOlaPEPOVTOC avaypd@ovTtal
OMEC Ol OXETIKEC TTANPOPOPIEC (NUEPOUNVIES KAl TOTIOC
KatdBeong Tng aitnong, amapaitnta SIKaloAoynTIKA ou
TIPETEL VA TN oLVOSEVOLV), KABWC KAl TA KPITHPLA a&loAS-
ynong Twv altogwy Twv umoyn@iwv yia Ta anapaitnta
SikatohoynTikd, Tn Stadikacia uooAn¢ aitnong kai T
KOTAANKTIKA NPEPOUNVIA UTTOBOAAC AITHOEWV.

TNV mpokAnon ekdAwong evolagEpovtog avagé-
povtat:

a) O1 IPoUTTOBECEIG CUUUETOXNG UTTOYNPIWV PETATITU-
XI0KWV @olitnTwv otn dtadikaoia emAoynig,

[3) ot kKatnyopieg TTUXIOUXWV KAl 0 APLOUOC EICAKTEWY,

y) n Sladikacia kal Ta KPITHPIA EMAOYAC TWV UETATITU-
XIOKWV QOITNTWY,
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8) ot mpoBeopieg uTTOBOARC AITHOEWY,

€) Ta amaIToUEVA SIKAIOAOYNTIKA,

0T) KABe AANN AemTOUEPELD TTOU KPIVETAL ATapaAiTNTN,
n omoia S1eukoAUvel T Sladikaacia emAoyN S Twv uTToyn-
PlwV YETATITUXIOKWY QOITNTWV.

Ot artAoelg Kat Ta anmaitolpeva SIKatoAoynTikd Kata-
TiBevtat otnv Npappateia tou A.A.N.M.X., o€ évtumn i o
NAEKTPOVIKN Hop®r, o€ mpoBeopia mou opiletal otnv
MPOOKANON ekSNAWONC evAIaPEPOVTOC Kal UMopEi va
napatadei pe andépaon TG Zuvéleuong Tou TUARUATOC
1 ™n¢ Emrtpomnnc Mpoypduuatog moudwv.

II. Emtpomnn A§loAoynong Yrmoyneiwv (E.A.Y.)

H emoyn Twv gloaktéwv amd tnv EAMASa, aveéaptn-
TWG €BvIKOTNTAG, YiveTal amd tpiuelr Emrtpornn ASloAo-
ynong urmoyneiwv (E.A.Y.).

H Emtpom €xel Ti¢ mapakdtw appodiotnTeg:

i. AfloAoynon dAwv tTwv umoAnBévTwv Sikaloloyn-
TIKWV. O €éAeyx0G TNG TANPOTNTAG TWV SIKAIOAOYNTIKWV
evepyeitat ano ) Mpappoteia tov AATM.E.

ii. EAEYX0G TNG YAWOOIKNG EMAPKELAG.

iii. AlevEPYELD TIPOCWTTIKWVY OUVEVTEVEEWV.

Ta SikaloAoynTIKA CUUHETOXAG TwV uTToPn@iwy givat:
(evelkTiKA avapépovTal)

1. Aitnon umoyneotntag oto A ANM.Z.

2. Avtiypago mrtuxiou/Simwpatog fi BeBaiwon mepa-
TWoNg oTroudwv.

3. Miotomointikd avaiuTikng Babuoloyiac.

4. AvaAuTIKO Bloypa@ikd onueiwpa, oto omoio Ba ava-
@EpovTal avaAUTIKA oL TiThoL 0TToUSWV Kall EVOEXOUEVEC
EPEVVNTIKEC 1 EMAYYEAUATIKEG SPAOTNPIOTNTEC.

5. ATTOSEIKTIKA EPEVVNTIKNG I EMAYYEAUATIKAC Spa-
oTtNELOTNTAG (EQOCOV UTIAPXOLV).

6. JUOTOTIKEC ETIIOTONEC (EPOOOV UTIAPYXOULV).

7. AVTiypa@o HETAMTUXIAKOU TITAOU (EQOCOV UTTAPXEL),.

8. AnpooleloelC o TEPLOSIKA UE KPITEC (edooV LTTAP-
XOUV).

9. OwTtotumia §V0 OYEWV TNG ACTUVOUIKAG TAUTOTNTAG.

10. avtiypa@o TOoTOToINTIKOU YVWong TNG ayyAIKAG
YAwooac. H yvwon moTtomoleital e avayvwplouévo
Titho omoudwv (1. Titho omoudwv amoé Exmaideutiko
16pupa ayyAopwvng xwpag r; ayyAd@wvou mpoypdp-
pato¢ ommoudwy, Motomointiko emmédou C1, MoTto-
moinTiké TOEFL pe Babuoloyia touAdyiotov 500 pédpla
(r} 300 pe 1o véo Tpomo aflohoynonc), Miotomointikod
[ELTS pe BaBuod Touldxiotov 6,5.

11. EmmpéoBeta mpoodvTa, UTTOTPOPIEC, EIOIKA OEUI-
vdpla, PETATTUXIOKOL TITAOL, TITUXIO CUPITANPWMATIKAS
ekmaideuong KA. (EpOoov UTTdpxouVv).

OtmTuxtoLXo1L ayYAOQWVWVY TAVEMoOTNHiwV armaA\do-
ooVTal Ao TNV UTIOXPEWON TTPOOKOUIONG TTIOTOTIOINTI-
KoU YAwoooudbelac.

(Ze mepimTwon mou dev UTTAPXOULV Ol AVWTEPW TIPOU-
MoB£CEIC yIa TNV KAAA YVWon TN ayyAIKAS YAwooag, n
>.E. Tou A.ATL.M.Z. S10MOTWVEL TNV EMAPKELN OTNV AY-
YAIKN YAWooa pe Titho YAwooopdBelag avtioTolyo Tou
emmédou C1. Oetika cuvumoloyifeTal Kal 1 yvwon Kal
AANwV EEVwV YAWOoWV).

Me tnv ohokArjpwon twv dtadikactwv alohdynong, n
appodia E.AY. ouvtdooel Tov THivaka Twv EMTUXOVTWY
Kal EMAAXOVTWYV KATA oglpd Katdta&éng, ouU@WvaA UE Ta

KPITHPLa EMAOYNG KAl TOUG OUVTENEOTEG BapuTnTag avd
Kpttiplo. Q¢ emrtuxovTeg Bewpolvtal ol UTTOYNPLOL/EG
mou éAafav Babuoloyikr Béon otn oglpd katdata&ng
HEXPL TOU AVWTATOU OPIoU EICAYWYNG POITNTWV/TPLWV.
H E.A.Y. urropei va Bewpr o€l EMITUXOVTEC KAl OGOUG amd
TOUC/TIGC UTTOYAPLOUC/EC LloOBABUNCAV PE TOV TEAEU-
Taio emtuxovTa. Q¢ emAaxovieg/xouoeg Bewpouvtal ol
o @lol/e¢ ot omoiot éAafav Babuoloyikn 6éon otn
o€lpd katdtaéng, TEPav TOU AVWTATOU 0PIoU E1I0AYWYNS
@ortnTwy, £XovTag SIKAiWMa EYYPAPNG OTNV TTEPITTWON
mov ol MpwBVoTEPOL TNV KaTATAéN Sev amodexBouv T
Béon n dev eyypagouv eunpoOeoua.

Y€ mepintwon 1ooBabuiag elodyovtal 6ol ot lcoBab-
MAOAVTEC UTTOPAPIOL LE TNV TTPoUTTOBe0N 0TI Sev uTEp-
Baivouv To péyloTo aplBPd EICAKTEWY TTOU EXEL OPIOTEI
otnv MpodokAnon EkénAwonc EvSlagépovtoc. Xtnv mepi-
TITWON TTOU CUUTIANPWOEI 0 PEYIOTOC APIOUOC EICAKTEWY
OTO 2, EI0AYETAL O UTTOYPRPLOG TTOU €XEL TOV PIEYANUTEPO
3aBbuo mtuyiou.

H telikn katdtaén twv vmoneiwv pe Bdon ™ Aiota
Kpltnpiwv tou Mpoypdupatog Kat n mpdtacn mMAOYNS
umoPn@iwv pe Baon tnv katdtaén autr, umofdl\ovtal
TIPOG EMKUPwWOon otV Emtpomni Mpoypdpuatog Zmoudwy.

1. Kpttipla emAoyng Twv umoyn@iwv:

KQAIKOX NEPITPAOH

Babpdg mruyiov

Babpohoyia o€ pabrpata oyetika

HI€ TO YVWOTIKO QVTIKE(IEVO TOU

AATIME.

AMim\wpatikr epyacia, 6mou autr
nipoBAémeTal oTov a’KUKAO 0moudwv
Tvwon AyyNiki¢ y\waoag og emimedo

Touhdytotov (1
Tux6v ouyypagikn fi/kat epevvnTiki
K3 dpaotnpidTnTa TOL LTOYNPiov 0TO 10%

QVTIKEIIEVO TOU TTPOYPANHATO
Epevvntikn N Emayyehpatiki epmeipia

TOU UToYnPiov 1 TEKUNPLWHEVN
€vaoyOAnor Tou o€ QVTIoTOLYO TOpEN

1] 0€ GUVAPEC AVTIKEIPEVO
K5 Tuvévtendn 30%
Emapki¢ yvoon piag tovhdytotov
K6 &évne y\wooag mépav Tng ylwaoag 5%
diegaywyng tou MMM

BAPYTHTA

K1 25%

K2 10%

K4 20%

BaBuég=K1X0,25+K2X0,10+K3X0,10+K4X0,2+...

Eméyovtal ol umoPri@lol Tou Ba CUYKEVTPWVOULV TNV
uPNAGTEPN OUVOAIKY BaBuoloyia Kat péxpt TNG KAAUYNG
TOU PEYIOTOU apIBPOU EI00KTEWV Tou MpoypdppaToc.

IV. Aladikacia emAoyng

Ta amartovpeva SikalohoynTtikd urroaANovTal evidg
TwvV MpoBeopwv mou opifovtal otnV avtioTtolxn mpo-
oKAnon ekdnAwong evila@épovTog.

H Mpappateia tou AAMM.X. mapaAapBavel Tig artn-
OEIC KAl Ta amapaitnTa SikatoAoynTikd mou urtofBaANouv
Ol UTTOYNPLOI/EG HETATTTUXIAKOI/EG POITNTEG/TPLEG, TA
omoia mpoBAémovTal amo TNV TPOoKANon ekGRAWONG
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evllapépovtog kdBe @opd Kal cuVTACOEL TIivaKa UTTO-
PN@IWV LETATTTUXIOKWY PoltnTwy, Tov omoio SiafiBdadet
otnv E.A.Y. Ta SikalohoynTikd mou KatatiBevtat amod Toug
uroPri@loug pEMel va €xouv uoPAnBei epmpdBecpa,
OTIWG auTtd TTPOPAETOVTAL OTN OXETIKN TTPOOKANON €K-
dnAwong evllapépovtoc. EkmpoBeopeg artnoelg dev
yivovtat deKTéc.

H Siadikacia a&lohdynong twv vmoPneiwv mepIAap-
Bavel dvo otadia:

2710 TMPWTO, afloAoyouvTal ol AITACEIS PE BAon TV
TANPOTNTA KAL TNV EYKUPOTNTA TWV ATTAITOVUEVWV SIKal-
oAoyNTIKWV TTou LTTOBARBNKAY, TO OTToI0 ATTOTEAE( ana-
paiTNTN TPOUTIO0ECN TTPOKPIONG OTO EMOUEVO OTASIO.

Katd 1o 6eUtepo otddio tng Stadikaoiag, ol urroPriQL-
ol/e¢ kahouvTal o€ ouvévTteuén evwriov TG E.A.Y. Xtdxog
givatva SlamoTtwOei molol/€g umoPri@lol/q ival tkavoi/
€¢ va avtamoKkplBoUv oucIaoTIKA OTIC AmAITHOELG TOU
A.ATL.M.Z., CUVEKTIMWVTAC TO KivNTPO KAl TO EVEIAPEPOVY,
OAAA KL TN GUVONIKOTEPN CUYKPOTNON KAl EMIOTNOVIKNA
TOUG ETTAPKELD OE OXEON E TO AVTIKEIUEVO TOU PETATITU-
X1aKoU TIPOYyPANHATOG.

Me tnv ohokArjpwon twv Stadikaciwv a§loAdynong, n
E.A.Y. katapTtiCel TAfjpn KATAAOYO PE OAOUE TOUG UTTOYN-
@ioug, lepapxei Toug umoPngioug, mpoPaivel oTNV TEAIKN
emAoyn Kal KatapTilel Tov TPoowpIvo THiVaKa TwV EMITU-
XOVTwy, 0 omoiog emkupwvetal amd tnv E.N.X.. H avdptn-
o1\ TOU TTpAyHATOTOLETal CUPPWVA UE TIG SlaTtdelg mepi
pooTtaciac mpoowmmKwy 6edouévwy, TNV I0TooeNida
Tou A.ATL.M.Z. Kat 0TIC AVAKOIVWOELG TOU TUnUaTtoc.

Y& mepintwon mou §uo 1 TEPIoCATEPOL UTTOYIPLOL OU-
YKEVTPWOOULV GUVOAIKA ToV {510 aplBuo popiwy, yivovtat
SekToi w¢ 1ooBaburoavtec.

‘Evotaon katd tou mpoowpivou mivaka EMTUXOVTWY
pmopei va yivel péoa og meEvTe (5) epyAocipeg NUEPEG ammod
TNV NUEPOUNVia avakoivwong Twv mvakwv. H évotaon,
TIPETTEL VA €ivVal CUYKEKPIPEVN Kal KpiveTal TEAEGISIKa
amé TpiueAn Emrpomnn pehwv A.E.M. Twv avtiotoywyv
Tunuatwy twv MavemoTtnuiwv cuppetexovtwv Popéwv
o€ nepintwon dtatunuatikoL 1 Sudpupatikou i Kovou
M.M.X.) Tou €x0uv avaAdfEl LETATITUXLOKO €PYO, N OTTola
opiCetal pe amégaon tng E.N.Z..

Metd tnv ARén tng mpoBeopiag evotacewv (edv
untdpxouv) Kal TNV TEAECISIKN amd@acon TG EMITPOTING
EVOTACEWVY, AVAPTATAL O TENIKOC TTHVAKAG EMITUXOVTWY,
oUpPwWva pe tnv dtadikacia avdptnong Tou TPoowpeIivou
Tivaka.

Ol eMTUXOVTEC UTTOYRPLOL KAAOUVTAL VA ATIAVTHOOUV
YPOATITWE I NAEKTPOVIKWC (e-mail) evidg 5 nuépwv to
APYOTEPO ATIO TNV AVAPTNON TOU TEAIKOU TTiVaKa OTTw¢
opiCetal otnv mpookAnon ekdnAwong evolapépovtog
yla Tnv anmodoxn Tng évtaéng toug oto M.M.X kal Toug
OPOUC AEITOUPYIOC TOV, OTIWG AUTOI TIEPLYPAPOVTAL OTOV
mapdvTa Kavoviouo AslTtoupyiac.

E@doov undp&ouv apvioelg, n Mpappateia evnuepwvel
TOUC APECWC ETTOUEVOUC UTTOPHPLOUE OTN OELPA AELONO-
YyNong amo Tov TENKS TIVAKA EMMITUXOVTWV/EMAAXOVTWV.

v. Eyypaen oto A ATNM.E.

Ot emtuxovTteg Ba Tpémel va eyypa@oulv oTn Ypapua-
teia Tou A.AN.M.Z. To apydTEPO TNV TEAEUTAID EQPYATIUN

nuépa Tng mpoteheutaiag efSopadag Tou Zemteufpiou
TOU €KAOTOTE €TOUC. Na AOyoug e€AIPETIKNG avAyKNG
gival duvatn n eyypagr LETATITUXIOKOU QOITNTH META
amno tn Anén tng mpoBeouiag pe amogacn TNG ZuvTovi-
OTIKAC EMTpOom¢ UoTepa amo artiohoynuévn aitnon Tou
evllapepopévou. Ol EI0OKTEOL UETATTTUXIOKOI (POITNTEG
MITOPOUV VA EVNUEPWVOVTAL ATTO TNV I0TOCENISA TOU THA-
patog i/kat and tn Mpappateia tou AANMM.E.

Apbpo 5
Katnyopieg Ymoyngiwv.

>1o N.M.X yivovtal dektoi mtuyxiovxot 1§pupdtwv
TpitoBaBuiag Ekmaidevong Tng nuedannc rj opoTaywv
ISpupdTwy TNG AANOSATIAC CUMPWVA PE TIC SlaTAEELS
NG Keipevng vopoBbeaiag Ymoyneiotnta 6étouv 6Aol ot
mrtuxlouxot Twv AEl kaBwg emiong kal ol TTUXIoUXOoL TWV
Y xoAwV Twv Evomiwy Auvapewy (TETPAETOUC QOITHOEWC)
I YEVIKWG TITUXIOUXOIL TTOU €Xouv TouAdxlotov 210 ECTS
otov Titho ormoudwv Toug amd EAAnvikd AEI | 180 ECTS
yla TITuxloUxoug TG alodarmnc.

Aitnon pmopolv va urtodAlouv Kat TEAEIO@oIToL TUn-
pATwy, untd TNV MPoUTTGOeon 0TI Ba €XOUV TTPOOKOUI-
o€l BeBaiwon Mepdtwong Twv Zmoudwv Toug TPV TNV
NUEPOMNVIa EMKUPWONG TOU TTHIVOKA TWV ETTIITUXOVTWV.
>INV EPIMTTWON AUTH, AVTiypa@o Tou TTuXiou 1} Tou di-
TAWMATOC TOUC TTPOOKOUICeTaL TPV ammd TNV NUEPOUNVia
évapé&nc Tou MPoYPAPHATOC.

Aitnon duvatai va urtoANAouv Kal TEAEIOPOITOL OA-
Nodanwv [6puudtwy ta omoia dev gival akdua evtay-
péva oto EOvikd Mntpwo Avayvwplopévwy ISpupdtwy
¢ alodamn¢ tou AOATAIN. Xe mepintwon mou 1§pupa
™¢ AModbann¢ Sev Bpioketal avapTnuévo oTtov 1oTod-
Tomo Tou AOATAI, To Tunua epapudlel T diadikacia
oUPPWvaA e 60a opilovtal otV Keipuevn vouobeaoia. 2
S1aQOoPETIKA TIEPITTTWON, YiveTal Slaypa@r ToU GolITtnTH,
XwpI¢ va umdpyxet aiwon amod Tov QorTNTH EMOTPOPNS
TWV XPNHUATWYV TToU eVOEXOUEVWG KATEDEDE.

Ta péAn Twv Katnyoplwv E.E.MN., kaBw¢ kat E.ALM. kat
E.T.E.M. kat StoiknTikoi urTdAANAoL Tou Xwpou Tn¢ MAnpo-
(POPLKNG UTTOPOUV PETA Ao aiTnoT) TOUG va EyypagpouV
WG LTIEPAPIBUIOL/EC KAl HOVO €vag KAT €TOC, XWPIG TEAN
@oitnong, epocov éxel amo@aotobei amo tnv Z.E..

H appodia MNpappateia tou TURRATOG EAEYXEL AV TO
i6pupa amovounig tou Tithou aAodamou 16puaTOoC aviy-
K€l 0To EBVikG MnTpwo Avayvwplopévwy Idpupdtwy tng
aAodamr¢ Kal av o TUTTOC TOU TITAOU AUTOU AVIKEL OTO
EBVIkO MnTpwo Tumwv TitAwv Zmoudwv Avayvwploué-
vwv [§pupdtwy mou gival avaptnuéva oTov I0TOTOTo
Tou AOATATI.

ApBpo 6
Awdpkela Zmoudwv - Mepikr Qoitnon -
Avaotohf Ooitnong
6.1. Xpovikn Sidpkela gpoitnong
H xpovikr didpketa yia tig ommoudég mou odnyolv otnv
amovour] Tou AmwpaTtog MeTAMTUXIOKWY ZTTOUSWV
(A.M.Z) Tou Mpoypaupatog opiletal oe tpia(3) Akadn-
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paikd e€aunva kat o mpooauénuévog xpovog SlapBpwve-
Tat o€ €1 (6) e€apnva, ékaoTo Sidpkelag Sekatplwv (13)
eBdounadwv Sidaokaliag ota omoia mepAapuBavetarl kal
0 XpAVOoC yla TNV EKTTOVNON Kal UTTOBOAN TTPOG Kpion TG
Metamtuylakng Aimwpatikig Epyaciag (M.A.E.).

H emtpendpevn S1dpkela OAOKARPWONG TWV UTIOXPE-
WOoEWV yla TNV AjYn tou SUTAWHATOC HETATTTUXIAKWY
omoudwv eival and tpia (3) edunva To AiyoTePO €WG
Kal évTe (5) Akadnuaikd e€apnva to péyloto. Qotdoo,
o€ eCAIPETIKEC TTEPITTTWOELG, Urmopei va §00&i avaoTtoln
poiTnong Ke el0ynon TNG ZUVTOVIOTIKAG EmtpomnAg kat
amo@acn TNG ZuvéNeuong TUAOTOG KAl 0 XPOVOG AUTOG
Sev ummoloyiletal oTnV CUVOANIKH amaitoUpevn SidpKela
ATMOVOUNG Tou AIMAWHATOS METAMTUXIAKWY XTTOUS WV
(AM.Z).

H Siapkela twv pabnudtwy tou A AN.M.Z. ava e€aun-
vo omoudwy, gival Touldylotov dekatpeic (13) eBdoud-
8¢ec. Ta uTTOXPEWTIKA paBrpata §gv umoAgimovTal Twv
39 S16aKTIKWV WPWV. To CUVONO TWV TIPOCPEPOUEVWV
paBnuatwy ava e€aunvo avtiotolyei og 30 ECTS. O xpo-
VOG OLYYPAPNC TNS SIMAWMATIKAG Epyaciag ev pmopei
va gival HIKpOTePOC amo £E1 (6) UNVEC KAl UEYOAUTEPOC
amo SekaoKTw (18) PrVeC.

To A.A.TN.M.Z. ohoKANpWVETAaL PE TNV armovour] AtmAw-
patog Metamtuylakwy Zmoudwv (A.M.X.), enimedo entd
(7) Tou EBvikoU kal Eupwmdikou MAatciou Mpoodvtwy,
olpPwWva Pe To ApBpo 47 Tou v. 4763/2020.

H emtuxr¢ oAokApwon @oitnong SlamoTwveTal amo
v emtuxn enidoon ota padrjpata Tou MN.M.X kat tTv
emTuxn ekmovnon Atmwpatikig Epyaoiag.

6.2. Mepikn ®oitnon

3 TOUG UETATITUXIAKOUG POITNTEC/TPLEG TTOU aduVATOUV
Va avTamoKplBouv oTiG eEAAXIOTEG ATTAITHOEL TOU TTPO-
YPAUUATOC AR POUC PoiTnoNG, TPORAEMETAL CUMPWVA
JE TNV Keipevn vopoBeaia, n SuvatotnTta PEPIKAG Oi-
™nong.

AkalouvTal YEPIKA poitnon:

a) OLpoitnTég mou amodedetypéva epyalovtal TOUAG-
Xlotov 40 wpeg TNV £fSopdda,

) ol @oITNTEC e avamnpia Kal EIOIKEC EKTTAIOEVUTIKEC
avAyKeg,

Y) Yia 003apoU¢ OIKOYEVEIOKOUG AOYOUC UYEiag,

6) Aéyol avwtépag Biag. Q¢ Aoyol avwtépag Piag Oe-
wpolvTal 0 TOAEUOC, TO TTPAEIKOTINWA, Ol ATTPOBAENTEC
KUBEPVNTIKEC ATTAYOPEVOEIC KAl APOPOUV TOUC €VOTO-
Aoug @oITnTEC.

H umroBoAn Twv arthoswv yla évta&n o€ KABEOTWG He-
PIKAG YoiTnong mpaypatoroleital otn Npappateia tou
Tunpatog @oitnong Kat oL evila@epOUEVOL TAUTOXPOVA
LE TNV aiTnon KATABETOLV WE EMOUVATITOMEVA, £YYPapa
TToU AmodeIKVUOULV TIC TTIPOUTTOBECEIC Ol OTTOIEC CUVTPE-
XOUuVv yla Tn SuvatoTNTA PEPIKNG POITNONG. TN HEPIKN
@oitnon n didpkela omoudwv Sev pmopei va uriepaivel
10 SIITAACI0 TNG KAVOVIKAG gpoitnong.

6.3. AvaoTolr @oitnong

O PETATITUXIOKOG POITNTAG UTTOPE( Pe aitnor Tou va
{ntNo&l arttoAoynuéva avaoToAn @oitnong (m.x. otpa-
TIWTIKN Onteia, acBévela, amouoia oto eEWTEPIKO N

oof3apoi olkoyevelakoi Adyol), EpOoOoV TTPOCKOUIOEL Ta
oxeTika Sikatohoyntikd. H anmégpaon Aappavetal amod tnv
E.MN.Z. katomv €10rynong tng ZUVTovIoTIKAG Emtponnc.
Ta €€dunva avacTtoAig TNG @oItNTIKAG 1816TNTaC SV
TIPOCUETPWVTAL OTNV TTIPOPRAENOPEVN HEYIoTN SIApKELa
KOVOVIKAG @oitnong. To Sikaiwpa avaoToAg omoudwy
Suvartatl va aoknBsi ama r} TUNPATIKA yia Xpoviko S1d-
otnua Kat' ehdxlotov evog (1) akadnuaikou e€aurvou,
aAA n ouvoAikn SlapKela TNG avaoToAng dev Suvatal
va unepPaivel aBpoloTikd ta dvo (2) akadnuaika e€aun-
va. O1 poltnTéC Tou BpiokovTal o€ avacTolr goitnong,
XAVOUuV TNV @OoITNTIKA 1810TNTA KA’ 6A0o TO XPOoVIKO S1d-
OTNMA NS avaoToAnc. O/H @oltntn¢/Tpla pe Tny Emavo-
66 Tou/TN¢ 0N Poitnon e€akoAouBei va undyetal oTo
KOBEOTWE POITNONG TOU XPOVOU EYYPAPNE TOU/TNG WG
METAMTUXIOKOG/NG pOITNTAG/TPLAG.

ApBpo 7
Mpdypappa Zmoudwv
To A.ANM.Z. Eekivd To XEIUEPIVO 1Y/KaL EQPIVO €EAN-
vo kaBe Akadnuaikou €toug. H emtuxng e€€taon os OAa
TA HABnpaTA TOU TIPOYPAUMATOG OTTOUSWY, N EMITUXNG
€KTIOVNON TN SIMWUATIKAC Epyaciag, gival amapaitnTeg
MPoUTOBETEIC YIa TNV amovoun Aimwpato¢ Metamtu-
XI0KWV Zmmoudwv (A.M.X.).
To avaAuTIKO TTPOYPAUMA pHaBnuaTwy avd €aunvo
we e€AG:

A" EEAMHNO ZMOYAQN

KQAIKOX
MAGHMATOX

Y: YMoypewTiko

TITAOX MAOHMATOX ,
E: Emdoyni¢

ECTS

Information Systems
Security
Ao@aheta Minpopoptakwv
Yuotnpdtwy

Cscyb 101

(ybersecurity protocols and
standards
Csyb 102 Kavoveg kat MpwtokoMa Y !

KuBepvoaopdhelag

Applied Cryptography
Eappoopévn Y 8
Kpumrtoypagia

(Cscyb 103

Information Security

Cscyb 104 Aopdheia Mnpogopiag

Teyvohoyieg Ahuaidag
YuoTolylwv &
Katavepnpévou KaBoAikol Y 4
Blockchain & Distributed
Ledger technologies

(Cscyb 105

XYNOAO MIXTQTIKQN

MONAAQN EAMHNOY 30
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Y:
Ymoypewtikd | ECTS
E: Emhoyn¢

Y 8

KQAIKOX

MAOHMATOS TITAOX MAGHMATOX

Hardware Security
Aogaheta Yhikoo
Ynotaxn EykAnpatohoyia
kat é\eyxoc dieioduong
Digital Forensics and
Penetration Testing
Software and Database
Security
Aapdheta Aoyiopikol Kal
Bdoewv Aedopévwy
Ao@dheia Aadiktoou
Network security
loT security and Cloud
security
Aogaheta dladiktiou
TWV TIPayPATwY Kat
NegoumohoyloTiki¢
Mobile computing Security

Aogahela KvnTAg EY 4
UTOAOYILOTIKAC
Physical Layer Security
Ao@dhela puatkov emmédou
IT project management
Nayeipion Epywv
Mnpogopiiig
Ao@dhela HAektpovikwy
TuvaMaywv
Security of electronic
transactions
YYNOAO NIETQTIKON
MONAAQN EZAMHNOY

(Cscyb 201

Cscyb 204

(Cscyb 205

(Cscyb 206

Cscyb 202 By 3

(Cscyb 203

(Cscyb 207 EY 3

(Cscyb 208

Cscyb 209

30

["EZAMHNO XMOYAQN

Y: YnoxpewTiko
E: Emhoyn¢

Y 30

KQAIKOX

MAGHMATOX ECTS

M.AE.

Am\wpatikn Epyacia
Master Thesis
TYNOAO MIZTQTIKON
MONAAQN E=AMHNOY

(Cscyb 300

30

ApbBpo 8
Metamntuyiakn Aimwpatikn Epyacia (M.A.E.)

O/H peTAMTUXIAKOG QPOITNTAG/TPLA UTTOXPEOUTAL VA EK-
TTOVIOEL KAl VO UTTOOTNPIEEL PIE EMITUYIA TN METATITUXIOKN
SIMA\WPATIKA Tou/TNG Epyacia oTo avtioTolyo e€Apnvo
ommoudwvV TTOU AVAPEPETAL OTOV TTAPOVTA EowTtepikd
Kavoviopo. O HETAMTUXIOKOG QOITNTAG €XEL SIKaiwua
aitnong avaAnyng M.A.E epdoov €xel ONOKANPWOEL TNV
TTapakoAoUOnon Twv PadNUATWY TOU TTPOYPAPMATOG
omoudwv. To Bépa tng M.A.E. pémel va evtaooeTal 0To
avtikeipevo tou AATNM.E.

Eldikétepa Bépata ekmévnong M.A.E. opiCovtal amo
Tov O6nyd Metamtuytlakni Amiwuatikng Epyaciag tou

A.AT.M.X., 0 omoiog evOeIKTIKA purmopei mepAapBavel ta
akolouba:

1. Tov eknmaudeuTiké okomod Tng MALE.,

2.1a otadia umofolig tng MAALE,,

3. tamedia epeuvnTIkoUL EVOIAPEPOVTOC,

4.1a otadia Sievépyelag tng M.ALE.,

5.tnv aA\ayn tithou M.AE.

6. TIC KOAEG TTPOKTIKEG OUVTAENG TOU KEIMEVOU KAl TNG
NAEKTPOVIKAG A évTuming avayvwong tng M.A.E.,

7. TNV MENETN Kal eVpeoN BIBAIOYPAPIKWV TTNYWV,

8. TNV oLVTAEN TWV EPELVNTIKWY EPYACIWY,

9. ta kpitrpla alohoynong tng MAE.,

10. TNV aA\ayn emPAEMOVTa, K.T.A.

ApBpo 9

Opydvwon tou A.ANM.M.X. pe T Xprion pebodwv
oLYXpPOoVNC Kat aclyxpovng €€ AmMooTACEWG
ekmaidevong

3T1 ouVOKEG TToU €xouv SlapopPwbei, eival emta-
KTIKF N avAyKn TOU EKGUYXPOVIGHOU ToU Habnotakou
povtélou. To oxédlo mephapfBdvel kat Tnv umootipién
¢ ekmaidevuTikng Siadikaoiag pe ovyxpova Pnelakda
Héoa Kal TEXVOMOYIEG.

MpoPAémeTal cuvenmwg Kat n duvatdtnTa cuyXPEOVNG
Kat acvyxpovng €€ anootdoswg ekmaideuon, n o€ Sadi-
Kaoia uAOTTOINONC TNG UTTOKEITAL OTA TIPOPBAEMOUEVA TOU
v.4957/2022, Tou dpBpou 9 Tou MNpdtumou Kavoviopou
>moudwv Twv NMMX Tou Ma.A.A. (B'4861) kat Tnv umo
otolxeia 18137/Z1/16-2-2023 (B’ 1079) kowvrj umoupy!t-
KN anmogaon.

H didaokahia mpaypatomoleital Ue ONEG TIG eBOSoUC
Texvohoylwv MAnpo@opiki¢ kat Emkovwviwv (TME) mou
S1aBétel to MaAA yia n olyxpovn, acUyXpovn Kal UIKTH
€€ anmootdoswc ekmaideuon.

Mépoc tn¢ exmaideuTiknc Stadikaciag Suvartal va op-
YavwveTal Kal pue peBddoug aclyxpovng e€ amooTtdoew
ekmaidevong, EpOoOV 0 CUVONKOC apIOUOC TWV TMOTWTI-
KWV pHovASwV TwV eKTTASEVTIKWV SpaoTNPLIOTATWY TTOU
opyavwvovTal he TNV v Aoyw pébodo dev umepfaivel o
€{KOOL TTEVTE TOIC £KATO (25%) TWV CUVONKWY TIOTWTIKWV
povadwy tou A ANM.X..

H exmaideutikr Stadikacia Suvatal va die§dyetal pe
™ xpnon peBodwv ocuyxpovng rj acuyxpovng €€ amo-
0TAOEWC EKTAISELONG, KAL OE TTEPIMTTWOEIG:

I. Avwtépag Biag r éktakteg ouvOrikeg, dmou Sev Kabi-
otatai Suvatn n 81d {wong Sie€aywyn TNG EKMAISEVTIKNAG
Sladikaciag iy n xprion Twv umodouwv Tou MNavemotnpi-
oU AUTIKAG ATTIKAG Yla TN Sie€aywyn TwV eKTAOEUTIKWY
SpaoTNPIOTATWY TOU,

[l. opyavwong pabnudtwyv eufabuvong kat gpovti-
OTNPLOKWY OOKNOEWV, TIEPAV TWV UTTOXPEWTIKWY WPWV
S16aKTIKOU €pyou avd pabnua.

To M0000TO TNG OUYXPOVNG Kal aclyxpovng €€ amo-
otdoswc ekmaidevong oto cuvolo Sev Ba unepPaivel To
80% TWV MOTWTIKWV Hovadwv tou AANMM.X.

H opyavwon tn¢ ekmaideuTikng dtadikaoiag pe pebo-
Souc €€ amootacewc ekmaideuvonc e€acpalilel amdAuta
TNV MPOCRaCINOTNTA TWV ATOUWY HE avarmnpia Kat €161-
KEC eKTTAUSEVTIKEG OVAYKEC.
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To 6UVOAO TOU UAIKOU TwV HaBnudtwy mou TpocpEPo-
VTOL OTO PETATITUXIOKO TTPOYPApUa Yia Tn Stie€aywyn Tng
€€ amootdoewg ekmaidevong HEow ite TwV aclyXpPovwv
€ite TWV oLUyXpovwy peBodwv (Open eclass, Moodle, MS
Teams K.a..), CUUTIEPINAUBAVOUEVWY EVOEIKTIKA KEIEVWY,
YPOA@NUATWY, GWTOYPAPIWY, ATTEIKOVICEWY, TTPOCOUOL-
WOEWV KAl YEVIKA KABe €idoug apxeiwy, UTTOKELTAL OTOV
VOO TIEPT TIVEUUATIKAG IS10KTNoiag Kat SiEmeTal amod Ti¢
€OvIkéC kal S1eBveic Slatadelg Tng, pe e€aipeon Ta pNTWG
avayvwpeIopéva SIKAIWUOTA TPITWV.

> & mepimtwon mpobeong PIVTEOOKOTNONG NAEKTPO-
VIKNG S1AAe€NG 1 AAANG oUyxpovng ekmaldeuTikng Spa-
oTNPEIOTNTAC (AOKNOEIC TTPAENG, EpyaoTnELlaKk ouada)
€K Hé€pou¢ Tou didaokovta Ba TPEMEL, TPV TNV évapén
NG KATAYPAPRG, VO EVNUEPWVOVTAL Ol CUMMETEXOVTEG
QOITNTEC WOTE VA GLUVAIVOUV ONOL.

AMATOPEYZXEIX katd tnv SidpKela Twv €€ amMOOTACEWC
padnuatwv

Amayopevetal pnTtd n he omolovOrimote TPOTO Ka-
Taypaen, Bvteookomnon, nxoypdenon, Kabwg kat n
avamapaywyn, avadnuoocisuon, avtiypaen, petadoon,
€kO0o0n, LETAPPAON, TPOTIOTTOINGN TOU UAIKOU TWV Ha-
Onudtwv mou Sie§ayovtal amd andoTaon, TUNUATIKA 1
TMEPIANTITIKG, XWPIC TN pNTA TTpOoNyoUUeVn éyypagn ou-
vaiveon tou diddaokovta. X€ mepintwon mapdfaong tng
TTAPATTAVW ATTAYOPEUONG, EKKIVEL N Stadikacia emPBoAig
TWV VOUIPWY KUPWOEWV KATA TOU UTTAITIOU, CUUPWVA UE
T1¢ Siatdéelg mepi Mvevpatikic 1SlokTnoiac.

Twv avwtépw eatpeital n amir mapakoAovBnon Kat
«tnNAeopTwon» (download) Tou pabnoilakoL UAIKOU yla
TIPOOWTIIKI XPHON TWV POITNTWV.

ApBpo 10
A&loAoynon goltntwy - E€etdoelg

>Tnv apxn kabe e€aurvou kat mptv TNV évapén twv
paBnuatwy tou A.AM.M.Z. avakKoIVWVETAL OTOUC UETA-
TITUXLAKOUG QOITNTEG TO AKASNUAIKO NUEPOAOYIO TOU
M.M.Z, To omoio kaBopiletal pe anmdépaon ¢ E.N.Z., petd
amo glonynon ¢ X.E. 2to akadnuaikd nuePOAGYLO TOU
AANMX. avaypd@ovTal ol NpeEPOoPNVieg évapéng Kal
MENC TwV e€apnvawy, ol apyieg, KaBwe Kal ol NUEPOUNVIES
TWV €€ETACEWV.

H XuvtovioTikn Emitpont| katapTifel Kal avakoIlvVwVel
EYKAIPWE TO WPOAOYIO TTPOYPAUA TWV £EETACEWY KAOE
e€eTaoTIknG TEPLOSOU Kal Oxl apyotepa amd Séka (10)
NUEPEC TTPLV ATTO TNV €vapén TwV eEETACEWV.

EmavaAnmtikn e€etaotikn mepiodog mapéxetal otov
Y EMTEUPPLO EKACTOU £TOUC,.

H aloAoynon Twv HETAMTUXIOKWY QOITNTWV Kal N 7T
5001 Tou¢ 0Ta HaBraTA TTOU UTTOXPEOUVTAL VA TTAPAKO-
AouBricouv oto mAaioto tou A.A.M.M.Z. TpayUaToToLE(-
TAL JE YPATITEG 1) TIPOPOPIKEG ECETATELG I UE EKTTOVNON
gpyaoiwy Kad' oAn tn didpkela tou e€aprvou. O TpoToC
afloAOynoNng EPLYPAPETAL OTO TIEPIYPAUHA TOU KABE
padnuatoc. H emidoon og kaBe pabnua alohoyeital
amno tov/oug dibdokovta/eg kat Babuoloyeital pe tnv
1oXVU0oUOQ, Yia TOUG TIPOTTTUXIAKOUG (POITNTEC, KAipaKa
Babuoloyiac. Zuykekplipéva, ot Babuoi mou didovral,
Kupaivovtat amo pundév (0) uéxpt Séka (10). MpoPiBdoiuot

Babuoi eivat to mévTe (5) kat o1 peyaAUTtepoi Tou. Na Tnv
QVTILETWITION EKTAKTWY AVAYKWV I} UVONKWV TTou avd-
yovTtal o€ Adyouc avwTtépag Biag duvatal n xprion ne-
KTPOVIKWV PECWV yia TNV aflohdynon Twv padnudtwy,
uno TNV poumoBeon o1t e€ac@aliletal To adidfAnTo
¢ Sadikaoiag Tng a§loAdynong.

MNatnv a&lohéynon @oltnTwy Y avamnpia Kal e101KEG
EKTIALSEVTIKEG AVAYKEG TTAPEXOVTAL OAEG 0L SUVATEG LTTO-
Sopég m.y. (mevrvia Tolg ekatd) 50% emMMAEOV XPOVOG
otoug éxovteg mpofAnuata Suohediag, n e€€taon katd
Hovag oToug ayopaoikolg, duvatotnta e€étaong pe
™V xprion atopou Tou YVwpilel TNV VONUATIKY O€ TTEPi-
TITWON KWPAAAAWV Kal TEAOC TTPOPOPIKA £€ETACN OTOUC
EXOVTEG MEIWHEVN OpaON.

lNatn BeAtiwon g fabupoloyiag Twv HETATTTUXIOKWY
@oltntwy, duvatal n emaveéétaon o€ éva pévo pdbnua,
OTO OTT0(0 €xEl E€€TAOTEI EMTUXWC, O omoladrmoTe e€e-
TOOTIKN TIEPiodoO.

Av 0/n HETAMTUXIOKOG/N POITNTAG/TPLA ATTOTUXEL TTE-
pLoOCOTEPEC amod TPEIC (3) popéc oTo i610 PAbnua, Suvatal
va {nTtn o€l Pe aitnor Tou mpog Tov AteuBuvtr tou NMME,
va a&lohoynOei amd TpIUEA EMITPOTH, N OTTo{d ATTOTEAEI-
Tal amd S16aKTIKS TPOSWTIKS ToU i61ou 1 AANoU TuRua-
To¢ Tou MNa.A.A., g YVWOTIKO QVTIKEIEVO 810 1) CUVAPEC
UE auTo Tou Tipog €€Taon pabnuatog, otnv omoia &gv
pmopei va ouppeTéxet o/n S1ddokwv/ovoa Tou padnpa-
T0C. Av 0 AleuBuvtic Tou A ANLM.Z. dev opicel Ta péAn
NG EMTPOTNG EVTOC €VOC (1) UNVOC amd TNV uo3oAn
¢ aitnong, o ottnTtrc duvatatl va {NTroEL TOV OPIoHO
Toug amod Tov Mpdedpo tou TUAUATOC.

H aflohéynon Twv @oitntwy, oto mhaiolo tng €€ amo-
otdoewc ekmaidevong Metamtuylakwy Mpoypapudtwy
Tmoudwv (A.ANML.), Sievepyeital Ye ypamtég r mpo-
POpIKEG e€eTdoelg ou Slevepyolvtal Sla {wong A Ue
YPATITEC 1) TTPOYOPIKEC e€eTAOEIC TTOL SlevepyolvTal UE
peBBGS0oUC €€ amooTdoewd, KABWE Kal UE EVANNAKTIKEG
peBBdoUC, OTIWE N UTTOBOAR EPYACIWV.

AZIONOIHZH

1. H aloAéynon twv @ortnTtwy, oto TmAaiclo tTng €€
amooTtacewc ekmaidsvong Metantuylakwy Mpoypap-
patwy Zmoudwv (A.AMM.L.), Sievepyeital e ypanTéc iy
MPOoPopPIKEC e€eTdoelg Tou SlevepyouvTal dta {wong N
UE YPATITEG I} TTIPOYOPIKEC £EETATEIG TTOU SlevepyoUvTal
pe peBodouc €€ amooTaoew , KABWG KAl e EVAONNAKTIKEG
peBBSoUC, OTIWE N UTTOBOAR EPYACIWV.

2.To MaAA hapfavel ta katdAAnAa Kat avaykaia pétpa
wote va dtacealiletal n alomoTia kail to adldfAnTo
¢ Stadikaoiag. EISIKWe, n ypanmtn 1 n mpo@opikn €€
amootdoswg e€étaon duvatal va TpaypatomnolnOei
pHéow TEXVOAOYIKNG SlapecoAdBnong Kat avtioTolywv
OUOTNUATWV/EPaPUOYWV € ATTOOTACEWC EEETAONC, TTOU
Slaopalilel Tnv auBevTikomoinon Tou XpnoTn, TN QUOL-
KA Tautomoinor Tou Kat tnv emttrjpnon tng diadikaaciag
e&€taong, 61OV AUTH KpiveTtal avaykaia.

3. H emefepyaocia twv mpoowmikwy dedopévwy Katd
T Sadikacia Tn¢ €€ amootdoswg e€étaong mpayua-
TOTIOIEITAL PE TPOTIO WOTE VA ETMITUYXAVETAL TO KATAN-
AnAo eninmedo aoc@Aalelag évavtl Kivdivwy, OTw¢ Tu-
Xaia | mapdavoun Kataotpo@ry, amwAeld, arloiwon,
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aveu adeiag kovohdynon f mpooméhaon dedopévwv
TIPOCWTTIKOU Xapaktripa mou diapipdaotnkay, amobn-
KeuTNKav 1 uToARBNKav KAt dAAo TPOTIO O€ eMe€ep-
yaoia. To 816aKTIKG TIPOCWTIIKO, Ol EMTNPENTEC/TPIECG
Kal TPOOWTTA TTOU TTAPEXOUV TEXVIKN /KAl SIOIKNTIKN
urtootnpL&n (6mwg o/n SlaxELPLOTAG/TPIA TTAATPOPHAC)
SeopelovTal a0 UTTOXPEWOELG EUTTIOTEVTIKOTNTAG. H
€MAOYN TNG NAEKTPOVIKAC TTAATPOP A YIA TNV TTPAY-
patomoinon TngG e€étaong pe €€ amooTdoswg uebodoug
TIPAYUATOTIOLE(TAL WE KPITrpLo TNV alommioTia Kal TNV
TTAPOXN EYYUNOEWV WG TTIPOG TNV TTPOOTACIA TWV TTPO-
OWTMKWV dedopévwy.

ApBpo 11
AkauwpaTa Kat YITOXPEWOELG POITNTWV -
Aaypagnry Metantuyiakot Qottntn.

11.1. Aikkawpata QoitnTA

Ol HETATITUXLOKOI/EC POITNTEC/TPIEC £XOUV OAa Ta Ot
KALWHOTA KAl TIG TTAPOXEG TTOU TIPOBAETOVTAL KAl YIA TOUG
(POITNTEC TOU TIPWTOU KUKAOU oTToudwv, TTANV Tou SiKal-
wpatog mapoxng Swpedv SISAKTIKWV CUYYPAUUATWV.
Ol HETANTUXLOKOI/KEG POITNTEG/TPLEG SUvavTal va Xpn-
OIMOTTOIOUV TNV UTTAPXOUOA UAIKOTEXVIKT UTTOSOUN TOU
Mavemotnuiov AuTIKAG ATTIKAG, N omoia TepIAauBAvel
Xwpou¢ S1daockahiag KataAAnAa eE0TTAIGUEVOUC UE OUY-
xpova péoa Sidaockahiag kat H/Y, tn BiBAoOnkn, kat Tig
EYKATAOTAOEIC TOU TURaToc Mnxavikwv MANPo@opIKAG
Kal YTTOAOYIOTWV.

Ot petantuylakoi @ottnTéG Tou Sev £x0Uv AAAN LaTpo-
(POPMAKEUTIKN KAl VOOOKOUELAKN TTepiBaAPn, Sikalou-
VTAL TTAR PN lATPOPAPHIAKEUTIKH KAl VOGOKOMELOKN TIEPI-
BalPn oto EBviko X0otnua Yyeiag (E.X.Y.) pe KAAupn Twv
OXETIKWV Sdamavwy amo Tov EBviko Opyaviopd Mapoxng
Yrnnpeowv Yyeiag (E.O.M.Y.Y)) kat’ avéAoyn epappoyn
Tou apBpou 33 Tou v. 4368/2016 (A’ 83).

Ot petamtuylakoi goitntég Sikatovvtal Swpedv oition
ME BAon TNV OTOMIKA KAl OLKOYEVELIAKK OIKOVOLKH TOUG
KATAOTAON Kal TNV EVTOTTIIOTNTA TOUG.

Ol petantuylakoi/eg ortntég/Tpleg Suvavtal va i
ekOIKAOOLV eEWTEPIKN XPNHATOSOTNON TWV CTTOUSWV
Touc amo Sidgopa Idpluata n opeic Tou Snuoaciou Kat
181wTIKoL Topéa Kat Epguvntikd Ivotitouta.

Ol peTamtuylakoi/eg goltnTég/Tpleg Suvavtal va Ka-
AUTITOVTAL OIKOVOMIKA armd XpnuatodoToupeva Tipo-
yPAupaTa €pEUVAG OTa oTToia ouppeTeXouv. Ot OXETI-
KéC Aemtopépeleg opifovtal pe anmdgaon g Z.E. 4 Tnv
E.N.X., Ootepa and eiorjynon Tou/tng Aleubuvtr/viplag
Tou AANME.

Ol HETATTTUXIAKOI/EG POITNTEG/TPLEG UTTOPOUV VA CUU-
METACXOUV OTA TIPOYPAUUATA avTaAAAynG @oltnTwv/
TPV (mx. ERASMUS) Tou Mavemotnuiou rj oe dA\a
gpeuvnTIKA Tpoypdupata aNodanwy A.E.l., oto mAai-
010 SIOKPATIKWY CUMPWVIWY TOU TUAATOC UE OpOTAYH
16pupaTa Kat va eyypdgovTal o€ autd w QIAN0EEVOUE-
VOL POITNTEG/TPIEG.

To TuAua Mnxavikwv NMANpo@opIkng Kat YIToAoyl-
oTWV oQeilel va e€ao@alilel UTTOXPEWTIKA OTOUG/OTIG
METOTITUXIOKOUG/KEG POITNTEG/TPLEG ME avarnpia ry/Kal

€101KEC eKTTASEVTIKEC aVAYKEC TTPOoBaciuoTnTa OTd
TIPOTEWVOUEVA TTPpOoYPAUaTa Kat TNV didaokalia i aA-
Ae¢ S1EUKOAUVOELC. Ot SIEUKONUVOEIC AUTEC CUMPWVA UE
TNV Keipevn vouoBeaia, Ba mpémel va oploBouv amod 1o
TuARpa avaluTikd.

MapdAnAa Sivetal n SuvatdtnTa €€ ATOCTACEWC EK-
maideuonc pe OAa Ta SlatiBépeva Péoa WOTE O POITNTAC
aKOMA Kal av TTapakoAouBei amd amodotaon va eival woei
mapwv (xpnon bluetooth nyeiwv kat pikpo@wvou cuv-
O6edepévwy oto H.Y tou dibaokovta.

11.2. Ymoxpewoelg Goitntn

Ol JETANTUXIOKOI QOITNTEG £XOLV TIG KATWOL UTTOXPE-
WOEIC:

- Na mapakoAouBoulv ave AMIITwE Ta pabrjuata tou
LoXVOVTOC TTPOYPAUMUATOC OTTOUSWV.

- Na umoBdANoLV TIC ATTAITOUIEVES EPYACIEC UECT OTIC
kaBoplouéveg MpoBeopiec.

- Na mpooépyovtal oTi¢ TpofAemopeveC eEETATELC.

- Na dnAwvouv uretBuva, 611 n SIMAWUATIKN Epyacia
Sev amoteAei TPoidv AoyokAoT ¢ oUTE 0TO 0UVOAO OUTE
O€ EMPUEPOUG TUAMATA AUTAG.

- Na katafdihouv ta mpofAemoueva TéEAn @oitnong
onwe opiletatotov Eowtepikd Kavoviopo tov A ANME..

- Na oéPovtal kat va Tnpouv tov Kavoviouo Meta-
TITUXIOKWV ZTTOUS WV, TIC AMOPAOCELS TWV OpYAVWV TOU
AATLM.X., tou TuApatog kat tou Mavemotnuiou AUTIKAG
ATTIKNC, KaBwC Kat TNV akadnuaikr dsovtoloyia.

Ot YETATTTUXIAKOI QOITNTEG KAAOUVTAL VA CUMMETE-
XOUV Kal va mapakohouBouv cepivdapla, oulnTtroElg,
OULVESPIO/NUEPISEC PE YVWOTIKO AVTIKEIUEVO OUVAPEC
pe auto Tou AANM.Z., SIONEEELC 1) AANEC ETIOTNOVIKEC
ekOnAwoelc Tou AAN.M.Z. Ot UETATITUXLAKOI POITNTEG
Suvatal va ackoUv eTIKOUPIKS SISAKTIKO €pyo o€ TIpO-
ypappata omoudwyv mPWTou KUKAOU HE anmd@acn appo-
Siov opyavou tou A.A.M.M.X. Ot HETATITUXIAKOI (POITNTEG
ek&idouv akadNUAIKA TAUTOTNTA UTTOXPEWTIKA PEOW TNG
HAektpoviknc Yrnpeoiag Amdktnong Akadnuaiknig Tau-
TOTNTAC TOL YTmoupyeiou MNMaideiag kat @ pnoKEUUATWV.

11.3. Alaypagry Metantuyiakov doitntn

H Siaypa@r] petantuxiakoU/KAG @oItnTr/TpLag yivetat
KOTOMIV OXETIKAG €lorynong tng X.E. tou A.AN.M.Z. Tpog
v E.M.Z. kal AN oxeTikng andégaonc. H amogaon
Kolvoroleital evtog 15 nuepwv atov/nv evilagepduevo/
VN LETATITUXIOKO/KN QOITNTH/TPLa KAt £XEL SIKaiwpa uTTo-
BoAnc évotaong evidg Séka mévte (15) nuépwv amo Tnv
nuepopnvia ékdoong ne. H évotaon kpivetal tehecidika
and Ta avwTEPW Opyava.

H Zuvéleuon tou Turuatogn n EN.Z. petd tnyv eloiyn-
on tn¢ 2.E., uvatal va amogacioel tn dlaypagr UeETa-
TITUXIAKWVY QOITNTWV YIA TOUG TTAPAKATW AOYOUG:

a. MANPPENAC EKTTANPWON TWV UTTOXPEWOCEWY TOU/TNG
METaTTTUXI0KOU/NG POITNTH/TPLAG, OTTWG AUTEG TTEPLYPA-
povtal otov Eowtepikd Kavoviopo A.ANMM.E.

3. Mn kataBoAf Twv mPoPAEMOUEVWY TEAWVY QOITNONG
(og K&Be MepiTTWON, POITNTAG, 0 OTT0I0G dEV €XEL AvTATTO-
KPIOE&( OTIC OIKOVOUIKEG TOU UTTOXPEWOELG, e SikatouTal
va Aafet oute BePaiwon ohokArpwong ommoudwy, ouTte
To AimA\wpa METAMTUXIOKWY ZTTOUSWV),
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y. NelBapxikd mapantwpata, 6w mapdfaocn akadn-
paikng deovtoloyiag Kal YeVIKOTEpa KABe mapafaon tng
Keipevng vopoBecoiag kal Tou Eowtepikou Kavoviopou
Tou MNa.AA.

8. Aitnon Slaypdgng Tou/Tng idlouv/ag Tou petantuyl-
OKOU/KAG @oITtnNTH/TPLaG.

€."EXOUuV EMAVEINNPPEVWE ATTOTUXEL OTNV €€€TAON O-
Onuatog 1 pabnuatwy 6mwe opiletal otov Ecwtepikod
Kavoviopo.

oT. Agv avavéwaoav Tnv gyypaer Toug i dev mapako-
AouBnoav pabnuata yia dvo (2) cuvexdueva e€dunva C.
"EXOUV UTTOTIECEL OTO MAPATTTWHA TNG AOYOKAOTING 1| OE
TAPATTTWHA TTOU EUMINTEL 0TO SiKAIO TTEPT TTVEUUATIKAG
181oktnoiac (v. 2121/1993).

n) MNa omoladrimote dANo Aoyo Kpivetal amapaitntn.

Y& mepinmTwon oploTIKAE SlakoTA S @oitnong ry Saypa-
QNG LETATTTUXIOKOU/KAG QOITNTA/TPLACG Yia orrolodrmote
A\oyo, Ta 16N katafAnBévta Sidaktpa Sev emoTtpépovtal.

ApBpo 12
TéNn poitnong

To UYo¢ TwV TeEAWV @oitnong yia 1o A.ANMM.Z. «KY-
BEPNOAZOAAEIA» avépxetal oTo mood Twv 2900 (Suo
XIAMASwV Kal eVVIAKOOIwV) Eupw. XTa TEAN QoitnoNng
mou Katadaihovtal epdmal, xopnyeital ékmtwon 10%.
To Té\o¢ eyypa@nc avépxetal 0to Tooo Twv 200 € Kal
katafdaMetat pe tnv amodoxn NG Béoewg amd Tov
uroPrPLo eVt 20 NUEPOAOYIOKWY NUEPWVY aATTO TNV
avakoivwon Twv amoteheopdtwy. H péylotn Siapkela
KATAPBoANG Tou UTTOAEITOEVOU TTOCOU ival evvéa (9)
106m00e¢ 6O0EIG TTou KaTtaBdAhovtal Katd tTnv SldpKela
Tou KABe e€apnvou Kat n teheutaia KataBANNETAL UE TNV
umof3oAn TNS SIMAWMATIKNC EPYACIAC TOU POITNTH).

Ot petantuylakoi @ortnTtég Tou A.AN.M.X., unoxpeou-
vTal TNV KATaBoAn autwv. To UPog Twv MPoPAENOuE-
VWV TEAWV (OITNONG yla TO GUVOAO TOU TTPOYPAUATOG
kaBopiletat oto QEK idpuong tou A ANME..

ZTIC TTEPIMTWOELG SIAKOTIAG TNG POITNONG TO GUVOAIKO
KataAnBév mooo Sev emoTpEPETAL.

H katafoAr twv diddktpwv yivetal otov Eidiko Ao-
yaptaouo Kovoéuhiwv Epeuvac (E.A.K.E.) tou Mavemotn-
Miou AuTikng ATTIKNAG, 0 omoiog gival appodiog yla tn
Slaxeipior| Toug.

O1 petamtuxlakoi @ortnTéG o@eilovv va €xouv e€o-
PANOEL ONEC TIC OIKOVOUIKEG TOUC UTTOXPEWOELG TIPLV TNV
xopnynon BeRaiwong ohokAnpwong ommoudwv Kal TV
amovopr Tou AIMAWPATOG METATTTUXIOKWY ZTTOUSWV.

310 A.ATLM.E «<KYBEPNOAXOAAEIA» mmapéxetal n
Suvatotnta amallayng Twv TEAWV @oitnong, cUUPW-
va PE TNV loxVouoa vopoBeaia kat émwg meptypdgetal
oTo apBpo 14 tou Mpotumou Kavoviopou Zmoudwv Twv
AATNME. tou Ma.A.A. (B'4861) kal Tou TapdvTog Ka-
VOVICMOU.

ApBpo 13
Yrnotpopieg
To A.AMNM.E. «KKYBEPNOAZOAAEIA» SUvatal va xo-
pnyei avtamodoTikéC uToTpo@ieg Kal un, | BpaBeia apt-
oTelag 08 PETATTTUXIAKOUG/KEG QOITNTEC/TPLEG TTARPOUG
poitnong, cupewva pe anogaon tTng E.M.Z.

Otumotpoieg xopnyouvtal BACEL AVTIKEIPMEVIKWVY KPL-
NPiwyv, akadnUAIKWY, OIKOVOUIKWY KAl KOIVWVIKWY, Td
omola givat:

1. Akadnpaika:

a) O péoog 6po¢ Babuoloyiag Tou MPoNyoULEVOU
e&dunvou.

B) Npoogateg akadnuaikég emdodoelg (BpaPeia kat
TIMNTIKES SLaKPIOELG).

2. OIkovouIKa:

Eyyeypappévol ortntég A.ANM.X. Suvavtal va gol-
ToUV Swpedv oe A AN.M.L., av poPAémeTal n KatafoAn
TEAWV QOoiTNoNG, EQOCOV TANPOUV TA OIKOVOUIKA I} KOIVW-
VIKA KpIThpla oupewva pe Ti¢ Stata&elg Tou apbpou 86
Tou V. 4957/2022 kat Tng umd otoixeia 108990/21/
8-9-2022 unoupylkng amégaong (B’ 4899).

3. Kowwvika:

a) Alalevuypévog/n pe mpootateudpeva PENN (matdid).

) Avannpia umoynegiou/ac.

y) Movoyoveikr olkoyévela.

8) Opavoc/n amod duo yoveig mou dev Exel unepPei To
250 €10¢ TNC NAIKiag Tou/TNC.

€) TéKvo TTOAUTEKVNG OIKOYEVELQC.

oT) MéAn idlac olkoyeveiag.

Awdikaoia:

Metd and eloriynon tng ZuvTtovioTiKAG Emtpomng Tou
AATNM.Z., mpoknpUOooETAl TTPOOKANGCN LTTOBOANCG al-
TAOEWG Yla TN xopriynon umotpogiag. Ot utoyngilol/
€¢ oeilouv va cuPMANPWOooLV OAa TA UTTOXPEWTIKA
media TNE AiTnoNG PE Ta AmAITOUEVA KATA TIEPITTTWON
SikalohoynTikd kat Ta urto3aAlouv oty Mpappateia Tou
TUAMATOC OTIC NEPONOYIOKEG TIPOBETiEC TTOL opilovTal
otnv npdéokAnon. H aitnon eméxel Béon YmevBuvng AR-
Awong tou v. 1599/1986.

To appodio 6pyavo aflohoyei Kal KATATACOEL TIG UTTO-
PNPIOTNTEG PACEL TWV KPITNPIWV TTOU €XOUV OPIOTEI OTOV
€0WTEPIKO Kavoviopo Aertoupyiag tou A.A.NM.Z. kat &1-
ONYEITAL TOV KATAAOYO OVOUATWY TWV UTTOYN@iwv Tpog
tnv EN.E

O avwtatog aplBuog vmotpopiwv oto AAMNME.
opiCetal o€ pia (1) avd £10¢ El0aywYNG EQOCOV UTTAPXEL
S1a0éotpo mood cuvumoloyifovTtag Toug TuXOV UTTOTPO-
(POUC KAI TOUG TUXOV SIKAIOVUXOUC MEIWHUEVWVY SISAKTPWY
oUPPWVA HE TO TAPAKATW OXETIKG, BEwpwvTag WG pE-
YIOTO TTOCO TapoXwVv To 20% Tou €Tnoiov BewpnTikoU
peyioTou mooou mmapoxwy, émmou BewpnTIKS YéYIoTo Eival
T0 70% ToU 30% TOU KataBANTEOU TTOGOU ATTO TO GUVOAO
TWV QOITOUVTWYV avd Akadnuaiko €1o¢.

Meiwon 81ddakTpwy duvartal va mapéxetal, U OHOPWVN
anoégaon tn¢ E.N.X., og poitnTéC o1 omoiol uTTnNPETOLV
otnv idla povada cwpdtwv acpaleiag 1 evomiwv du-
VAUEWVY TNG XWPAE 1 SNUOCIWY OPYAVIOUWY UE CUVAQPEIG
ApHOSIOTNTEC KAl TO TOCOOTO Ueiwong Twv SIGAKTPWY
urtoloyiletal o€ TOCOOTO KATA HEYIOTO 20% £POCOV O
aplBudC Tou¢ eivarl peyaAUtepog Tou Tpia (3) kKat pdoov
untdpxetl S1abéoipo pe BAon To avwTéPw OKEMTIKO (Sev
£XEL KANUPOE( TO OPIO TWV TTAPEXOHUEVWV UTIOTPOPLWV).

Ynotpogia dev xopnyeital oTnV MEPIMTWON TTOU O
METAMTUXLOKOG poitnTA¢ AapBdvel ndn umotpogia and
AAAN TTNYN.
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Apbpo 14
Aim\wpa Metamtuxlakwv Xmoudwv (A.M.X)

To Aim\wpa Metantuylakwv Zmouvdwv (A.M.X.) eival
SNuooto éyypago. Xtov/ZTnv andgolto/n tov AAN.M.E.
pITopEi va xopnyeital, mpv ané tnv amovoprn, Befaiwon
OTI €XEl TIEPATWOEL EMTUXWCE TNV TTApAKoAouBnon Tou
A.ATL.M.Z. kat avaAuTikr BaBpoloyia Ye TIG avTioTOIKES
MOTWTIKEG povadeg (ECTS). 1o Aimwpa Metamtuyia-
Kwv Zrmoudwv emouvantetal Mapdptnua AImwPaATog To
omoio gival eme&nynuatikéd £yypago Kat dgv umokablotd
Tov emionuo titho ormoudwv f TNV avoAuTik Babuoloyia
Twv padnudtwv. To MapdpTnua AIMAWHATOC EMOUVA-
TiteTal 0to A.M.Z. Kal TAPEXEL TTANPOPOPIEC OXETIKA UE
™ @O, To €minedo, TO YEVIKOTEPO TTAAICIO KTTAISEL-
oNg, TO TIEPIEXOHEVO Kal TO KABEOTWE Twv ommoudwy, ol
omoie¢ OAOKANPWONKav P emiTuxia amd TO ATOUO TIOU
avaypA@ETAl OVOUACTIKA OTO TIPWTOTUTIO TOU TITAOU.
>10 Mapdptnua dev yivovtal aloAoyIKEC KPIOEIC Kal Oev
unTapXouV SNAWOELC lOOTIHIAG I AVTIOTOIXIAC ) TTPOTACEIG
OXETIKA HE TNV avayvwplon Tou A.M.X. oto e§wTtepiko. To
MNapaptnua ArmAwpotog ekdideTal auTopdTw  Kal Xwpig
KOMia OIKOVOUIKN €mMPBApuvon oTnv EANANVIKH Kal 0TnV
ayyAIKn YAWoOoQ, Kal TIPETEL va TTANPOI TIG TTpoUmo0é-
OE1G yVNOoLOTNTAG TTOU ATTAITOUVTAL YIA TOV XOPNYOUEVO
TitAo omoudwv. H nuepounvia ékdoong Tou Mapaptn-
HOTOG O€V CUUTTIMITEL UTTOXPEWTIKA HE TNV NUEPOUNVIA
xopnynong tov A.M.Z., aA\d Sev pmopei moté va gival
TIPOYEVEODTEPN QMO AUTH.

O BaBuoc Tou AIMAWPATOG METATTTUXIOKWY XTTOUS WV
(A.M.Z.) mpokumTEl amd Tov fabud aflohdynong ota pa-
Onuata kat otn Metamtuxiakr Aumlwpatikn Epyaocia
(M.AE).

AvaluTikdTtepa o€ KABe e€AUNVO 0 PoITNTAC/TPIA Aa-
Bavel Babpoloyia og kAOe padnua mou e€etaletal kat
€dv a&lohoynBei emMTUXWC, TMOTWVETAL AVOAOYIKA TIC TTI-
OTWTIKEG POVASEG TTOU avTioToloUVv. O TEAIKOG BaBuog
Tou A.M.Z. mpokUNTEL amo Tov Babuo aflohdynonc:

a) X1a pabnuarta,

) otn Metamtuylakr Airmwpatikn Epyacia.

O Babuog tou ArmAdwpatog METAMTUXIAKWY ZTTOUSWV
(A.M.X.) e€dyeTal pe mpoaoéyylon Vo Sekadikwv Pngi-
WV KAl TTPOKUTTEL amto To 70% Tou MO twv Babuwv twv
0o MPWTWV e€aprvwy Kat katd 30% amo tov Babuod ng
TITUXIAKAC Epyaciag n omoia Babpoloyeital pe §éka (10)
HOVo epooov €xel 00Ny oEl o€ dnuoaoisuon.

O tumog mou mpokuTmTel Sivetal amd tnv oxéon:

B1=(B1*M1+B2*M2+........+Bv*Tv)/(M1+M2+.....MVv)

B2 = BaBuo¢ Mtuxtakng

TeAlkog BaBudg =0,7*B1+ 0,3*B2

omou B1,B2....Bv givat ot BaBuoi OAwv Twv padnuatwv
TTOU €EETAOTNKE EMITUXWG O YOITNTAC/TPla Kat M1,M2.....
Mv givat ol MOTWTIKEG LOVASEC TTOU AVTIOTOLXOUV OE KABE
pdaOnua.

MpoBiBdotiuot Babuoi eivat to mévte (5) Kat ol ueyaAv-
Tepoi Tou. H Babuoloyikr KAipaka yla tnv afloAoynon
™G emidooNg TWV PETATITUXIOKWY QOITNTWV/TPIWV 0pi-
Cetat amo 1o undév (0) we to 6éka (10) we akoAoLBwWC:

- Aplota: amo oktw Kal mevivTa (8,50) péxpt 6éka (10),

- Nav Kahwc: amo €€l kal mevrvTa (6,50) w¢ Kal OKTW
Kal capdavta evvéa (8,49),

- Kohwg: amo mévte (5) wg kat €61 kal copAavta evvéa
(6,49) 1y

- Anoppintetat: and pndév (0) éwg Téoogpa Kal eve-
VAVTa gvvéa (4,99).

Apbpo 15
Aidaokovtec Mpoypappdtwy
MeTamtuylakwy Xmoudwv

15.1.To &1dakTikd €pyo Tou MNpoypaupatog Metamtu-
Xlakwv 2moudwv avatifetal, Katdmy amodpacng tng Tng
E.M.Z. oTic akdAouBeg katnyopieg S16a0KOVTWY:

a) éAN Adaktikol EpguvnTtikol Mpoowmikov (A.E.M.),
Eidikov EkmaideuTtikou MNpoowmikov (E.E.IM.), EpyaoTtnpt-
akoU AidakTikou Mpoowmiko (E.ALIM.) kat Eidikou Texvi-
Kou Epyaotnpilako MNpoowmikou (E.T.E.M.) Tou Turpatog
N AAwv Tunuatwv tou Ma.A.A. 1j dMou Avwtatou Ex-
nmaideuTikov 1§pupatoc (A.E.L)  AvwTtatou XTpaTiwTIKoU
Exmaibeutikov I6pupatocg (A.X.E.L), pe mpdoBeTn amaoyo-
Anon mépav TWv VOUIUWY UTTOXPEWTEWY TOUG.

) oupdtipoug Kabnyntéc i agumnpeticavta péAn
A.E.M. Tou TuApatog | aANwv Tunudtwy tou NMAAA R
aMov A.E.l.,

y) ouvepyalopevoug KaBnyntég,

8) evtetahpévouc S16AoKoVTEC,

€) ETOKETTEG KAONYNTEC 1| EMOKETTEG EPEVVNTEC,

OT) EPELVNTEC KAl EIGIKOUC AEITOUPYIKOUC ETIOTHIOVEC
EPELVVNTIKWV KAl TEXVOAOYIKWV pOopEwv Tou apBpou 13A
TOU v.4310/2014 (A'258) | A\OUTWV EPELVNTIKWVY KEVTPWV
Kal IvoTIToUTWV TNG Nuedamic rj aAodarng,

() EMOTAPOVEC AVAYVWPLIOUEVOU KUPOUC, Ol oToiol
S1a6éTtouv e€eISIKEVPEVEC YVWOELC KAl OXETIKNA EUMELpia
OTO YVWOTIKO avTiKeipevo Tou AATNM.E.

15.2. H avdBeon tou S18akTikou épyou Tou A ANM.E.
ipaypatoroleital e anogaon tng E.N.X., katomy &l
onynong tng ZuvtovioTikAg Emrpornng tou MN.M.X 1} Tou
AtevBuvTth Tou AANM.Z.. Me amépaon tn¢ E.N.X du-
vatal va avatifetal emkoupiko SI8aKTIKO €pyo GTOUG
uroPn@iloug S16AKkTopeg Tou TUARATOG 1} TNG ZXOANG,
ME QVTIKEMEVO OUVOPEG PE TO TIOPEXOMUEVO ETTIKOUPLKO
S818akTIkO €pyo Tou AAN.M.X., uné Tnv eniBAedn d164-
okovtog tou AAN.M.X., katémiv elonynoewg tng 2.E.

15.3. Akkaiwpa emiPAePpng SIMAWPATIKWV EPYACIWV
€xouv ol S18A0KOVTEG TWV TIEP. a) £€wG OT) TNG Tap. 1,
uTtd TNV TpoUTO0eoN OTI gival kdtoyot S1daKTopikou
Sim\wpatog. Me anogaon Tou appodiou opydvou Tou
A.AT.M.X., Suvatal va avatiBetal n emiAePn SimAwua-
TIKWV EPYACIWV Kat o€ péln A.E.M., E.E.M. kat E.ALM. Tou
Tunuatog, mou dev éxouv avahdfel S16akTikd €pyo oTo
AANME.

15.4. 'O\e¢ ol katnyopieg Sidaokovtwy Sduvavtal
va apeifovtal amokAEIOTIKA amd Toug TTOPOUE TOU
AATNMEX. Aev emtpénetal n KataBoAn apoiBnc n ai-
ANG TapoxNnG amd Tov KPatikd mpolmoloylopd A To
npoypappa dnuociwv emevéuoewv. Mg amog@aon Tou
apuodiou opydvou tou A.A.M.M.E. epi avdBeong Tou
S1dakTikoL €pyou, kaBopiletal To UPoc TNS apolBrc kdBe
S16dokovtoc. Eldikwe ot Siddokovteg mou €xouv TNV 1816-
™ta péhoug A.E.M., Suvavtal va apeifovtat emmpocBeta
yla £pyo mou poo@épouy mpog to AAN.M.E., epdoov
EKTTANPWVOULV TIG ENAXIOTEG EK TOU VOUOU UTIOXPEWOTELS
Toug, Omwc opifovtal oTnV map. 2 Tou dpbpou 155, Tou
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v.4957/2022.To teheutaio €dd@io epapuoletal avaho-
YIKA Kal yla ta yéAn E.E.N., E.ALM. kat E.T.E.N., epdoov
EKTTANPWVOUV TIG ENAXIOTEG EK TOU VOUOU UTIOXPEWOTELG
TOUG.

JTIC UTTOXPEWOEIG TWV S1daoKOVTWY TeplapBdvovTal,
peTa&l AMwV, 0 KABOPIoUOC Kal N TTEPLYPAPN) TOU Ha-
Onuatoc, n mapdBeon oxeTikAc BiBAoypagiag, o kabo-
PIOMOC TOU TPoTOU £€£TAONC TOU MABONMATOC, N ETTIKOL-
VwVia JE TOUG/TIG UETATTTUXIAKOUG/KEG POITNTEG/TPLEG.

15.5. 210 A.ATLM.X. pe andgpaon tng Emtpomnnc Mpo-
ypdupatog Zmoudwv (E.M.X.) epapudletal o BeopdC TOU
Akadnuaikol XupBolAou. ZKOTOC TNE AElIToupyiag Tou
€V AOyw Beopol gival n mapoxr} CUUPBOUAEUTIKNAG OTOUG
METATTUXIAKOUC QOITNTEC KATA TN SIAPKELID TWV OTTOU-
Swv Toug o akadnuaikd Bépata pe eATOUIKEVUEVO
Tpomo. Mpoodokwuevo amotéeopa eivat n SieukdAuvon
TWV PETATTITUXIAKWY QOITNTWV OTNV OAOKApWON TWV
omoudwv Toug Pe mapdAAnAn alomoinon Twv 18iaite-
pwvV Se€I0TATWV Kal eVOIAPEPOVTWY TOUC OTO £€8a(OC
NG eKMAISEVTIKAC Kal EpguvnTIKAC Sladikaciag. O Aka-
ONUAIKOC ZUUPBOUANOC MINEYEL TOV TPOTIO TIPOCEYYIONG
Kal TTAPOXNG CUMPBOUAEUTIKNG OTOUG (POITNTEG TTOU TOU
avatifevtal o€ kaBe akadnuaikéd toc.

ApBpo 16
Emkoupikd Si16akTikd €pyo
METATITUXIOKWY QOITNTWV

Me amoégaon tng E.NM.E. tou AANM.E. givat Suvatn
N €YKPLON TNG OUMMETOXNG UETATITUXIOKWY POITNTWY,
uroYn@iwv S18akTtdépwv Kal ETASISAKTOPWY OTNV TTa-
pOxH EMKOUPIKOU SISAKTIKOU £PYOU O€ TIPOYPAUUATA
omoudwv TPWTOU 1} 6eUTEPOU KUKAOU.

To Ma.A.A. dUvatal va xopnyei avtamodoTIKEG UTIO-
TPOYIEC O€ PUETATITUXIAKOUG POITNTEG UE TNV UTTOXPEWON
untooTAPIENG TNG EKMASEVTIKNAC Sladikaaoiag Kat Tapoxng
EMKOUPIKOU SISAKTIKOU €pyou.

Q¢ emkoupikd SISAKTIKO €pyo opiletal n emKkoupia
Twv peAwv AtdakTtikoU Epeuvntikol MpoowTmikou Katd
TNV doknon Tou SI8aKTIKOU Tou¢ £pyou, N doKnon Twv
@oITNTWY, N Sle€aywyr GPOVTIOTNPiwY, EpYACTNPIAKWY
aokioswy, n emonteia e€etdoswv Kat n d16pBwon aokn-
OEWV.

ApBpo 17
Xpnuatodotnon - Okovoulkn dlaxegipion

H xpnuatoddétnon tou A.A.N.M.X. mpoépxetal ano:

a) Té\n @oitnong,

B) dwpeéc, xopnyieg Kat TAoNG PUOEWG OIKOVOULKEG
EVIOXVOEL,

Y) KAnpodotruata,

8) mMOpouC amod EpeLVNTIKA €pya 1 TPOYPAUUATA,

€) 16iouc¢ mMopou¢ Tou MavemoTtnuiov AUTIKAC ATTIKAG
Kal

OT) TOV KPATIKO TIPOUTTONOYIOUO 1) TO TTPpOYPaUua On-
pooiwv emevOUCEWV.

H katafoAn Twv TEAWV @oitnong, mpaypatomoleital
amé Tov {510 Tov QoItNTH 1} Ao TPITO PUOLKO 1} VOUIKO
TIPOOWTTO Yla AOyaplacud Tou oITtnTH.

H Siaxeipion Twv népwv tou A.A.N.M.Z. mpaypatomol-
eital amod tov Eidiko Aoyaplacpo KovSuliwv Epeuvag
(E.AK.E.) Tou Na.AA.

O1moépot tou AAMNM.X. katavépovtal we eEAC:

a) [Mooo6 mou avtioTolxel 0To TPLAvTa ToIG £KATO (30%)
TWV GUVOAIKWY E008WV TTOU TIPOEPXOVTAL ATIO TEAN POi-
Tnong mapakpateite amod tov E.AKE. Zto moco autd ou-
prepAapBAveTal To TOGOOTO TAPAKPATNONG UTTEP TOU
E.A.K.E. yla tnv otkovouikn Siaxeipton twv A.ANMM.E. Z1a
€¢0o6atou A ANME. twv mep. B) éwg §) Tngmap. 1 mpay-
patomoleital n mapakpdtnon vnép EAKE. mou 1oxvel
yla ta é00da amod avtioTolKeG TTNYEG XpNpaTtodoTnong.

) To uméAolmo OGO TWV CUVOMKWY £008WV TOU
AATM.X. (70%) SiatiBetat yia TNV KAAUYN Twv AEIToup-
yikwv damavwy tou A ANM.X.

MeBodoloyia katdpTiong MPOUTTOAOYICUWY E00SWV:

Q¢ mpog Ta £é00da avaypdgovTal ot TYEC XpnUaTo-
66Ttnong, clPPwva pe T map. 1 kat 2 Tou dpbpou 84
TOoU v.4957/2022, Kat Ta avTioTolXa TTOCA- OVOUEVOUEVEG
EI0POEC Ao KABE TTNyn XxpnuatodoTnong.

'Eooda - xpnuatodotnon

Té\n goitnong

Awpegc, yopnyieg kat maong eOOEWS OIKOVORIKEC EVIOYDOELS
KA\npodotpata

Mopot amd epeuvnTIKA £pya 1) TpOYpayHATA

16101 mépot Tou Ma.A.A.

Kpatikd mpoimohoyiopdg i Mpdypappa Anpooiwy emevdioswy
Zovoho

S| BB lWwWiN|—

Ava@épetal 0Tov TTIPOUTTONOYIOUO EVOC TTAHPOUC KU-
KAou @oitnong tou A.A.M.M.Z. yla TOUG EICAKTEOUC TOU
&V AOyw €TOUC.

AVAAUTIKOG PO UTTONOYIOUOC €00 WV.

Q¢ mpo¢ Ta €€060a, avaypa@ovTal ol KATNYOpPIEC TwV
Aertoupylkwv €£68wWV Kal Ta avTioTolxa mood - Avaple-
VOUEVEG EKPOEG.

JUYKEKPIUEVA, TOOOOTO €BSounvTa Tolg eKaTtod (70%)
TwV AerToupyIKwv £66wv Tou A.AM.M.X. KatavélovTal O€:
a) Apolf3€g yia T SloIKNTIKNA - TEXVIKA UTTOOTAPIEN,

) apolBéc SI6aKTIKOU TTPOCWTIIKOU,

y) Samaveg petakivnong,

8) damaveg e€0MAIOUOU Kal UNIKOTEXVIKAG UTTOSOUNG,

€) SamAVEG XOpriynong UTTOTPO®LWV.

oT) NoUméG AEITOUPYIKEG SaTTAVEC (TTep. a. TG TTap. 4 Tou
apBpou 80 tou v. 4957/2022).

Ot apolféc Tou TakTIKoU SI8AKTIKOU, TEXVIKOU Kal Ot
OIKNTIKOU TTIPOCWTIKOU TWV I§pupdtwy apopd epyacia
oV UTTEPRaiVEL TIC KATA VOO UTTOXPEWOELG TOUG.

E€0da - kanyopie¢ damavawv

ApoiBéc yia t S1oKnTIKH - TEVIKA umoaTAPIEN

ApoiBéc d16akTikol TPoowMIKoL

Aamdvec petakivnong

damdveg e€omhiopol kat UNKOTEXVIKNG UTodopn¢
Aamaveg xopriynong umotpo@iwy
Nomég Nerroupyikéc damaveg
Méepikd Zovodo (70%)
7 Aerroupyika é€oda Ma.A.A. (30%) EAKE

ol |lw N | —

Yivolo
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YOpewva pe TNV map. 2, tou dpBpou 85, Tou v. 4957/2022,
kaBopiletal mooooTd U0 ToIG KATO (2%), WG AVWTa-
TO TTOCOOTO ETI TWV CUVOMNKWVY ETNOIWV €000wV KABe
A.ATM.X. mou Suvartatl va diatiBetat mpog Epyo/Mpo-
YPauua Tng map. 1 tou idlou dpbpou.

Apbpo 18
Aoyokhomm)

O/H petamtuxlako¢/n @ortnTAG/Tpla umoxpeovTal va
avagépel Pe Tov evOeSELyEVO TPOTIO AV XPNOIUOTIOINCE
TO €pYO Kal TIC aTTOYPELC ANWV. EmimAéoy, ol petamtuyla-
KOI{ (pOITNTEG TTOU EXOUV XPNOIUOTIOINOEL TIG UTTNPEOCIEG KL
T Bonbeta Texvntrg Nonuoaouvng (Artificial Intelligence,
Al) yla Tnv €KTTOVNON £PYACIWV TIOU TOUG avatifevtal
ota mhaiota tou NMMX ry/kat tng M.A.E., Ba mpémel oTo
TIPOOII0 TOU Kelévou va TTepINAfBouv kat «<AnAwon oxe-
TIKA pe ™ xprion dnuioupyikng Texvntric Nonuoouvng
(generative Al) kal Texvoloylwv umoffonBoupevwy anéd
Texvnti Nonuoouvn katd tn diadikaoia Tng cuyypa-
@G, 610V Ba SnAWvouv Tolo epyaleio xpnotpyomoincav
Kal yla 1oto Aoyo.

H Aoyokhomr Bswpeital cofapo akadnuaikd mapd-
ntwua. Aoyokhomry Bswpeital N avtiypagn epyaciog
Kamotou/ag aA\ou/ng, kabwg Kat n xpnolpomnoinon €p-
yaoiag dAou/ng - Snuoacteupévng A pUn - Xwpig tn déovoa
avagopd. H avtiypagri omoloudnmote UAMKOU TEKUN-
piwong, akoun kat améd HeAéteg Tou/Tng 1&iov/ag Tou/
™G umoyn@iou/ag, Xwpig OXETIKA avapopd, UTOPE( va
OTOIXELOBETNOEL ATOPAON TNG ZUVEAEUONG TOU TUAMATOG
N tn¢ Emrpommc Mpoypdpupatog Zmoudwy, yia Siaypagn
TOU/TNG. XTIC TTAPATIAVW TIEPIMITWOELG, N ZUVENEUON TOU
Tunuatog i n Emrpornn Mpoypdupatog Zmoudwy, umopei
va amo@acioel Tn Slaypagr Tou/TNng, a@oL TPONYOUE-
vw¢ Tou/TN¢ §00¢i N Suvatdtnta va eKBECEL TTPOPOPIKWG
N YPATITWG, TIG amOYELG TOV/TNG €M TOU BEPaTOC.

Omnolodnrimote mapdntwua f mapdfacn akadnuai-
K¢ Seovtoloyiag mapaméUmeTal yla avTILETWTTION TOU
mpofAnpatog otn Zuvéleuon tou Tunuatog i tnv EN.E.
Q¢ mapapdosic BewpouvTtal Kal Ta TAPATITWHATA TNG
avTypa®ig 1 TS AOYOKAOTING Kal YEVIKOTEPA KABE TTa-
pdBaon tTwv diatdéewv mepi MveuATIKAC IS10KTNGIAC
and PETATTTUXIOKO/N @OITNTH/TPLA KATA Tn ouyypa®n
€PYACIWV 0TO TMAQIOI0 TwWV HaBNudTwy A TNV EKMévVNoN
™NE SIMWUATIKAC Epyaciag.

ApBpo 19
ATTOVON TITUX{WV - OPKWUOOIES
DoltnTG TOU OAOKA PWOE EMITUXWG TIG LETATITUXIOKES
omoudé¢ Tou, opkileTal o€ SNUOOIA TEAETH) OPKWHOGIAC,
evwriov Tou/tn¢ Mputavn/viooag r Tou/tng Avumputa-
vn/16 w¢ ekmpoowTou tou/tng MNputavn kat touv/tng Mpo-
€5pou Tou TUAUATOC, TToU YiveTal HETA TN AREN EKAOTNG
€€ETAOTIKAC TTEPLOBOU, O NUEPA KAl WPA, TTou opileTal
amé tov/tnv MpuTavn og ouvepyaoia e Toug Mpoédpoug
Twv Tunuatwv. O 6pkog ev AMOTEAEI CUCTATIKO OTOI-
X€lo TNG emTUXOUC TEPATWONG TWV OTIOVOWYV, Eival OPWC
avaykaia mpoUméBeon yia tn xopriynon tou Metamtuyt-
akoU Atmwpatog Xrmoudwv. MNa Adyoug avwtépag PBiag
(m.x. Aoyol vyeiag, diapovn N epyacia oto eEWTEPIKO,

OTPATIWTIKEG UTTOXPEWGELG) KAl PE aiTnOr| TOU TTPOG TN
Mpappateia tou TUAMATOG TOU, 0/Nn ATTOPOITOG/ N UTTOPE(
va {nTAoelL TN xopriynon Tou Tithou ommoudwv xwpig va
OUMUETAOXEL OTNV TEAETH OPKWHOCIAG 1} va {nTroel va
OUMETAOXEL O€ EMOMPEVN TEAETH opKwpooiag. H e€ai-
PECN A0 TNV UTTIOXPEWOT CUUMETOXAG O OpKWHOOoia
eykpivetal amd tov Mpdedpo tou Tunuatoc. Mptv amd
TNV OpKWHOOCia 1 TNV amailkayr and autr, umopsei va
SI6ETAL OTOUC ATTOPOITOUC OXETIKO TMIOTOTTOINTIKS YlA TNV
EMTUXN TIEPATWON TWV OTTOVSWV TOUG.

Aim\wpa MetamTuylakwv Xmoudwv mou xopnyndnke,
givat duvatoév va avakAnBei i va akupwBei, av amodel-
XOel 611 Sev CuVETPEXAV TNV EMTOYXH TNG ATTOKTNONG TOU
Ol €K TOU VOMIKOU Kat BeopikoU maiciou mpolmoBEoelg
KTAONG Tou. H avakAnon r ak0pwon yivetal Yetd amo
ammoéPACN TN OIKEIAC ZUVENELONC, N OTTO(A KOVOTIOLE(TAl
otov/otnv Mputavn Tou I5pvuatoc.

ApbBpo 20
A&lohoynon tou A.ANM.E.

310 Té\o¢ KABe e€aunvou mpaypatomoleitat aflohoyn-
on kaBe padrjpatog kat kabe diddokovtog/ovoag amd
TOUG HETATITUXIAKOUG poltnTEC. H a&loAdynon yivetal pe
TN Xpnon €1d1kou evtumou/epwtnuatoloyiou alohdyn-
ONG TTOU CUUTIANPWVOUV Ol LETATTTUXIAKOI QoITNTEG. Ta
padripata a&lohoyoluvTal w¢ TPOG TO TTEPLEXOMEVO, TOV
TPoTOo S1daokaliag, To eKMAISEVTIKO LAIKO Kal To 3ab-
MO CUOXETIONG TOUG UE TIG APXEG KAl TN @LAoco@ia Tou
METATTTUXIOKOU TIPOYPAUHATOC. Ot S186A0KOVTEG/OUOES
a&lohoyouvtal og ToANA emimeda, Ta omoia pmopei evOel-
KTIKA va rrepNapBdavouy aflohdynon we mpog TIG YVWOELS
KAl TNV IKAVOTNTA UETAS0O0NC TOUC OTOUC POITNTEG, TNV
TIPOETOINATIA TOUC, TN Xprion ouyxpovne BiBAoypagiag,
NV mpoBupia Toug va amavtolv o€ EPWTHOCELG, TNV EYKal-
pn BaBuoAdynon Kat EMOTPOQ EPYACIWY KAl YPATITWY
e€eTA0EWY Kal TNV TripNnon Twv wpwv Sidackaliag Tou
padnruatoc.

H etola eocwtepikn aloAoynon tou A.A.NM.M.X. yive-
Tat og ovvepyaoia pe tn MO.ALTI. tou Mavemotnuiou
AUTIKAG ATTIKAG OTO TTAQICLO TNG E0WTEPIKAG AEIONO-
ynong tou Turuatog Mnxavikwv MAnpo@opikig Kat
YMOAOYIOTWV TNG TXOANE MNXaviKWV Kal CUPPWVA UE
TNV avtiotolxn dlepyasia Tou E0WTEPIKOU ZUOTAUATOC
Alac@dhiong Motdétntag tou Ma.AA.

H e€wtepikn aflohdynon tou A.ANMM.L. Sievepyeital
o€ ouvepyaoia pe tnv MO.ALMM. oto mAaiclo Tng moTo-
1oiNo1 ¢ TOug CUPPWVA UE TNV TTPORAETTOUEVN ATTO TNV
E©AAE diadikaoia.

310 mAaiolo autéd afloloyeital N CUVOAIKN AToTiUNoN
ToU €pyou TTou emiTeAéoTNKE amo 1o A.ANMM.L., o fab-
MOC EKMAPWONG TWV OTOXWV TTov ixav TeBei katd Tnv
ibpuon Tov, N BIWCINOTNTA TOU, N ATTOPPOPNON TWV ATTO-
@oitwv otnv ayopd epyaciag, o Babudc cuBoAng Tou
oTNV épEuVva, N E0WTEPIKA a€loAdyN o TOU ATTO TOUC UE-
TOATITUXIOKOUG POITNTEG, N OKOTIHOTNTA TAPATAONG TNG
Aertoupyiag Tou, KaBwg Kal Aotrmd oTolXeia OXETIKA UE TNV
TTOLOTNTA TOU €PYOU TTOU TIAPAYETAL KAl TN CURBOAN Tou
oTNV €BVIKN OTPATNYIKN YIa TNV avwTath kmaidevon.
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ApBpo 21
lotooehida tou MN.M.X
To A.ATM.E. éxel TV emionun 10TooeAida Tou oTn diev-
Buvon cscyb.uniwa.gr, oTnv ENANVIKE Kal TV ayyAIKn YAWo-
oa. HotooeAida tou A AM.M.X. epiéxel OAEC TIG TANpOPO-
PIEC KAl AVAKOIVWOELC TOU TIPOYPAUMATOC KAl ATTOTEAEL TOV
EMIONMO XWPO EVNUEPWONG TWV POITNTWV KAL POITNTPLWV.

ApBpo 22
Nowréc Alatdéelg
Omolodnmote Bépa MpoKUYPEl oto PENNOV TTou Sev
KOAUTITETAL OTTO TN OXETIKN VouoBeaia ) Tov mapovta
Kavovioud, Ba avTIETWTIOTEL e amo@AoElg TwV ap-
Hobiwv opydvwy Kal é1Tou amalTeital pe Tpomomnoinon
Tou Kavoviopou.
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[TAPAPTHMA

AvaAvTikn eptypa@n) Twv padnuatwv (EAAHNIKA)

1. AZIDANEIA NAHPODOPIAKQN zYZTHMATQN
1. TENIKA
2XOAH | MHXANIKQN
TMHMA | MHXANIKQN MAHPO®OPIKHZ KAI YITOAOTIZTON

nmz

KYBEPNOAZQAAEIA

EMNINEAO 2MNOYAQN

METAMTYXIAKO (7)

KQAIKOZ MAOHMATOZ

CsCyB101 | EZAMHNO 2MOYAQN A

yevikoU urtoBadpou, eLdikol uoBadpou,
ELSIKEVONG, YEVIKWY YVWOEWVY, aVATTUENG
Seélotitwv

TITAOZ MAGHMATOZ | AZDAAEIA TAHPODOPIAKQN ZYITHMATQN
AYTOTEAEIZ AIAAKTIKEZ APAZTHPIOTHTEZ
O€ TEPITTWAN TTOU OL TILOTWTLKEG UOVAOEG ATTOVEOVTAL OE SLOKPLTA EBAOMAAIAIES
UEpPN TOU padnuaTog 1.y, AlaAé€eLc, Epyaotnplakéc AGKIOELC K.ATL. AV oL QPES NIZTQTIKEZ
TILOTWTIKEG HOVASEG ATOVELOVTAL EViaia YLal TO UVOAO Tou padrnuarog MONAAEZ
. Toard : . AIAAZKANIAZ
avaypaite tig eBSouadiaics wpeg StbaokaAiag kat To oUVoAo Twv
TLOTWTIKWY povadwyv
AlaAEEeLg

Aoknoelg Npagng
lpoo¥éate oclpéc av xpelaotel. H opyavwan Stdéackaliog kot ot 5 8
SL6aKTIKEG UETOSOL TTOU XPNOLUOTIOLOUVTAL TIEPLYPAPOVTAL AVAAUTIKA
oo (6).
TYNOZ MAOGHMATOZ Avamntuéng de§lotntwy

NMPOANMAITOYMENA MAOGHMATA:

KANENA

TAQZZA AIAAZKAAIAS Ko EAANVLKN Ko AyyAtkn

E=ZETAZEQN:

HAEKTPONIKH ZEAIAA Cscyb.uniwa.gr and eclass

MAGHMATOZ (URL) (UNIWA Open eClass | Emthoyn pabnudtwyv)

2. MAOHZIAKA AMOTEAEZMATA

MaBnotakd AmoteAéoparta

JupuBouleuteite o Mapaptnua A

Mapaptnuo B

Meptypapovtal Ta HadNoLaKd AITOTEAECUATA TOU UOTIUATOG OL CUYKEKPLUEVEG YVWOELS, SEELOTNTEG KAL LKAVOTNTEG
kataAAnAou enutédou mou Jao AIMOKTHOOUV OL POLTNTEG UETA TNV EMLTUX 0AOKANPpWan Tou uadnuatog.

o [leptypaer) tou Emutédou twv Madnolakwy AloTEAeoudTwy yLa kade éva KUKAO omouswy oUU@wWVA UE TO
MAaioto Mpoadvtwy tou Evpwnaikol Xwpou Avwtatng Eknaibevang

o [Ieptypagpikol Aciktes Emunédwy 6, 7 & 8 tou Eupwraikou lMAataiou Mpooovtwy Aid Biou Madnong kot to

® [IepiAnmtikog O8nyog auyypapric Madnolakwv AmoteAeoudatwyv

N'vwoelg

310 mAaiolo Tou padruatog, ot hpoltnTEC Kat oL poltATpLeg Ba pumopolv:

e Noa avtilappavovrat ta clyxpova InTipata acdparelag mAnpoPopLOKWY CUCTNUATWY KAl TLG
T(POKANOELG 0 GUYXPOVEG ETUXELPAOELG KOL OPYAVIOUOUG

Tevxog B'878/07.02.2024
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e Na KatavoouUv To TAALoLo avArTtuéng evog cUOTAKATOC Sloiknong yla Thv ach el TwWV
mAnpodopLwv
o Na embelKVUOUV KPLTLKI Katavonon Tou mAalsiou oxedlaopol, edappoyng kat aflohdynong
TWV EMSO0EWV TWV KATAAANAWY QVTLLETPWV: OPYAVWTLKWY, TEXVOAOYLKWY, GUOLKNG achANELOC,
avBpwrvou mapdyovia
e Noa dlaBétouv augnpEVeS YWWOELS TwV BLAITEPWY XOPAKTNPLOTIKWY TIou epdavilouy ta
avtipetpa o€ meptBallov védoug
e Na emdelkviouV KPLTLK Katavonaon tng pebodoloyiag tng Stoxeiplong KvdUvwy yla thv
aodAAeLa TwV TANPodOopLWV
e Na katavoouv Ta cUyXpova MPOBARLATA TTOU EYELPOVTAL KOTA TNV EMEEEPYATIA TIPOCWTILKWV
Sedopévwy kat va yvwpilouv tig peBodoloyieg npootaciag Sedopévwy dn amno tov oxeSloouo
o Na StaBétouv auénpévn KpLtikr avtiAnn tng eEEALKTIKAG SUVAULKNG TOU YVWOTIKOU TIESLOU TNG
KUBEPVOAOPAAELOG KOL TNG TTPOOTACLAG TNG LELWTIKOTNTOG KOL TWV TIPOCWTIKWY SESOUEVWV.
3T0 padnua aflomolovvtal ta Mo cuyxpova Slebvr mpotuma kot pebodoloyieg ya tnv ulomoinon
OVTIUETPWY, UE XAPAKTHPA ELTE TPOANTITIKO, EITE AVIXVEUTIKO, gite SlopBwTikd. Ma To clyxpovo mAaioLo
AELTOUPYLOG TWV ETUXELPNOEWV KOL OPYAVIOUWY TOU LSLWTLKOU KAl TOU SNUOCLOU TOUEQ, OTO HAabnpa
poodEpovTal, KOTA To Suvato, YWWOELS KATAANAEG yla TV avayvwpLon Twyv GNHOVTIKWY {NTNHATWY
aodaAelag mANPodopLAKWY CUCTNHATWY KOL TIPOOTACLAG TNG LOLWTIKOTNTAG.

Ae§LotnTEg

To mpoypappa SLOAEEEWY KaL TPOKTIKWY AOKNOEWV lval Sounpévo e TPOTIO WOTE VO CUVAVTWVTAL OL
state-of-the-art emLOTNUOVIKEG YVWOELG, UE TO TTAQLOLO ATTOTEAEGUATIKAC Kol oS oTLKNAG ebapUOoYG TOUG,
wote va epodlaotolv PpoltnTég Kal GoLTNTPLEG ME OeELOTNTEG amapaitnTeg yla tn cUyxpovn ayopd
epyaoiag otnv EAAGSa kat SteBvwg kat kat’ amotéAeopa va evioxuBel n Suvatdtnta emayyeAOTIKAG TOUG
QToKATACTAoNG.

Me Bdon T avwtépw apxEG KoL avaykeg, oAokAnpwvovtag To padnpa ot ¢oltnTeég Kat GpoLTATPLES
avapévetat va Suvavtat:

o Na edpapudlouv pe euxépela Bewpieg kat pebodohoyieg amd tov xwpo NG achareLag
TANPOGOPLAKWY CUCTNUATWY, HE Eudacn og Bépata Slaxeiplong KdUVwY TG achAAELOC TwV
TIANPODOPLWV OE ETUXELPNOELG KAL OPYAVLOHOUG, ave§apTATwE Tou nediou Spaotnplonoinong
Toug

e Na aflohoyolv cUYKPLTIKA TIOLKIAEG ueBOSouUC Kat epyaleia mou aglomolovvTal yla tThv
aoddAela TANPOPOPLOKWY CUCTNUATWY

e No apBpwVouV EMAYWYLKA, L€ ETILOTNUOVIKA TEKUNPLWUEVO TPOTIO, AUOELG 0TA GUVOETA TIPOG
eniluon mpofAnpata amno Tov xwpo tng achaAelag TANPodoPLAKWY CUCTNHATWY KOL TNG
TPOOTAGLOG TIPOCWTILKWY SESOUEVWV

Ikavotnteg
OL dpoutnTtég kat dottrTpleg Ba pmopouv:

e NoO QVanmTtUCo0OUV [LE AUTOVOULA TIG YVWOELG KOL LKOVOTNTEG TOUG

e Na emAUouv poBArpaTa Kat va AapBAavouv otpatnykég anodpAoels Ue adetnpia tnv
EMOYWYLKN OKEYN

e Na cuvelod£pouv OTNV AVATTTUEN YVWOEWVY KaL TIPOKTIKWY OTOV EMAYYEAUATIKO XWPO KAl VoL
SLaBETouv emixeLlpnoLakn Lkavotnta Katd tn Slaxeiplon kpioewv

Fevikég IkavoTnTE

AauBavovtac unmoyn TIC YEVIKEG LKAVOTNTEG TTOU TIPETIEL VAL EXEL ATTOKTIOEL O TITUXLOUXOG (OMWGE QUTEC
avaypdpovtat oto lMapaptnua AmAwuatog kat napatidevral akoAoUSwc) os mola / MOLEG Ao AUTES
arookonel to uadnua;.

Avadlntnon, avalvaon kot cuvdeon Sedoucvwy  SxebLaouog Kot Slaxeiptan Epywv

Kol TANPOQOPLWY, UE TN XPHon Kot TwV 2eBao0¢ 0T SLAPOPETIKOTNTA KOl OTNV
anapaitnTwy TEYVoAoyLwv moAunoAtTioukoTnTaL

lMpooapuoyn O€ VEEG KATAOTAOELG JeBaouoc ato puatko nmeptBaiiov
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AfYn anopacewv Emtibelén kowwvikrg, emayyeAUATIKIG Kot NOLKAG
Autovoun epyacia uneuBuvotntag kat evalodnoliog o Yeuata pUuAou
Ouadikn epyaocio AOKNON KPLTIKIG KOL AUTOKPLTLKIG
Epyaoia oe 6iedveg neptBaAiov Mpoaywyr) tnG eEAeUBEPNG, SNULOUPYLIKIG KL ETTAYWYLKNG
Epyaoia o€ SLeEMLOTNUOVIKO TTEPLBAAAOV okEYng
Mapaywyn VEwv EpEUVNTIKWVY LOEWV ...
AMeg...
OL YEVIKEG LKAVOTNTEG TTOU Ba TTPETIEL VAL €XOUV AITOKTHOEL OL HOLTNTEG Ko oL GOLTATPLEG ElvalL:
. Avaintnon, avaluon kot cUvBeon SeSoUEVWY Kot TANPOdOPLWY, LE TN XPHON TWV KATAANAWY
TEXVOAOYLWV
. AN anopdocewv
. Autovoun gpyaocia
. AnoteAeopatikn Aettoupyia og meptBaAiov opadag
. AuvatotnTa MPOCOPUOYNG O€ VEEG KATOOTACELG
. Ixedlaopog kat Staxeiplon €pywv yla StaodaAion mowotntag (iron triangle: time, cost, scope)
. Apaotnplonoinon og StaBepatikd Kat SLEMLOTNUOVIKO TiEPLBAAAoV
) Mapaywyr] VEWV EPEUVNTIKWY LOEWV

3. MEPIEXOMENO MAGHMATOz

Qewpntikd Mépog Mabnuatog

AldAeén 1

Elocaywyn og Bépata Aopalelag (security) TANPoPOPLOKWY KOL ETUKOLWVWVLIOKWY CUOTNHATWY. OpoAoyia
kot 1ISO 27000:2018.

AlaAEEn 2

AuBevtikomoinon (authentication) ovtotritwyv. E¢ouclodotnon (authorization) kat EAeyxog mpoomélaong
(access control): Mandatory Access Control, Discretionary Access Control (Access Control Matrix, Access
Control List, Capabilities List), Role-based Access Control (Core, Hierarchical, Constrained).

AldAen 3

SUotnua Aoiknong yo tnv Acddreta NMAnpodoplwy (Information Security Management System ISMS) kat
1ISO 27001:2022.

AlGAeén 4

Avtipetpa (controls) kat ISO 27002:2022.

AldAeén 5

06nyieg uhomoinong ISMS kat ISO 27003:2017.

AlGAeén 6

KaA&g mpaktikég yia uhomoinon avtipétpwy oto Nédoc (cloud) kat ISO 27017: 2015.

AlGAeEn 7

KaBobéryynon yia tn Atoiknon Emkivduvotntag tng Aodpaletog twv MAnpodoptwy (information security risk
management) kat ISO 27005:2022.

AldAeén 8

06nyieg dloiknong ya tv aoddieta mAnpodoplwv otnv KuBepvoaoddlion (cyberinsurance) kat 1SO
27102:2019.

AlGAeén 9

Etowpotnta texvoloylwv mAnpodoptkng Kot emkowwviwy (ICT readiness) kat 1SO 27031:2011 ywa tv
€TMIXELPNOLaKA ouvéxela (business continuity).

AwdAeén 10

NOUOBETIKO Kol KAVOVLOTIKO TIALGOLO YLa TNV pootacia mpoowrikwy Sedopévwy: General Data Protection
Regulation kat ISO 29100:2017.

AwdAeén 11

O&nyia e-Privacy 2002/58. O8nyia nepi Slatripnong dedopévwy (data retention) 2006/24.

AwdAeén 12

NOMOBETIKO KAl KAWVOVLOTIKO TIAQLGLO YL TO ATIOPPNTO TWV NAEKTPOVIKWY ETUKOWWVLWY. ZUVTAYMO TNG
EA\GS0¢, apBpo 19. EBvikA vopoBeaia: v.5002/2022, v.3115/2003. KotaokomeuTikd Aoylopikd (spyware)
KalL TPOTIOL AVTLUETWITLONG.

Epyaotnplako Mépog MaBnuatog
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AldAeén 13
Meléteg mepimtwong og Bépata Enterprise Risk Management, Personal Data Protection, Electronic
Communication Security

4. AIAAKTIKEZ kot MAOHZIAKEZ MEGOAOI - AZIONOTHZH

TPOMOZ NAPAAOZHZ MpdowTo e MTPOCWIO
Mpoowro e npoowrno, EE
QAMOOTAOEWG EKTASEVUTN K.ATT.

XPHZH TEXNOAOTIQN o [poBoAkd cloTNA Kot SuvaToTNTA MOPOUCiacnG E TV
NAHPO®OPIAZ KAI ENIKOINQNIQN edappoyn mpoypappatoc Power Point

Xprion T.M1.E. otn AldaokalAia, otnv e Internet connection

Epyaotnptakri Ekrmaibeuan, otnv e Xpnon HEAL-LINK, scopus, google scholar k.;a.

EmiKotvwvia e TOUC QPOLTNTEC o Xprion nAektpovikoU taxudpopeiou Kat Tng LoTooeAiSag Tou

TUAMOTOG YLa TNV EMKOWWVIA PE Toug GOLTNTEG KaL TNV
EVNUEPWOT) TOUG
e Xprion tou eclass tou pabnpuatog

OPTANQZH AIAAZKANIAZ , ®Doprog Epyaciac
Meptypd@ovral avaAuTikd 0 TPOMOG Kat Apagripiovira Eéaurjvou
ugdodot Stbaokaliag. AlONEEELG 39
AaAegei, Sepvdpia, Epyaotnplakn AGKAOELG TPAENG TTOU 51
Aaoknan, Aoknon lebdiov, MeAétn & gotalouv otnv ebappoyn

avdAuan BiBAoypapiag, @povriatriplo, uebodoloylwy, kKabwg Kot

Mpaxtikn (Toro9étnon), KAwvikn Aoknon, avAAUCn LEAETWV

KaAAtteyviko Epyaaotripio, Aladpaotikn Exmovnon gpyaoiag 50
Stbaokalia, EKTOUSEUTIKEG EMLOKEYELC, AUTOTEANG LEAETN 60
Ekrtévnon ueAétnc (project), Suyypaepr YUvolo Mabnuatog (25

epyaoiac / epyactwv, KaAAteyvikn WPEC AVA TILOTWTLKN 200
Snutoupyia, K.AT. povada)

Avaypdpovtal ol WPeG UEAETNG TOU

poutnty yLa kade padnaotakn

SpaotnpLotnTa KAdwe KaL oL WPEG Un

KadobnyoUUEVNG UEAETNG CUUPWVA UE

TL¢ apxég tou ECTS

AZIOAOTHzH OOITHTQN

Meptypoacpri tng Stadikaoiog aktoAdynong

MNwooa A&oAdynong, MéBobol

aéloAdynang, Alapopwtikn n

Jupnepaopatikn, Aokaoia loAdamArs | Mportr telkn e€€taon (100%) X 2 E€etdoelg MpodSou
Erudoyri, Epwrtiioeis Zovtopns | (30%+30%) kat Tehwkr) EEtaon (40%) ou meptlauBdvouy

Andvtnong,  Epwtrioels  Avdmtuéng | emiluon mpoBAnpdtwy Tne UANG
Aokiuiwv, Eridvon MpoBAnudtwy, Mpanti
Epyaoia, EkOson / Avagopd, Mpopopikn
E¢ctaon, Anuoota Mapouciaon,
Epyaotnpaxsi Epyacia, Khviki E€étacn KaBe doknon/mpopAnpa Twv e€etdoewy €xel StadopeTIKn
AcOevouc, KaAhwreyvikn Epunveia, AMn / | BaBpoloyia, n omolo avakowwvetat otoug GoLTnTEG KOTA TNV
Aleg g&éraon

Avagépovtal  pnta mPOCTSLOPLOUEVA
kpttripta afloAdynong kot eav kat mou
eivat mpooBaaoiua anod ToUG POoLTNTEC.
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5. ZYNIZTQMENH-BIBAIOTPADIA

Mpotetwvouevn BiBAoypapio

AITAIKH

Sons, 3rd edition, 2020
e The Cyber Security Handbook, A. Calder, ITGP, 2020
e  Cybersecurity, E. Lewis, 2020
e The Age of Surveillance Capitalism, S. Zuboff, Profile Books, 2019
e Computer Security, D. Gollmann, J. Wiley & Sons, 3rd edition, 2018
EAAHNIKH

Naurnpivoudaknc (Emio. Emiuédeta), Exd0oelg Newv Texvodoyiwv, 2021

Manaocwtnpiou, 2010
Juvapr) EMLOTNUOVIKA TIEPLOSLKA:

e |EEE Communications Surveys and Tutorials, IEEE Press

e |EEE Transactions on Information Forensics and Security, IEEE Press
e ACM Transactions on Privacy and Security, ACM Press

e International Journal of Information Security, Springer

e  Computers and Security, Elsevier

e Information and Computer Security, Emerald

e  Security Engineering A Guide to Building Dependable Distributed Systems, R. Anderson, J. Wiley &

o AopdAeta [MAnpopoptwv kat Suotnudatwy otov KuBepvoywpo, 2. Katowag, 2. Mkpit{aAng, K.

o Awayeipton tng Aopdlsiag MAnpopopiwy, 2. Katowkag, Ekbooeig Mebdio, 2014
e [lpootaoia tng IStwtikdTNTG KAt TeyvoAoyieg lNMAnpowopikr¢ kat Entkotvwviwy, K.
Aaunpiwvouvbdakng, A. Mntpou, 2. lkpit{aAng, &. Katowkac (Emio. Emuéleia), Ek6ooeig

2. AZDAAEIA YAIKOY
1. T'ENIKA
YXXOAH MHXANIKQN
TMHMA MHXANIKQN [TAHPO®OPIKHX KAI YIIOAOT'IETQN
nmz KYBEPNOAZ®MAAEIA
ENIINEAO XIIOYAQN METAINTYXIAKO
KQAIKOX MAGHMATOX CSCYB201 EEAMHNO XIIOYAQN 20
TITAOX MAGHMATOZX AX®PAAEIA YAIKOY
AYTOTEAEIX AIAAKTIKEX APAXTHPIOTHTEX EBAOMAAIAIEX
7 7 p q NIETQTIKEXZ
0€& MEPIMTWOT TTOV Ol TILOTWTLKES HOVADES ATIOVEUOVTAL OE QPEX MONAAEE
Slakpitd puépn tov padiuartog wy. Atarééeis, Epyaotnplaxés AIAASKAAIAY
Ackijoeis KAT. Av 0L TIOTWTIKES POVASES amovéuovTal eviaia yia
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TO aUV0oA0 Tov pabruatog avaypayte tig efdouadiaies wpes
SL8aoKaAlag Kat To GUVOAO TWV TILOTWTIKWOV UOVASWY

AladéEelg 3
Acxnoeig [pagng 1
IlpooBéate oeipés av ypeiaotel. H opydvwon Sidackaliag kat o 4 8

SLéaktikég u€6odol oV YPNoLUOTIOLOVVT AL TTEPLYPAPOVTaL
avaAvTikd 0To 4.

TYIIOX MAGHMATOX YroxpewTikd, EEEISIKEVUEVES YEVIKES YVWOTELS

YmoBd6pov , I'evikawv I'vdoewv, Emotyuovikic
Tepioyris, Avamrvéng Agéotritwy

HAEKTPONIKH XEAIAA Cscyb.uniwa.gr and eclass
MAG®GHMATOZX (URL)

(UNIWA Open eClass | Emthoyn padnudtwyv)

2. MAGOHZXIAKA AIIOTEAEXMATA
MaOnolakd AtoteAéopata

Ieprypdpovtatl ta pabnoiakd awoteAéouata tov Uadatos oL CUYKEKPLUEVES YVWOELS, SeELOTNTES KAt LKAVOTNTES KATaAAjAou
EMTESOV TOV O AMOKTHOOVY 0L POLTNTES HETA TNV EMLTUXT) OAOKATIPpWON) TOU UaOHUATOG.

ZvuPovievteite to Mapdptnua A

o [lepypapi Tov Emmésov twv Mabnoiakwy Amotedeoudtwy yia kdbe éva kixAo omovdwv obupwva e lMaioto
Tpooévtwv Tov Evpwmaikov Xwpov Avdtarns Exknaidevong

o [lepypapukol Asiktes Emmédwy 6, 7 & 8 Tov Evpwmaixov [MAatoiov llpooévtwv Awd Biov Mabnong kat [lapdptnua B

o [lepinmrikds 06nyds ovyypapric Mabnoiakdv AmoteAeoudtwy

TKOTOG QUTOV TOU HAONUATOG Elval va TOPEXEL GTOUG UETATTUXLAKOUG (POLTNTEG TIG
KATAAANAEG YVWOELS Kal SEELOTNTEG OYETIKA HE Ta KUpLA BEPATH TNG AOPAAELAG VALKOV,
CUUTIEPANUPAVOUEVWY TWV TPWTWV ONUEIWV TOU VAKOU, TwVv eMBECEWV KAl TWV
KATAAANAWVY UNXQVICU®OV TIPOoTAciaG. Me TV emituyn 0AokApwor autol Tov nabnipuatog,
ot poltTég Ba eival og Bgom va:

e ALNTUTIWOVOLV TIG ATIAULTHOELG ACQEAELXG VALKOV YL £Vt VG TN A,

e Ileptypd@ouv TouG TUTIOVG GPUAUATWY, EAATTWUATWY Kot KvEUVWYV o€ éva
GUOTN A KL TOV TPOTIO AVTILETWTILOTS TOUG KAL VA ETIAEYOUV TIG KATAAANAES
HeBOE0UE YL TNV AVTILETWOTILOT] TOUG.

o Ileprypd@ouv kat e@apuolovv uefo80uG avaAVGN S TNG AGPAAELAS VALKOD.

o Ileprypd@ouv kat e@appolouvv pefo8oug afloAdynons g Ao IAELNG VALKOV.

o YxeSldlouv Ym@LaKd KUKA®UATA YL KPUTITOYPUPIKEG EQAPUOYES.

o Yxedldlouv KUKAWUATA TIOV Ba TIEPLEXOVV EVOWUATWUEVEG SOKILAOTIKEG SOUES YL
€VUKOAO £€Agy)o0.

e EAéyyouv ta KUKA®paTA Yo eAattopata 1 emPAafeis TpdoOETES CLVICTWOES
VAWKOV.

T'evikég IkavoTnTeg

Aaufdvovtag vmtoyPn Ti YEVIKES IKAVOTNTES IOV TIPETIEL VA EXEL ATTOKTIOEL 0 TTUXLOUX0G (OTTWS QUTES avaypdpovtat oTo
Tapaptnua Aimdduaros kat tapatifevrar akolovBwe) oe Tola / TOLEG AT AUTES ATOCKOTEL TO UAONUQ;.

Avadiitnon, avdivon kat obvOeon Sedouévwy kat Zxedtaoudg kat Staxeipion épywv

TANPOPOPLAY, UE TN XP1ION KA TWV AMAPATHTWY Zefaouds otn SLaPoPETIKOTNTA KAl OTNV TOAVTTOATIOMIKOTNTA
TEXVOAOYLOV Zefaouds ato Quotko wepLfdilov

Tpooappoyrj o€ véeg kataoTdoeLs Emibeién kowwvikig, emayyeAuatikiis kat n6ikij¢ vrevOuvotnTag kat
Mjyn amopdoswy evatoOnolag o€ Oéuara pulov

Avtdvoun epyacia AcKnon KPLTIKIG KAl QUTOKPLTLKIG

Ouadikn epyaocia Tpoaywyrj Tng eEAeVOEPNS, SNULOVPYIKIG KAL ETAYWYLKYS OKEYNS

Epyaocia o€ 51e6vég mepifdilov
Epyaocia o€ Siemiotnuoviko mwepifdilov
Tapaywyn véwv epeuvnTIKOV IGEWY
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To paOnua oToxeVEL 0TIG AKOAOVOES YEVIKES LKOVOTNTEG:

e Avaltnon, avdAvon kat cUvBeon §eSoUEVWY Kl TIANPO@OPLWOV LE TN XPNON NG
amapaitnTng Texvoloyiag

e Atoukn gpyacio

e Oupadwkn epyacia

e Epyacia og 81eBvég meptBaAiov

e Aym amégpaocng

3. NEPIEXOMENO MAGHMATOX
H meprypapn) meptéxel To VAKO mov Ba kaAv@Bel katd ) Stapkela 13 StaAéEewv.
Aod€€eig 1-2: Eloaywyn kat Baotkeg Evvoleg, eEEALEN TNG A0@AAELAG VALKOV, ETILOKOTNON
Kal eTimeSa evOG UTIOAOYLOTIKOU GUOTHUATOG, TUTIOL NAEKTPOVIKOV VALKOU, ACQAAELX
VALKOU EVAVTL EUTILOTOGVUVIG UALKOU, AOPAAELA KoL SOKLUT /EVTOTILOUOG GPOALATWY,
NAEKTPOVIKI aAvciSa e@odilacpov.
Atod€€eis 3-4: Eloaywyrn TNV KpUTTOYPA@N 0T KAl Ao@AAEL SES0UEVWY, TTPOTLTIA
kpuTtoypapnong dedopévwv (DES, AES) kot kKpuTITOAYdpLOpOL TUILATOG, KPUTITOYPAPN O
dnuocov KAELS10U Kot aAyopLlO oG acUUUETPOU KAELSLO0U RSA.
Awdedn 5: Baowka otoleia oxediaong kat Soxiung VLSI
Aldhe€n 6: Duoikég emBETELS
Aldden 7: Mepateia TVELVUATIKNG IGLOKTNOI0G VAIKOU KAl QvTIOTPOQN UNXAVIKY
Aldde€n 8: EBeoelg mAeupikol KavaAloy
AtdAen 9: Aovpetot Trrrot YAukow
Awdde€n 10: EmBéoeig oe PCB, RFID kat JTAG
Atadégetg 11-12: Baoikeg TexvoAoyleg ao@AAELAG VALKOU, (PUOLKES T KAWVOTIOW GLULES
ouvaptioels (PUF) kat yevwitpleg mpaypatika tuxaiwv aptbpwmv (TRNG)
Adde€n 13: Metpnomn vAkoU Kol PmeLakn vdatoonpaven

4. AIAAKTIKEYX kot MAOHXIAKEX MEOOAOI - AZIOAOTHXH
TPOIIOX MIAPAAOXZHE | Auto to pabnpua Siddoketal p€ow evog cuvduaopov
Tpbéowmo ue mpdowmo, EE amootdoews ’ . ’ ’
wenaiSevon A SLOAEEEWVY, fxchnGswv,’(ruvsSprv epyaotnpiov
UTIOAOYLOTWV KL XOKICEWV.

XPHXH TEXNOAOTIOQN | o T[IpofoAikd cUoTnua Kat SuvatdTnTa TaPousiaong
[IAHPO®OPIAZX KAI He TV e@appoyn Tov lipoypdupatog Power Point,

’ EHlKOINQ’NIﬂN e Avvatoémta oUvdeong e internet,
Xprion TILE. otn Aidaokalia, otnv

Epyactnpiaxij Exnaidevon, oty Emixowvewvia | ® Xpnon unxavov avadgimong BipAoypapiog HEAL-
e Toug porTnTéS LINK, PUBMED, SCOPUS, GOOGLE SCHOLAR
e Xpnom NAeKTPOVIKOU TaXUSPOUEIOL KoL TNG
10T00eA iS¢ Tou TUNUATOG Yix TNV ETMKOWVWVIX IE
TOUG (POLTNTES KUL TNV EVIUEPWGT] TOUG
e Xpmnon tov eclass tou pabnuatog

OPTANQXH AIAAXKAAIAX , Diptog Epyaciag

Apaoctnpotnta Egauijvou
Teptypdpovrar avalvtikd o Tpdmog kat Ll
uébodot Stéaokaliag.

Lectures 39
Awadé€ei, Zepuvdpia, Epyaoctnplakit Aoknon,
Aoknon IleSiov, MeAétn & avdlvon AO’Kﬁ O€lg degng Tou 30
BiBroypagpiag, ®povtiotiipio, lpaktixi , ,
(Tomobétnon), KAwikij Aoknon, KaAliteyvikd EO—T"(XZOUV OTIV EQAPHOYT]
Epyaotijplo, Aadpaotiki Si6aokalia, |J.€90507\0Y LWV KaL O(V(SO\UO'T]

Exmaubevtikés emoképes, Ekmévnon perétng |J.S7\€‘[ bV
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Idooa Aéoddynong, MéBoSot aéioddynons, ,
Awapoppwtik 1j Zvumepaocpatiki, Aokiuaocia II. Epyaocia 2 (50%)
TMoMamAij¢ Emidoyris, Epwtiioeis Zvtoung
Andvtnong, Epwtioeis Avdntvéng Aokiuiwv,
Enilvon lpoPAnudtwv, I'panty Epyacia,
‘ExOean / Avagpopd, llpopopikr) E&étaon,
Anudoa lapovaoiaon, Epyactnpiaky
Epyaoia, K\vikij EEétaon AoBevous,
KaMuteyvikn Epunveia, AAAn / AAdeg

Avapépovtal pntd mpoodioplopéva kpitijpla
aéloAdynong kat eqv kat Tov elvat
nmpoofdoiua amé Tovs PoLTnTES.

(project), Zvyypagij epyaciag / epyactayv, EKT[(’)VT] on EQYOLO'I’.OLQ 41
KaAliteyviij Snutovpyla, kAT
AvtoteAnig MeAé 90
Avaypdpovtat ot dpeg peAETIG Tov oLTnTI] Total Course Load
yia kdBe pabnoaxij SpactnpldTnTa KABWS 200
Kat oL Peg pun kaBodnyoUuevn G UEAETNG WOTE (25 hours per credit)
0 6UVOALKGS POpTOS Epyaoiag o€ emimeso
g&aunvov va avtiotolyel ota standards Tov
ECTS
AZIOAOTHXH ®OITHTQN
Meptypapri tne Stadikaciag a&loAdynons L Epyaci(x 1 (5 0%) Kot

5. ZYNIZTQMENH-BIBAIOTPA®IA

- llpotewduevn Biphoypagpia:

S. Bhuniaand, M. Tehranipoor, Hardware Security: A Hands-on Learning Approach,
Morgan Kaufmann—Elsevier, 1st edition, 2018.

Introduction to Hardware Security and Trust, First Edition, Mohammad Tehranipoor and
Cliff Wang (Ed.) (2012), Springer, ISBN-13: 978-1-4419-8079-3 or ISBN-10: 1-4419-8079-2
or e-ISBN: 978-1-4419-8080-9.

Towards Hardware-Intrinsic Security, First Edition, Ahmad-Reza Sadeghi and David
Naccache (Eds.) (2010), Springer, ISBN-13: 978-3-642-14451-6 or ISBN-10: 3-642-14451-9
or e-ISBN: 978-3-642-14452-3.

Fault-Tolerant Systems, First Edition, Israel Koren and C. Mani Krishna (2007), Elsevier
Morgan Kaufmann Publishers, ISBN-13: 978-0-12-088525-1 or ISBN-10: 0-12-088525-5
Fundamentals of Dependable Computing for Software Engineers, John Knight, CRC press,
2012.

Fault-Tolerant Design, Elena Dubrova, Springer, 2013.

Building Dependable Distributed Systems, Wenbing Zhao, Willey publications.

Developing Green Software, Dr. Bob Steigerwald and Abhishek Agrawal, Intel Corporation.

Dependability benchmarking for Computer Systems, Karama Kanoun and Lisa Spainhower
(eds), Willey publications & IEEE Computer Society.

Dependable Computing: Design and Assessment, Ravishankar K. lyer, Zbigniew T.
Kalbarczyk, Nithin M. Nakka, Wiley, 2016.

Dependable computer systems, Assen V. Krumov, CreateSpace Independent Publishing
Platform, 2013.
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® Computer Architecture Techniques For Power-Efficiency, Stefanos Kaxiras and Margaret

Martonosi, Morgan & Claypool, 2008.

e System-Level Design Techniques For Energy-Efficient Embedded Systems, Marcus T.

Schmitz, Bashir M. Al-Hashimi and Petru Eles, Springer 2009.

® Power-efficient System Design, Preeti Ranjan Panda, B. V. N. Silpa, Aviral Shrivastava,

Krishnaiah Gummidipudi, Springer 2010.

® Low power design essentials, J. Rabaey, Springer 2009.

3. Texvoloyieg AAucidag Zuotoylwv & Katavepnuévou KaboAkol
1. T'ENIKA
YXXO0AH MHXANIKQN
TMHMA MHXANIKQN ITAHPO®OPIKHX KAI YITOAOTTEZTQN
nviz KYBEPNOAZOAAEIA
EININEAO XIIOYAQN METAITYXIAKO
KQAIKOX MAOHMATOZX CSCYB105 EZEAMHNO XII0OYAQN 1o
TITAOX MAOHMATOX Texvohoyieg AAuoidag Zuotoylwv & Kataveunpévou
KaBoAwou
AYTOTEAEIX AIAAKTIKEX APAXTHPIOTHTEX
0€ TEPIMTWON TTOV 0L TOTWTLKES UOVASES ATTOVEUOVTAL OE EBAOMAAIAIEE
Staxpitd pépn Tov uabiuarog m.y. Atadéeis, Epyaotnplakés MNIZTQTIKEZ
; : 2 : 7 QPEX
Aokijoeis AT, AV 0L TLOTWTIKES HOVADES amovEovTalL eviaia yia MONAAEX
: 2 2 P AIAAXKAAIAY
T0 0UVoA0 Tov pabnuatos avaypdte Ti¢ efdopuadiaies wpes
Stéaokaliag kat To 0UVOA0 TWV MOTWTIKWY UOVEASWV
AtoA€EeLg 3
Aoxnoeig [pdéng 1
IlpocBéate oeipés av ypelaotel, H opydvwaon diéackaliag kat ot 4 4
SLOaKTIKEG HEOOSOL TIOV XPNOLUOTIOLOVVT AL TIEPLYPAPOVTaL
avaAvTIKd 0To 4.

TYINOX MAGHMATOX

YmoBd6pov , T'evikwv v oewv, Emiotyuovikic
Tepioyris, Avamrvéng Ag&otritwv

Avdamtvéng Aséotritwv, YmofdOpov

HAEKTPONIKH ZEAIAA
MAGHMATOX (URL)

Cscyb.uniwa.gr

and eclass (https://eclass.uniwa.gr/courses/CSCYB103/)

2. MAOHZXIAKA AIIOTEAEEMATA

MaOnowaka ATotedéopata

Tepypdpovtal ta pabnoiakd awoteAéouata tov padipatog oL CUYKEKPLUEVES YVWOELS, SEELOTNTES KAl LKAVOTNTES KATAAAAOU

EMTESOV IOV O ATTOKTIIOOVV 0L POLTNTES UETE TNV EMLTUXY) OAOKATIPWON TOV UaOHUATOG.

ZvuPovievteite to Mapdptnua A

o [lepypagpij Tov EmméSov twv Mabnoiakwv Amotedeoudtwy yia kdbe éva kixAo omovdwv obupwva e lMaioto

Tpoadvtwv Tov Evpwmraikot Xdpov Avatartns Eknaibevong

o [lepypapixoi Asiktes Emmédwy 6, 7 & 8 Tov Evpwnaixot [TAatciov llpoodviwv Awd Biov Mabnong kat llapdptnua B

o [lepinmtikés O5nyos ovyypapric Madnoiakwyv Amotedeoudtwy
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Yto udbnua Teyvoroyies AAvoidSag Zvotoyiwyv & Katavepnuévou KaboAikov, ot pabntég Ha
yvwpioovv v texvoroyia Tou Blockchain kat ta yapaktnplotikd g xwpig KATOo Tpo-
QIO TOVEVO.

Me TNV 0AOKA pwaoT TOL HABNUATOG, oL OoLTNTES B elval o€ Béon:

o No EMXEPNUATOAOYOVV OXETIKA Ke TNV Xpriom (1 0xL) piag Avong mov Baciletal
otV teyvoroyia Blockchain o€ pia Sedopévn mepimtwon xpnong.

e Noa oxedialovv pia Avomn mov Baciletat otnv teyvoroyia blockchain

e No KatavooUv TIWG 1) XP110T KPUTITOYPA@ag Kl Yn@LaK®V VTIOYPOP OV UTOPEL va
BEATIOOEL TNV AKEPALOTITA KL TNV ACPAAELX TWV SESOUEVWV

e No dnpovpyolv éva TTOPTOEOAL KAL VXL TO XPNCLLOTIOLOVV YIX CUVAAAQYES

e No ouvéovtal Kot va cuvaAddocovtal ota TiLo Snpo@An diktua Blockchain
(Ethereum, Bitcoin).

e No dnpovpyolv kat va eykabiotovv éva Smart Contract

e No dnpovpyovv éva NFT

T'evikég IkavoTnTeg

Aaufdvovtag vtoypn Tig YeVIKES IKAVOTNTES IOV TIPETEL VA EXEL ATIOKTIOEL 0 TITUXLOUXO0G (OTIWS QUTES avaypd@povtat aTo
Tapdaptnua Atmdduaros kat tapatifevrar akolovOwe) o€ ol / TOLEG ATTé AVTEG ATOCKOTEL TO PAONUQ;.

Avadijtnon, avdAvon kat obvOeon SeSopévawv kat Zxediaouds kau Stayxeipion épywv

TANPOPOPLIY, HE TN XP1ION KAL TWV AMapaiTnTWV ZeBacuis oTn SLaPoPETIKOTHTA KL OTNV TOAVTTOALTIOUIKOTNTA
TEYVOLOYLOV Zefaouds ato Quotko meptfdiiov

Tpooappoyrj o€ véeg KATAOTAOELS Emibeién kowwvikig, emayyeduatikiis kat n6ikij¢ vmevOuviotntag kat
Anjyn anopdoswv svatobnoliag oe Oéuara pvlov

Avtdvoun epyacia AcKnon KPLTIKIG KAl QUTOKPLTLKIG

Ouaduxn epyacia Tpoaywyrj tne eEAeVOEPNS, SNULOUPYIKIIG KAl ETAYWYLKIIG OKEYNS

Epyaocia o€ 51e6vég mepifdilov

Epyaoia o Siemiotnuoviké nepifdilov

Tapaywyn véwv epeuvnTIKOV IGEWY

Tpooapuoy o€ vées kataotdoeis

Afjyn amopdoswv

Avtévoun epyacia

Ouaduxn epyacia

Avadijtnon, avdivon kat abvOeon SeSouEvwV KaL TANPoPopLAV, UE TN XPHON KL TWV anapaiT)TwV TEYVOAOYLOV

3. IEPIEXOMENO MAOGHMATOX
Oewpntiko Mepoc Madnuartog:
To padnua xwpiletal o 8 evOTNTEG:
Evotnta 1: Eloaywyn otnv texvoAoyia Blockchain
Jtnv Evotnta aut mapouctdalovtal Ta BACLKA XOPOKTNPLOTIKA TNG TeXvVoAoylag
blockchain kal avalUovtal ta TPOTEPAUATA KOl TA HMELOVEKTAUATA TNG. EmumAfov,
avaAvovtal ta €i6n twv blockchain mou unmapyouv Kal PEAETATOL TTWE UITOPEL KATIOLOC VAl
Bpet av pa Avon blockchain evéeikvutal os pla mepimtwon Xprnong KoL av Vol ToLog
TUMOG TalpLalel KaAUTepa.
Evotnta 2: Anpodiieic mAatdopueg Blockchain
Ztnv Evétnta auth avaAvovtal ta Suo mio dnuodhn diktua blockchain, auto tou Bitcoin
KaL tou Ethereum. Eetdlovtal To POOlKA XOPOAKTNPLOTIKA Aeltoupylag Toug Kal
ONUELWVOVTAL OL OROLOTNTEG Kal oL SLadopEG TOUG.
Evotnta 3: KAsdLd ka AteuBovoelg
Jtnv Evotnta auth yivetal avaAuTik Tapouciacn otov POA0 TNG OCUMMETPNG
kpumntoypadiag yia tn Snuioupyia tou LeLyoug LBLWTLKOU Kat dnpoctou kKAeldlou. Emiong,
avoAvetal mwg and to {elyog auto amoktatal n StevBuvon tou xprnotn oto Bitcoin
Siktuo kat oto Ethereum.
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Evotnta 4: Wnoakég YroypadEg kat MoptodoAia

Ztnv Evotnta aut mapouclaletal o TPOMO¢ Tou Snuloupyouvtal, UE XpRAon
kpumtoypadnong ,ot PndLakég urmoypadEg kal e€nyeital o podog mou nailouv aUTEG ot
£va Siktuo Blockchain. EmumAéov, avaAletal o polog rtou nailouv ta toptodoAla o Eva
Siktuo blockchain kal peAetwvtal ol StadopeTikol TUTIOL TTOPTODGOALWY TIOU UTIAPXOUV.
Evotnta 5: ZuvaAlayEg

Ztnv Evotnta autr e€nyeital o Ipomocg nou yivovtal ot cuvaAAayEg ota diktua tou Bitcoin
Kal tou Ethereum. E¢nyeital n Baoiwkr Stadopd toug kat tapouatalovral mapadsiypata
yloL TNV Katavonon.

Evotnta 6: E§unveg Zupupaocelg (Smart Contracts) kat Non-Fungible Tokens (NFTs)

Itnv Evotnta autr Ba yivel gl mapouciaon twv EEUTVWV cupBAcewv oto SikTuo Tou
Ethereum. Oa e€nynBel o TpOTOC MOV CUVTACOOVTAL KAL O POAOC TOU gas OTNV EKTEAECN
TouG. Emiong, Ba ouvtaxBei éva Smart Contract kat Oa eykataotodei og éva MPAYUATIKO
Sokipaotikd Siktvo. EmumAéov, Ba mapouoiactouv ta mpotuna ERC mavw ota omoia
Baoilovtal ta NFTs kal ta tokens kat Ba §o6ouv mapadsiypata yla To mwe Unopet va
dnuoupynBouv NFTs mou Baoilovtal oto mpotumno ERC721.

Evotnta 7: Anokevtpwpéves Epappoyég kot Eloaywyn oto Web 3.0

Ytnv Evotnta autn Ba yivel pla mapouciaon tou Web3.0 kot 6o €nynBouv ol Stadopég
Tou pe to Web 2.0. Katdomwv, 6a e€fnynbel mwg pmopel va 6nuoupynBel pa
anokevipwuévn ebapuoyn (Decentralized Application) kat twg cuvéetal pe éva Siktuo
blockchain kat ta anapaitnta Smart Contracts.

Evotnta 8: Neputtwosig Xprong

Itnv Evotnta autn napouctalovtal MOAAEG TIEPUTTWOELG XPHONG OTLG OTIOLEG N XProN TG
texvoloyiog Tou blockchain pmopel va £xetL moAU kohd amoteAéopata Kot vo BEATIWOEL
v anodoon twv olyxpovwv AUcswv. EmutAéov, avaAletal t6c60 0 AOyog mou n
texvoloyia tou blockchain pumopet va BonBnost 6mwg kat roto eidog Abong mpoteivetal
va xpnotlornolnBei o kABe nepinmtwon.

Epyaotnpiako Mepo¢ Madnuatog

To epyaotnplakd pépog Tou pabnuatos akoAoudel to BewpnTikd. Ze AUTO XPNOLUOTTOLOVVTAL
gpyadeia 0Ttwg to ETH.Build to omoio mpoteivetat amd to Ethereum Foundation yiua v
exkmaidevon Tou KOopov otnv TteEYvoloyia tou Blockchain. Xto gpyaieio autd Sivovtat
00K OELG OXETIKEG LUE:

e Tnv Kpuntoypagpia

o T Pnolakés Ymoypa@es

e T Zuvaddayeg
EmumA£ov, xpnopomoleital To epyadeio Tov Remix yia v ovyypaen twv Smart Contracts
OAAQ KOL TNV EYKATAGTOOT) TOUG OE VA TIPAYRATIKO AokipaoTikd Atktuo tou Ethereum. INa
Tov A0Y0 auTO, B Yivel Aoyaplacudg og éva TopTo@OAL (T.x., Metamask). To mopto@oAL Ba
xpnotpomomBel kat yia tnv amootoAn] NFTs petadt twv @oltmtwv/Tplov.
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4. AIAAKTIKEY kat MAOHXIAKEX MEO®OAOI - AEIOAOT'HXZH
TPOIIOX MAPAAOXHE | [Ip6owTo pe TPOoWTO

Ipdowmo pe mpdowmo, EE amootdosws
exmaibevon KAT.

XPHXH TEXNOAOTION | o [IpoBoAikd ocVOoTNUA KAL SUVATOTNTA TIAPOLOINONG UE
[AHPO®OPIAZ KAI ™V e@appoy tov Mpoypdupatos Power Point,

ENNIKOINQNIQN . . .
Xprion TILE, oy debaowadla, oty | © Avvatdtnta cvvdeong e internet,

Epyaotnpiaxij ExnaiSsvon, otnv Emuxowwvia | ® Xpnon unxavav avadntnong PipAwypagpios HEAL-
HE TOUG POITNTES LINK, PUBMED, SCOPUS, GOOGLE SCHOLAR
o Xpnom niektpovikol Taxudpopueiov kat TG
10T00eA{Sag Tou TUNUATOG YL TNV ETKOWVWVIX pE
TOUG (POLTNTES KAL TNV EVUEPWOT] TOUG
e Xpnom tov eclass tou pabnuatog

OPTANQZXH AIAAYXKAAIAX , doptog Epyaciag

Apaoctnpotnta Efapijvou
Teptypdpovrar avalvtikd o Tpdmogs Kat Ll
uébodot Sidaokaliag.

Lectures 39
Awadé€eig, Zepuvapia, Epyaotnpaki Aoknon,
Aoknon [esiov, MeAétn & avdAvon AO-KT’] osg Il pdzng Tov 21

BiBroypapiag, Ppovtiotripio, paktiki , ,
(Tomo6étnon), KAwviki) Aoknon, KaAhiteyviko SO—T[O‘ZOUV OTNV EQAappoyn

Epyaotijpio, Awadpaotikij Si6ackalia, }J_S@OSO)\OYLO’)V Kot O(V(S()\UO'T]

Exnmaibevtikés emokéers, Exmévnon puerétng HS)\ST bV

(project), Zvyypagrj epyaciag / epyactav,

KaA\iteyvikn Snuiovpyia, kAT - -
Exmovnon epyaciag 20
AvtoteAng MeAém 20

Avaypdpovtat ot dpes peAéTns Tov ottt
yia kdOe puabnoakij SpactnploTNTA KAOWDS

Kat oL peg un kaBodnyoUuevng ueEAETNG Wate Total Course Load
0 oVVOALKdG PApTOG Epyaoiag o€ emimeso 100
eéauifvov va avtiotowel ota standards Tov (25 hours per credit)
ECTS

AEIOAOTHZH ®OITHTQN | Qa avateBel pla tedkny gpyaoio kot o Babuog Oa

Heprypagn ng Stadikaciag aéloAdynong SEO(pTT] Bel:

I\dooa AgloAdynong, MéBodot agoAdynons, | ~ Eni mg¢ mapasdobeicag ypamtig epyaciag (40%)
Awapoppwtikij 1) Zvunepaouatiki, Aokiuacio

HoMamiijs Emidoyris, Epwtijoets Zvrouns - ZTnv Ttpo@opLkn Tapovaiaot tngs epyaciag (60%)
Andvtnong, Epwtijoeis Avamntuéng Aokipiwv,

Emidvon lpofAnudrtwv, I'panti Epyacia,

‘Ex6eon / Avapopd, llpopopuxr) EEétaon,

Anudota llapovaoiaon, Epyactnpiakij

Epyacia, KA} Eéétacn AcBevovs, Kabe doknon/mpofAnua g epyaciag £xel SLIA@OPETIKN
KeMurexvuar) Epunvel, A7y / AMeg BadpoAoyia n omoia avaypa@eTaL 6TV KOOV 0T

Avagépovtar pntd mpoodloplopéva kpitipia
aéloAdynong kat edv kat mov elvat
TPOOPACIUX ATTO TOVG POLTNTES.
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5. ZXYNIZTQMENH-BIBAIOTPA®IA

- [Ipotewdpevn Bifloypapia:

AITAIKH

1. A. Antonopoulos, “Mastering Bitcoin”, O’Reilly, 2" edition, 2017.
2. A. Antonopoulods, G. Wood, “Mastering Ethereum: Building Smart Contracts and DApps”,

O’Relly, 1°* Edition, 2018.

EAAHNIKH

Matpwakng, X., Aghiykou, E., & Koyiag, A. (2023). AAuaidec Suotowtwy (Blockchain)
[Metamtuylako eyxelpibio]. KaAAuTog, Avolktég Akadnuaikég EKSOOELS.
https://dx.doi.org/10.57713/kallipos-171

HAextpovikés AtevBivoeis

https.//bitcoin.org/bitcoin.pd f

4. Kavoveg kal NpwtokoAla KuBepvoaodaleiag

1. T'ENIKA
XXOAH MHXANIKQN
TMHMA MHXANIKQN [TAHPO®OPIKHEZ KAI YIIOAOT'IETQN
nmz KYBEPNOAZQAAEIA
EIIIEAO ZIIOYAQN METAIITYXIAKO
KQAIKOX MAOGHMATOX CSCYB102 EZAMHNO XIIOYAQN 1o
TITAOX: MAGHMATOX KANONES KAI TPQTOKOAAA KYBEPNOASMAAEIAS
AYTOTEAEIX AIAAKTIKEEX APAXTHPIOTHTEX
0& TEPIMTWON OV 0L TOTWTIKES UOVASES ATOVEUOVTAL O EBAOMAAIAIES
Slakpita puépn tov padnuartog mwy. Atarééeis, Epyaotnplaxés QPES MNIXTQTIKEX
Aockrjoels kAT AV 0L TLOTWTIKES HOVASEG AmoVEUOVTAL EVIXIX YiA MONAAEX
2 p ; P AIAATZKAAIAY
TO oUV0oA0 TOv pabnuatos avaypate Tis efSopuadiaies wpes
SLéackadiag kat To GUVOAO TWV MOTWTIKWY UOVESWV
Ao éEeig 3

Acxnoeig [pdaéng 2
IIpocOéate oelpés av ypeiaotel. H opydvwon diéackaliag kat o 5 7
SLéakTikés uéBoGoL IOV YPNOLUOTIOLOVVT AL TIEPLYPAPOVTaL
avaAVTIKG 0T0 4.

TYIIOX MAGHMATOX

YmoBdOpov , I'evikav I'vdoewv, Emotnuoviks
Ieployns, Avdamrvéng Ag&otritwv

Avdntvéng As&otiitwv, Ymofdbpov

HAEKTPONIKH ZEAIAA
MAG®HMATOZX (URL)

Cscyb.uniwa.gr

UNIWA Open eClass | KANONE?X kat MTPQTOKOAAA
KYBEPNOAZ...

TeUyo¢ B’'878/07.02.2024
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2. MAGHXIAKA AIIOTEAEXMATA
Mafnolaka ATotedéopata

leptypdpovrtal ta pabnolakd amoTeAéouaTa Tov UaBUATOS 0L CUYKEKPUUEVES YVWOELS, SEEIOTNTES Kat LkavdTNTES KATAAAAOU
emTESOV OV B ATOKTOOUV 0L POLTNTES UETA TNV ETLTUXY OAOKA)pwan TOV puadruarog.

ZvpPovievteite to Mapdptnua A

o [lepypapn Tov Emmésov Twv Madnoiakwy Aotedeoudtwy yia kdbe éva kikAo omovdwv obupwva e lMaioo
Tlpooévtwv tov Evpwmaikov Xwpov Avdtarns ExknaiSevong

o [lepypapikol Asixtes EmméSwy 6, 7 & 8 tov Evpwnaikov ITAatciov llpocdvtwv Ak Biov MdOnons kai Mapdptnua B

o [lepiAnmrikds 06nyds ovyypapric Mabnoiaxdv Amotedeoudtwy

Ot oLt TéG pumopovv va

- VA KATAVO1| 00UV TO OKOTIO, TO TIES{0 EQAPUOYNG KL TI ONUAGIA TWV SLa@ipwVv Kavovwy
- AToPVN HOVEVOLUY Bactkol 6poUG, 0pLooUS Kot BEPEAMWBELS apYES TWV TIPOTUTIWV
kuBepvoac@daielag. Auto to emimedo fonbd& oty otkodounomn pag BepeAlwdouvg

KATAVON GG TWV EVVOL®V ACQAAELNG TWV TTPOTUTIWY KUBEPVORGPAAELOG.

- avaAvovv T oun, T CUCTATIKA OTOLYEIN KAL TIG ATIALTIOELS TWV TIPOTUTIWV
KuBePVOATPAAELAG
- a§loAoyovv ta TpoTUTIA KU PBEpVoac@dAeiag, Aapufavovtag uoymn ta Suvatd kat adVvata

onpeila TOUG KAl TN GUVAPELX LE CUYKEKPLUEVEG OPYAVWTIKEG AVAYKEG.
- EQAPUOTOVV TA TIPOTUTIA KUBEPVOACPAAELNG OE TIPAY LATIKEG KATAOTAOCELG

- [leprypa@ovy, Tig peB6E0VG IOV XPNOLLOTIOLOVVTAL YIA TNV £VapEN EVOG TTPWTOKOAAOU

- eMSELKVVOLY, TNV IKAVOTNTA ETMAOYTNS TOU KATAAANAOU TIPWTOKOAAOL

- TPOTIOTIOLOVV EVA TIPWTOKOAAO TIPOKELLEVOU VA ETILKALPOTIOLEL TO TIEPLEXOUEVO TOV.

- ouykpivouv TtapdpoLa TPpWTOKOAAQ.

- AVATITUGCGOUV ATIO TNV APXT] £VA TIPWTOKOAAO UE OAEG TIG APUOSIESG ETILTPOTIES.

- aToPAG{{OVV, GYXETIKA LE TNV ETAOYT TIPWTOKOAAOL G€ Eva S£50UEVO £pYO TTOU TIPOKELTAL
va avaAdBouv

Tevikég IkavoTnTeg

Aaufdavovtag vtoPn Tig YEVIKES IKAVOTNTES IOV TIPETEL VA EXEL ATIOKTHOEL 0 TITUXLOUXOG (OTTWS QUTES avaypapoviaL 0To
Hapaptnua AmAwpatos kat TapatiBevral akodovBws) o€ ol / TOLEG A6 QUTES AMOOKOTEL TO HAONUQ;.

Avadiitnon, avdivon kat obvOeon Sedouévawv kat Zxedlaoudg kat Swaxeipion épywv

TIANPOPOPLAY, UE TN XPION KL TWV ATAPALTNTWY Zefacudc otn SLaPopeTIKOTNTA KL GTNV TOAVTOMTIOUIKGT TA
TEYVOAOYLDOV Zefaouds ato puotké mepifdirov

Ipooapuoyrj o€ Vés KATAOTAOELS Emibeién kowwvikijg, emayyeAuatikiic kat nbuxis vmevOuvitntag kat
Aijyn amopdoswv gvatobnolag oe Oéuara pvlov

Avtévoun epyacia Aoknon KpLTIKIG Kal QUTOKPLTIKIG

Ouadikn epyaocia Tpoaywynj Tng eEAeVBePnS, SNULOVPYIKIG KAl ETAYWYIKYS OKEYNS
Epyaoia oe 61e0vég mepifdArov

Epyaocia o€ Siemiotnuoviko wepifdilov
Tapaywyn véwv epevvnTiKdV I6EDV

AvakAnon Bactkav YEyovoTwY Kat EVVOLWV CYETIKE UE TA TPOTUTTA KUBEPVOATPAAELAS
Xprjon TpoTUTWV KUPEPVOAOPAIELAS OE OUYKEKPLUEVA TTAQOLA 1) CEVApLA

E&stddovv kat va avaAlovy Ta TpOTUTTA KUBEPVOATPAAELACS YIX VA KATAVOOUV TA CUGTATIKA
TOUG OTOLXE(.

A&10A0yoVV THV AMOTEAECUATIKOTNTA KAl TV KATAAANAGTITA TWV TPOTUTTWV AOPHAELAG
oTov KuPepvoywpo Na avamtiooouy KatvoTOUeS AVGELS 1] GTPATNYIKES UE fdon Ta TpdTUTTa
ACPAAELAG OTOV KUBEPVOYWPO.

Katavooiv to vonua kat T onuacia Twv mpoTtinwy AoPIAELAS GTOV KUBEPVOYWPO.
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3. NNEPIEXOMENO MAOHMATOX

Oswpntikdé Mépog Mabrjuatog:
H meprypapn meptéxel v VAN ov Ba kaAv@Bel katd T Sidpkelx Twv 13 efSopddwv
1) Meprypaen Twv TPWTOKOAAWY Kol TWV TTPOTUTIWV
2) Emke@alng opyaviopol ota TpwtokoAda kuPepvoac@dielag, H iepapyia otnv
TAPAYWYT) TPWTOKOAAWY
3) Baowkd otoeia BOT, MpwtokoAAa yia TV avtokivntoBounxavia (m.y. FlexRay, SAE
J2735)
4) MpwTOKOAAX TNAETILKOLVWVLOV
5) MNpwtékoAa kal TPOTUTIA VAUTIALAKNG QO@PAAELNG OTOV KUBEPVOXWPO, KWOSKAG
Seovtoloyiag g TN
6) FIPS
7) Awxufépvnon, kivduvog kat cuppop@won (ERNEST YOUNG) kot aglomiotn ac@aieia
UTIOAOYLOTWV
8) I'KIIA, mtpootacia mtpoowTikwy dedopévwv GRC ()
9) CERT, NIST, NIS, NERC
10) Kowa kprtripla (ISO 15408) kat [optokaAi iAio
11) MpwTtoKOAAX S1kTVOL
12) MpwTOKOAAX KAL TTPOTUTIA KWV THG TNAEQ@WVING YLK TNV ACQPAAELL 0TOV KUBEPVOXWPO
13) MpwTOKOAAX KAl TTPOTUTIO VOGOKOUELXKTG KUBEPVOATPAAELAG

4. AIAAKTIKEY kot MAOGHXIAKEX MEO®OAOI - AZEIOAOTHEH

TPOIOX MAPAAOZHE | [TpdowTo pe TPOCWTO
lpdowmo pe mpdowmo, E¢ amootdoews
ekTaidevon KA.

XPHXH TEXNOAOTIQN | o [IpoBoAikd cOotnua Kot SuvatdtnTa Tapovsiaong te
[IAHPO®OPIAX KAI ™V e@appoyy tov Mpoypdupatos Power Point,

, EHIKOINQ,NIQN e Avvatomnrta cUvdeong e internet,
Xprion TILE. otn AlSackalia, otnv

Epyaotnpiaxij ExnaiSsvon, otnv Emucowwvia | ® Xpﬁﬁn llT]Xan)V OCVOLZﬁTT]GHC BLBALOYPOKP[O(C HEAL-
HE TOUS POITNTES LINK, PUBMED, SCOPUS, GOOGLE SCHOLAR
o Xpnion niektpovikol TaxuSpopeiov kat g
LoTooeASag Tou TUNUATOS YIX TNV ETKOWVWVIA [LE
TOUG (POLTNTES KL TNV EVUEPWOT] TOUG
e Xpnon tou eclass tov padnuatog

OPT'ANQZXH AIAAXKAAIAX , d)épfog Epyao'l'ag

Apaoctnpotnta E %
Teprypdpovrar avalvtikd o Tpomog Kat fall nvov
uébodot Sidaokaliag.

Lectures 39
Awadé€eig, Zepuvdpia, Epyaotnpaki Aoknon,
Aoknon Iledilov, MeAétn & avdivon AGKﬁ oeg Il pdgng Tov 26
BiBrioypapliag, @povtiotiipio, lpaktikn , ,

(Tomo8étnon), KAwvikij Aoknon, KaAAiteyvikod EOTLACOLY OTNV EQappoymn
Epyaotiplo, Aiadpaotixi Stbackalia, u£90807\0Yld)V Kol O(VOO\UO'T]

ExmaiSevtikés emokéels, Ekmévnon puerétng HEAET bV

(project), Zvyypaprj epyaciag / epyactav,

KaAAiteyvikij Snutovpyla, kAT - -
Exmovnon gpyaociag 50
AvtoteAng MeAétn 60

Avaypdpovtat ot wpeg HEAETNG TOV POLTNTI
yia kdOe pabnowaxij SpactnpldTnTa KABWs

Kat oL peg un kaBodnyovuevns ueAéTnG dote Total Course Load
0 OUVOALKGS POpTOC epyaoiag o€ emimeSo 175
e&aurivov va avtiototyel ota standards Tov (25 hours per credit)
ECTS
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leprypapn s Stadikacias a&oAdynong

T'\dooa A&oAdynons, MéBobor aéioAdynans,
Awapoppwtiky 1 Zvurepacuartikty, Aokaocia
ToMamhris Emidoyiis, Epwtijoeis Zvtouns
Andvinons, Epwtijoeig Avamtvéng Aokiuiwv,
Enidvon MpoPAnudtwv, I'party Epyacia,
‘ExOeon / Avapopd, llpopopuxri EEéTaon,
Anudora llapovaiaon, Epyactnpiakij
Epyaoia, Khwiki) Eéétaon AoBevoug,
KaA\iteyvikn) Epunveia, AAAn / AAAeg

Avagépovtar pntd mpoodloplopéva kpitrpia
aéloAdynong kat eqv kat mov givat
TPOoPdoiua amd Tovs PoLTNTES.

AEIOAOTHZH ®OITHTQN | |I. Multiple choice questions (40%)
1. Class Participation (20%)

IV. Research work on a standard (40%)

5.

XYNIZTQMENH-BIBAIOTPA®IA

- [lpotewvduevn Biphioypaplia:

1) Cybersecurity Risk Management - Mastering the Fundamentals Using the NIST, Cynthia Brumfield, Brian Haugli,
WILEY, 2021

2) 5G Cybersecurity Standards, ENISA, 2022

3)  "NIST 800-53: Security and Privacy Controls for Federal Information Systems and Organizations" by Ron Ross, Stu
Katzke, Arnold Johnson, National Institute of Standards and Technology, 2020

4) 1SO 27001/27002: A Pocket Guide" by Alan Calder, IT Governance Publishing, 2008

5)  CISSP (I1SC)2 Certified Information Systems Security Professional Official Study Guide" by Mike Chapple, James
Michael Stewart, and Darril Gibson, 7th ed. John Wiley and Sons, 2015

6) Cybersecurity for Hospitals and Healthcare Facilities, Ayala Luis, Apress, 2016

7) Biometric-Based Physical and Cybersecurity Systems, Obaidat, Traore, Wouhgang (eds), Springer Nature
Switzerland AG, 2018

8) Effective Cybersecurity: a Guide to Using Best Practices and Standards, William Stallings, 2018

9) Automotive Cyber Security: Introduction, Challenges, and Standardization, Kim S., Shrestha R., Springer, 2020

10) The Ultimate Guide to Cybersecurity Planning for Businesses, 2020

11) Derived Test Requirements for FIPS PUB 140-2: Security Requirements for Cryptographic Modules, National
Institute of Standards and Technology (Author), 2011

12) Cybercrime and Cyber Warfare, Igor Bernik, ISTE Ltd and John Wiley & Sons Inc, 2013

13) Cyber Security Essentials, Rick Howard, Taylor & Francis Inc, 2010

Webliography

https://www.itgovernanceusa.com/cybersecurity-standards

https://www.enisa.europa.eu

5. AZOAAEIA NAHPOODOPIAZ

1.

FENIKA

2IXOAH | MHXANIKQN

TMHMA | MHX/KQN MAHPO®OPIKHE KAI YITOAOTIZTQN

EMINEAO ZMOYAQN | METANTYXIAKO

KQAIKOZ | CSCYB104 | EEAMHNO 2MoYAON | 1o
TITAOZ MAGHMATOZ | AZDANEIA NAHPO®OPIAZ
KATANOMH MAGHMATQN EBSonaduaiecpes | prrg noyasec
Adaokaliag
Mabruata 2
AOKNOELg 1
3 3
TYMNMOZ ENOTHTAZ | YroxpewTkéG, EEELOIKEUEVEG KaL MEVIKEG YVWOELG

MAOGHMATOZ

rA @OITHTEZ ERASMUS | NAI

IZTOZEAIAA | http://
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2 MAGHZIAKA ANOTEAEZMATA
MAOHZIAKA ANOTEAEZMATA

To pabnpa otoyeveL 0TV EKTTABEVON TWV POLTNTWY GTOV TOUEX TNG ACPAAELNG
CUOTNUATWY TAT|POQOPLOV KL ETIKOLVWVLWDV, KAOMG KoL OTIG TEYVOAOYIEG TIPOGTAGING TNG
WBLOTKN G {wNG. ZUVOALKA, TO LA Exel Tpoypappatiotel AauBdvovtag vtoym Ta
axkoAovOa onpela:

Me v emiTuy] 0AOKANPWOT AUTOV TOV HaBNUATOG, 0 poltnTNG Oa elval oe Béon:

e TNV euPdBuvon kat epméSwon VPMAY ETTESOV YVWOEWVY 6TO EVPOG TOU TOUEXR TNG
Ac@dadelag ITAnpo@opLiv.

e Amoktnon egeldikevpévav SeEloTTwv oty emidvon TPofANUATWY ZUOTHATWY
Ac@ddelag [TANPo@OPLOV LLE GTOXO TNV ATIOKTNOT BAcTS Yia oXeSLAoUO €pEVVAG Kot
Kalvotopiag otov Topéa g AGOAAELXS.

ESwotepa o @ortnts Ba elvat otkelog pe tnv:

e Katavonon g Soung kat Aettovpyiag twv Zuotnudtwv Ac@alelag [IAnpo@opimv
(oto Awadiktvo).

e Aplotn yvwon twv emméSwv Siktvov, IPv4, ICMP, ARP, Sniffing, MAC Spoofing, .

e AC@AAEld TWV EQAPHOYWDV ALASIKTVOV, TWV APYLTEKTOVIK®OV SIKTUWV, TNG
ONUATOSOTNONG KAL TWV TIPWTOKOAAWV ETKOVWVING.

e AfloAdynom twv kpLmpiwv g Cryptology

e EmAoyn Twv KATEAANA®Y Pn@LaKOV UTIOYPO@®VY Kot Pn@LK®OV TG TOTIOW TIKWOV.

e AvdAuon kat T oUyKpLoT) T®WV GUYXPOVW®WY KPUTITOYPAPIK®Y 0AYyopBpwv
e Anpovpyia kat oxedlaon Twv Zuomuatwyv Aaxeiplong Ac@alelog
e MdOnon tou Nopwkod mAawciov Touv Awdiktoov ISWTIKOTNTAG KAl TOL
KuBepvoeykAnpatog
Fevikég As§LotnTeg

e Avaxtnon, avaAvon kat cVvOeoT SES0UEVWV KAL TIAT|POQOPLMOY, LLE TN XP1I0T) TWV
ATUPALTN TWV TEXVOAOYLWV

«  Opadwn Epyacia

. IpowBnon g eAevBepNG, SNULOVPYLIKNG KL ALTLOAOYIKIG OKEWNG

3. NEPIEXOMENA MAGHMATOZX
H meplypadn meptéxet To UALKS ou Ba kaAudBel katd tn Stdpkela 13 cuvedplwv.

1 Baokég vvoleg kal {NTNUATA ACQOAAELNG

2 Alxtua kat AtadikTuo

3 Ao@aig ovvdeon Slemang

4.  Ipoypappatiopds Atadiktov
5. Ac@dleia E@appoywv Atadiktiou
6
7
8
9

Elocaywyn oty Kpumtoloyia
Zuyyxpovol Kpumtoypagikoi AAyopiBuot
AkegpaldTTa Kot aUOEVTIKOTNTA PNVOIATOG
Yneakeg Yroypagég kat Pnelaxa IMictomomtikd
10. Ewovika IStwtikd Alktua
11. Awyxeilpion Aopareiag
12. Amdvinon oe cvpfavta ac@aleiog & Ym@lakn eykAnuatoioyia
13.  I8wwtikd amoéppnto oto Awadiktuo kat ‘EykAnpa otov kufepvoxwpo
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4. MEOOAOI AIAAZKANIAL - EZEETAZH

TPOMOZ MAGHMATOZ | Ala {wong

XPHZH TEXNOAOTIAZ e Xpnon TIE ot Adackaria Madnpdtwv

MNAHPO®OPIKHZ KAI EMIKOINQNIQN o Xpnon tov cuotpatog Open eClass, pe

QVEBACHEVESG ONUELWTELS, SLAAEEELG, AOKNOELS YIX
€EA0KN 0T Kal ETTIKOWWVIN Le pHaONTEC.

MEOGOAOI AIAAZKAAIAZ NMeptypapn Medobou Doprog E§aurvou

AaNEEELG 26
AoKNOELg 13
Epeuvntikn Epyacia 15
MeAETn 30
JUVOALIKEG WPES padnuaTwv 75
(poptog epyaciac 25 wpwv ava

ECTS)

E€€étaon
I. Fpartth tehkn e€€taon (60%) kat
Il. Epeuvntikn epyaoctia (40%)

5.

BIBAIOTPADIA

Mpotetvouevn

Kpurttoypapio & Aopdleia Aiktuwv Apxeéc& Epapuoyég, William Stallings, ExSooeig
IQN.

Katowa 3, Mkpit{aAn A., TkpitlaAn 2. Aopaleia lNMAnpopoplakwy Suotnudtwy, Ek60oelc
Néeg Texvoldoyieg.

lkpit¢aAng 2., Nkpit{aAng A., Katowkac 5., AopdAsia Aiktowv YrmoAoylotwy, A.
MAMAZQTHPIOY & ZIA OE, 2003.

Business Information Systems: Technology, Development and Management for the
Modern Business, Paul Bocij, Andrew Greasley, Simon Hickie, Sixth edition, Pearson 2018

EmuAgov

Cybersecurity, Mowbray Thomas J., Third edition, John Wiley & Sons In

Anderson R., Security Engineering, Wiley (2nd ed.), USA, 2008.

Gollmann D., Computer Security, 3rd edition, Wiley, March 2011.

Pfleeger C., Security in Computing, Prentice Hall (4th ed.), USA, 2006.

Rhodes-Ousley M. Information security: The complete reference. McGraw-Hill Education.
Zoupng A., NMatodg A., Mpnyoptadng N., Aopaleia tne MAnpogopiacg, EkSooelg Nésc
Texvoloyieg, 2004




7068 EQHMEPIAA THX KYBEPNHZEQX Teuyog B'878/07.02.2024

6. AcddAela AikTOWV
1. TENIKA
XXOAH MHXANIKQN
TMHMA MHXANIKQN ITAHPO®OPIKHX KAI YITOAOT'TETQN
ENINEAO XIIOYAQN METAIITYXIAKO
KQAIKOX MAOGHMATOX CSCYB206 EZAMHNO XII0YAQN 20
TITAOX MAOGHMATOX Ac@diela AtkTOWV
AYTOTEAEIZ AIAAKTIKEX APAXTHPIOTHTEZ
0€& TEPITITWOT) IOV 0L TILOTWTIKES UOVASES ATOVEUOVTAL OE SLAKPLTA EBAOMAAIAIES
uépn Tov padiuarog mwy. Aiadééeis, Epyaotnplakés AoKkiioelg KA. QPEX MIETQTIKEE
AV 0L TIOTWTLKES HOVASES AmOVEOVTAL EVIALQ YA TO CUVOAO TOU AIAATKAAIAE MONAAEX
uadnpatos avaypdpte tig efdopadiaies wpes Siéackaliag kat o
0UV0A0 TWV TOTWTLKWY UOVEASWV
AladéEelg 3
Aoxnoeig lpdéng 1
IlpocOéate oepés av ypeiaotel. H opydvwon didackaliag kat ot 4 7
StéaKtikés uéBodot mov ypnoomoLovvIaL TEpLypdpoval
avaAvTIKd oTo 4.

TYIIOX MAGHMATOX Avdmrvéng Ae§lotiitwy
YroPdOpov , l'evikwyv MN'vdoewy, Emotnuovikiic
Heproyns, Avantvéng Aséotitwv

HAEKTPONIKH ZEAIAA Cscyb.uniwa.gr
MAG®HMATOZX (URL) Kal eclass

(UNIWA Open eClass | Emthoyr padnudtwv)

2. MAGHZXIAKA AIOTEAEEMATA

Mafnolaka ATotedéopata

[eptypdgpovrtal ta pabnolakd amoTeAéouata Tov UabUATOS 0L CUYKEKPULEVES YVWOELS, SEEIOTNTES Kat LKaVOTNTES KATAAAAOU

EMTESOV OV O ATOKTHOOVY 0L POLTNTES UETA TNV ETLTUXT) OAOKATIpWAN TOU UaAOUATOG.

ZvuPovlevteite to Mapdptnua A

o [lepypapi Tov Emmésov Twv Madnoiakwy Atotedeoudtwv yia kdbe éva kUkAo omovdwv obupwva e Miaioto
Tlpooévtwy tov Evpwmaikov Xwpov Avdtarng ExknaiSevong

o [lepypagpikol Asiktes Emumédwy 6, 7 & 8 tov Evpwmaikov MAatalov Mpoodvtwv Ak Biov MdOnong kat Mapdptnua B

o [lepiAnmtikds 06nyds ovyypapric Mabnolaxdv Amotedeoudtwy

H Ac@ddeia AlktOwv eivat éva Bactkd uabnpa o éva mpdypoappo METATTUXLAKWOV ZTOVSWV
oto Cybersecurity Tov evioyUeL TI§ YVWOELS TWV QPOLTNTWV OXETIKA HE TNV ACQUAELX OF
TIOAAOVG SLAPOPETIKOVGS TUTIOUG SIKTUWV UTIOAOYLOTWV.

YKo Tou pabnuatog eivat va epBabivel Tig BewpnTIKEG KAl TIPAKTIKEG SEELOTNTEG TTOV
€XoLV 1181 0L POLTNTEG 0T SIKTLA VTIOAOYLOTWV KAl GTOV TOHEN TNG ACPAAELNG VTTOAOYLOTWOV
Kal va KoAOPEL TA QTMOUTOUUEVH OCUUTANPWUHATIKA Bépata oto mAaiolo g
kuBepvoaoc@aielas. Auto Ba Toug TTpocPEPeL TTPOGHETN TEXVOYVWala Kat SeELOTNTEG LYMAOD
ETTIESOV VLA TNV yOPA EPYACILAG KL TNG EPEVVAS YLA VAL GUVEXIGOUV TIG OTIOVSEG TOUG OTO
EMOUEVO eMiTESO.
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Me to TéAog auToV TOU paBNUATOG, 0 @OLITNTHG Do PTACEL O EMAYYEAUATIKO €TtimeSO
OTNV Ao@AAEL SIKTUWV OGOV A@OpP& TIG 0POAOYIES, TIG KUPLEG EVVOLES, TIG VEEG TEXVOAOYIES
KoL T TAE0V SNUO@IAT] epyadeia.

Me TNV €mITUXT) 0AOKATPWOT TOV HABUATOG 0 @oltn TG Ba elval og Bon va:

Vo avayvwpilel TOUG TApEyoVTES IOV 081YOUV GTNV AVAYKT YIX Ao@AAELQ SIKTOUWV Kal
ETILKOLVWVLWV.

Vo avayvwpilel Kal va KATNYOPLOTIOLEl CUYKEKPLUEVA TTapadelyuata eTOECEWY O
Sixtua.

va tpocadlopioel evmadn onueia oTIG EMIKOWVWVIES KL Ta SikTLA.

Vo oXeSLATEL KAL VAOTIOLEL AGQOAT) CUGTILATA KL EQAPUOYEG SIKTUWV.

Vo SLKPLVEL TA TIAEOVEKTILATA KOL TAL LELOVEKTI AT EVOAAAKTIKMV APXLTEKTOVIKWOV
AGPAA®V SIKTUWV KAL ETIKOWVWVLOV.

Vo SLKPLVEL KAL VO CUYKPIVEL GUUUETPLKA KOl ACVUUUETPA KPUTITOGUGTH AT KOL VA
YVWPIEL T XAPAKTNPLOTIKA VEPLSIK®OV GCUGTNUATWV.

Vo YVwplCeL Ta epyaAeia KoL TIG TEXVIKES YLK TOV EVTOTILOUO TWV KEVWV OCQOAAELNG TWV
SIKTUAK®OV CUCKEVMV KL TWV EQAPUOYWDV KL va SLakpiveL Ta TIpo Aot Kat Ta
OQAALATA TIOV 0QEAOVTAL GTNV AVETAPKT] EQUPLOYT HNYXAVICL®OV ACPAAELXG TWV
GUOKELWYV KL GTNV AVETIAPKT TIpooTacia g TAnpo@opiag mov peTadiSeTal HECW TWV
SLASIKTUAKMOV EQAPLOYDV.

Vo EPAPUOTEL TIG YVIDOOELG TOU YA VX TIPOCTATEVEL TIG CUOKEVES KL TNV LETASLEOEVN
Swctvakd TAnpo@opia amd KakOBoVAEG EVEPYELEG UTIOKAOTING, TPOTIOTIOM O,
KATAOTPOPNG KL TAAGTOYPA&PNONG TG TAN po@opiag.

va alodoyel TV ao@aAn Aeltovpyla Twv SIKTVWV, va EVTOTIL{EL TUXOV KEVE Ao @AAELOG
otV TPOcBaon Kol oTN HETAS00N TNG TANPOPOPLAS, ELSIKA OE ATIOUAKPUGHEVOUS
XPNOTEG.

VO QVTILETWTIOEL TIG EEEAIEELG GTOV TOPER TNG ACPAAELAG SIKTUWV KAL ETTILKOLVWVLWOY,
Bépata ota omoia Ba Exet epPabUVeL TIG YVWOEL.

Ba £xel TV kavdTnTa va KaBodnyel Tig aAday£g o eTtpépouy ot eEeAEeL otV
TeYVoAOyla 6TOV TOUEN QUTO.

Ba £xel TV kavdTNTA v a&lodoyel Kat va SLakpivel ao@aAn] KL pun ao@aAr] CUOTIUATO
SIKTVWV Kal EMIKOWWVieG LETAE) TWV LEPWV TOUG.

Ba £xel TV kavdTnTA v e@appolel peBodoAoyikd tnv amokOeioa yvwon yla thv
KATavOn o1 Kal eTAVOT) TIPAKTIKWOV TTPOLBANUATWV.

Ba £xeL TV IKavdTNTA Vo Xp1oLpoToLel ovyypoves pe®ddoug yia v pootacia
SIKTUAK®OV CUCTNHATWY KAL CUCTNUATWY ETKOWVWVLWDV.

Ba éxel MV avoOTTA Vo cuvepyaletal pE GAAOUG Yl TNV ETAVOT TPAYUATIKWOV
TPOBANUETWV.

T'evikég IkavoTnTeg

AauPavovtag vméyn Ti§ Yeikés IKavOTNTES IOV TIPETEL VA EXEL ATOKTHOEL 0 TTUXLOUXO0G (0TS auTéS avaypdpovtat aTo
Hapaptnua Aimdduarog kat tapatifevtar akodovOws) o€ mola / TOLEG AT AUTEG ATOCKOTEL TO pAONUQ;.

Avaliitnon, avdivon kat oUvOeon SeSopévawy Kat Zxediaouds kau Staxeipion épywv

TANPOPOPLLY, UE TN XPION KL TWV ATAPATNTWY ZePacuos oTn SLaPoPETIKOTHTA KL OTNV TTOAVTTOALTIOMIKOTNTA
TEYVOAOYLDV YePaocudc 0to Puatkd mepBdAiov

IIpocapuoyr o€ VEE§ KATAOTATELS Emibeién kowwvikis, emayyeAuatikiis kat n0ikii¢ vrevOuvitntag kat
Ay amopdoswv gvawoBnoiag oe Oéuata pvlov

Avtdvoun epyaoia AcKnon KPLTIKIG KL QUTOKPLTLKIG

Oupadikn epyaoia Tpoaywyrj tng eEAeVOEPNS, SNULOUPYIKTIG KAl ETAYWYLIKTS OKEYNS

Epyaocia o€ 5te6vés mepifdidlov
Epyaoia o€ Siemiotnpovikd mepifdilov
Tapaywyn véwv epeVVNTIKWY ISEDV

Epyaoia o€ Siemiotnpovikd meptfdilov
Tapaywyn véwv epeuvnTIKWY 16DV
Avaditnon, avaivon kat c0vOeon SeSouévwy
Tpooapuoyrj o€ vées kataotdoels

Anjyn amopdoswv
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3.

INEPIEXOMENO MAOHMATOX

To pabnua opyovwvetal we g€Ne:

AldAeén 1: Eloaywyn otnv AoddaAela Aktowv

AldAe€n 2: Kpumttoypadnon

AldAegn 3: Zuotnuata Avixveuong EtoBoAwy

AldAe€n 4: Vehicular Ad-hoc Aiktua

AlGAe€n 5: WEKA
AldAegn 6: ETubéoelg TCP
AlGAeEn 7: Anoppnto

Aldegn 8: Artoduyn Telxoug mpootaciag pe xprion VPN

AldAe€n 9: SNORT

AldAeén 10: Npoxwpnuéva O£pata Avixveuong ELoBolwv
AldAeén 11: Aoddietla kat IStwtikdtnTa oto Blockchain
AldAeén 12: Epmioteg AAuoideg Epodlaopol

AldAeén 13: Napoucioon TeAkWV epyaciwy Kot Snuocta culAtnon em’ aUTwv

4.

AIAAKTIKEX kot MAOHXZIAKEX MEOOAOI - AZIOAOTHEH

TPOIIOX IIAPAAOXHX
lpdowmo pe mpdowmo, E¢ amootdoews
ekmaiSevon KAT.

In class face to face

XPHXH TEXNOAOTIQN
IIAHPO®OPIAX KAI

EINIKOINQNIQN

Xprjon T.ILE. otn AiSackalia, otnv
Epyaotnpiaxy Exnaibevon, otnv Emcowvwvia
UE TOUG PoLTNTES

o [IpoBoAikd oot Kol SUVATOTNTA TTHPOVCIACT G LE
m™mv e@appoymn tov lpoypappatog Power Point,

e Avvatomnta oUvSeong e internet,

e Xpnom pnxavwv avalnitnongs BiAoypagiog HEAL-
LINK, PUBMED, SCOPUS, GOOGLE SCHOLAR

e Xpnom nAeKTPovIKoU TaxUSPOUEIOL KoL TNG
10T00eASag Tou TUNUATOG Y TNV ETKOWVWVIX e
TOUG (POLTNTES KAL TNV EVIHEPWOT] TOUG

e Xpnon tov eclass Tou pabnuatog

OPTANQXH AIAAXKAAIAX
Teptypdpovrar avalvtikd o Tpémog Kat
uébodot Si6aokaliag.

Awadé€eis, Zepuvapia, Epyaotnpaki Acknon,
Aoxnaon Iediov, MeAétn & avdivon
BiBroypagpiag, Ppovtiotiipio, paktiki
(Tomo6étnon), KAwvikij Aoknon, KaAAiteyviko
Epyaotipio, Aiabpaotikn Stéackalia,
ExmauSevtikés emoxéers, Ekmovnon uerétng
(project), Zvyypaprj epyaciag / epyactayv,
KaAiteyvikn Snuiovpyia, kKA.

Avaypdpovtatl ot dpeg peAETnG TOv porTnTi
yia kdBe puabnotakij SpactnpléTnTa Kabdg Kat
oL Wpeg Un kaBodnyovuevns PEAETNG DoTeE 0
OUVOALKOG pOpTOG Epyaoiag o€ enimeso
géaunvov va avtiotowel ota standards Tov
ECTS

Meptypapn Medobou ®oprog E§aurvou
ALaNEEELG 39
Ackroeig [paéng mov 26
€0TLATOUV OTNV EQAPLOYT
pueBodoAoylwv Kat avaAvon
UEAETWV
Epeuvntikn Epyacia 60
MeA£tn 50
SUVOAIKEG WPEC padNuUATwWV

. . . . 175
(poptoc epyaciac 25 wpwv ava
ECTS)
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AZIOAOTHXZH ®OITHTQN
B2 G S L e [Mapovoiaon kat e&€taon Tedwkng Epyacioag (100%).
Twooa A&oAdynong, MéGodot aéloAdynons,
Awauoppwtikj 1 Zvunepaopartiki, Aokiuaocia
ToAamAris Emidoyrs, Epwtiioeis Zovroung
Andvinong, Epwtijoeis Avamtvéng Aokiuiwv,
Emidvon MpoPAnudtwv, I'party Epyacia,
‘Ex6eon / Avapopd, llpopopuxn EEéTaon,
Anuéoa lapovaoiaon, Epyactnpiakij Epyacia,
KAk EE€taon AoBevois, KaAliteyvikij
Epunveia, AAAn / AMeg

Avagépovtar pntd mpoodloplopéva kpLtipia
aéloAdynong kau edv kat Tov eivat mpoofdotua
and ToVG PoLTNTES.

5. XYNIXTQMENH-BIBAIOTPA®IA

- lIpotewduevn Bifhoypapia :

1. W.Stallings, Kpvrtoypaopio yio Acpdreta Awktomv Apyés kar Eappoyés, Exdotng [apikov EINE,
2011 (Kwd. Ebdo&og: 12777632)

2. J.F. Kurose, K.W. Ross, “Awctdooon Yroroyiotodv, [Ipocéyyion and mive npog ta Katm, 61 Exdoon
2013”, Exdooeis: I'kiovpda & ZIA, (Kwd. Evdo&oc: 33094885)

3. B. Forouzan, Cryptography and Network Security, McGraw Hill, Exd6ceig Enikevtpo A.E, 2008

(Kwd. Evdo&og: 12562157)

J.F. Kizza, “Guide to Computer Network Security”, Springer, 2017

L. Ertaul, L.H. Encinas and E. El-Sheikh “Computer and Network Security Essentials”, Springer, 2017

X. He and H. Dai, “Dynamic Games for Network Security”, Springer, 2018

E. Maiwald, “Network Security”, Mc Graw Hill, 2013

N w ks

7. Edappoopévn Kpuntoypadia

1. FENIKA
YXOAH | MHXANIKQN
TMHMA | MHXANIKQN I[TAHPO®OPIKHZ KAI YITOAOTIETQN
ENINEAO XIIOYAQN | METAINITYXIAKO
NMMZ | KYBEPNOAZOAAEIA
KQAIKO: MAGHMATOS | CSCYB103 | ESAMHNO ZnoYAQN | 1o
TITAOZ MAGHMATOZ | EDAPMOZMENH KPYNTOIPA®IA
KATANOMH MAGHMATON EBSopadualec pe | g noyasec
Asackaliag
ALaAEEELG 3
Aoknaon Mpaéng 2
5 8

TYNOX MAOHMATOX

YmoBdBpov , ['evikayv Mvdoewy,
Emotnuovikijs leptoyris, Avamtvéng
AgéotiTwv

Emotnuovikric Ieptoyric,

HAEKTPONIKH ZEAIAA
MA@HMATOZX (URL)

https://eclass.uniwa.gr/courses/CSCYB105/YES
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2. MAOHZIAKA ANOTEAEZMATA

MAQGHZIAKA ANOTEAEZMATA

MPOPANUA achAlELaC.

- ELoaywyr) 0Toug 0pLopoUC KaL TLG €VVOLEG TNG KpuTttoypadiog
- E€olkeiwon pe Bépata aohalelag
e - Katavonon Twv SuvatoTTWV TWV KPUTITOYPADLKWY TPWTOKOAAWVY

- OL 6€€L0TNTEC EMIAOYNC TWV KATOAANAOTEPpWYV KpuTttoypadikwyv AUcewv yLo Se5ouévo

AEZIOTHTEZ

o - Aveaptntn epyaocia

e - Avalntnon BEATIOTWVY KPUMTOYPAPLKWY AUCEWV

3. MNEPIEXOMENO MAOHMATOZ

TLAPOYOVTOMOLNoNG

H meplypadn meptéxet Tnv UAN mou Ba koAudOei katd tn Stdpketa 13 StaAé€ewy.

1) Elcaywyn otnv kpuntoypadia. lotopia Tng kpumtoypadiag Kol oplopol

2) MaBnpatiko untdéBabpo. Modular computations, cuvaptrioetg Boole, mapddofo yevebAiwv
3) Weubotuyaleg YEVVATPLEG KOl KpUTTTOYPAdNGN PONG
4) Weubdotuyaieg ouvaptnoels. Kwdikomowntég pumhok (AES) kat tpomol Asttoupyiag (CBC,CTR).
5) MovoSpopeg CUVAPTHOELG KOL CUVOPTIOELG KATAKEPUATIONOU (SHA-2, SHA-3).

6) Kwbikeg eAéyxou tautotnTag pnvupdatwy. HMAC kat ECBC.
7) AuBevtik KpuTttoypdadnon e Ta oxXeTIka Sedopéva (GCM).
8) Kpuntoypadia dnpodciou kAetdtol. RSA kat aodaleic uhomolnoelg. To mpoBANUa TG

9) El Gamal kot EMEUTTIKEG KAUTUAEG. To MPOBANUa tou Stakpltol AoyapiBuou.

10) Wnolakég uroypadég. AAlyoplOuog Yndlaknig uroypadng, EADSA.

11)EmiB€0eLg KATA MPWTOKOAAWY KPUTTOYPAdPNONG CUUUETPLKOU Kol SNOGLoU KAELSLOU

12) Mnxaviopog evBuldkwaong KAeLSLwv, kpurtoypadnaon kAedlwy, cupudwvia kAeldlwv Diffie-
Hellman kat mpwtdkoAa auBevtikonoinong
13)Mponyuévn kpurttoypadia: MPC, ORAM, opopopdLkr kpumtoypadnon

4. MEOGOAOI AIAAZKAANIAZ -AZIONOIHZH

TPOIIOX IIAPAAOXHX
Tpéowmo ue tpdowmo, E€ amootdoews
exmaibevon KAT.

MpOOWTO UE TPOCWTTO

XPHXH TEXNOAOT'IQN
IIAHPO®OPIAX KAI

EINIIKOINQNIQN

Xprion TILE. otn Aidackalia, otnv
Epyaotnpiaki Exnaidevon, otnv Emikotvwvia
UE TOUG QPOLTNTES

e -Xpnon twv TIE ot SiSackoAio pabnuatwyv

e - Xpnomn tov cuoTrpatog Open e-Class, pe
QAVOPTNUEVESG OUELWOELS, SLAAEEELS, AOKNOELS YA
€EAOKNON KL ETKOLVWVIA LLE TOUG (POLTNTES.

OPTANQXH AIAAYKAAIAZ

Teptypdpovtar avalvtikd o Tpémog Kat
uébodot Sidaokaliag.

Awadé€eig, Zepuvdpia, Epyaotnpiakt Aoknon,
Aocknon Ilebiov, MeAétn & avalvon
BiBrwoypapiag, Ppovriotripio, Mpaktiki
(Tomo6étnon), KAwvikij Aoknon, KaAAiteyviko
Epyaotipio, Aiabpaotiki Stéaokalia,
Exmaudevtikés emoképers, Ekmévnon puerétng
(project), Zvyypaprj epyaciag / epyactayv,
KaAiteyvin Snuiovpyia, kKA.

Avaypdpovtal ot dpeg UeAETNG TOU QoLTnTh
yia kdBe pabnowakis SpactnploTnta Kabwg
Kat oL WPES un kaboSnyoduevng ueAETNG wote
0 ouvolikds @dptos epyacias oe emimeso
géaurivov va avtiotowel ota standards Tou
ECTS

Neptypapn Med66ou Doprog E§aurvou
Alahé€elg 39
Aoknon lNpdénc 26
Epeuvntikn epyaocia 60
MeAétn 75
2uvoAo 200
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8.

AEIOAOTHZH ®OITHTQN | [. Mparmtn teAkn e€taon (60%) kot
Il. Epguvntikn epyacia (40%)

Ieprypagnj g Stadikaciag aéoAdynong

5. MHIEZ

Essential
e Introduction to Modern Cryptography, Jonathan Katz and Yehuda Lindell (2nd Edition!)
e Cryptography Made Simple. Nigel Smart. Springer

Recommended
® ECRYPT Il Yearly Report on Algorithms and Keysizes (2011-2012)
® ENISA, Algorithms, key size and parameters, report — 2014
® ECRYPT - CSA, Algorithms, Key Size and Protocols Report (2018)

AZQDAANEIA BAZEQN AEAOMENQN ko AOTZMIKOY

1. FENIKA
YXOAH | MHXANIKQN
TMHMA | MHXANIKQN I[TAHPO®OPIKHX KAI YITOAOTIETQN
EIIINEAO XIIOYAQN | METAIITYXIAKO
NMMZ | KYBEPNOAZOAAEIA
KQAIKOZ MAGHMATOZ | CSCYB205 | EZAMHNO 2MOYAQN | 20
TITAOZ MAGHMATOZ | AZ(DANEIA BAZEQN AEAOMENQN ko AOTZMIKOY
KATANOMH MAGHMATON EBSopabuaies Dpee ECTS Movédeg
ASaokaliog
Aaé€eLg 3
Aoknon Mpaéng 1
4 7

TYNOZ MAGHMATOX Emotnuovikig Ieptoyrg,
YmoPdBpov , l'evikayv MNvdoewy,
Emotnuovikiis leployrjs, Avamntvéng
Ag&otitwv
HAEKTPONIKH XEAIAA
MA®HMATOX (URL)

6. MAOHZIAKA ANOTEAEZMATA
MAGHZIAKA ANOTEAEZMATA

e - N KOTAVONOETE TOUG KLVOUVOUG TTOU UTIAPXOUV oTh dnuoacieuon dedopévwy
e - Na yvwplilel Tig umapyouoeg emAoYEG yia aodaleic Baoelg dedopévwv

e - Na oxedldoel aodparéotepeg Baoelg SedSopevwy

e - Na elval og Béon va npootatevel ta edopéva Tou TEAATN Ao eTBECELG

AEZIOTHTEZ

e - Na KOTaVOrooUuV TNV KUPLA EVVoLa TWV HEYAAWY SES0UEVWYV KAl TG TACELG KL TOUG
KwwdUvoug aodalelag Twv cUYXPOVWV eGAPUOYWY

e - Na yvwpilel mola Sedopéva TpEMeL va ipoatatevovtal- Katavdnon twv duvatothtwyv
TWV KPUTTTOYPADLKWY TIPWTOKOA WV

e - OL6efl0TNTEG EMIAOYNG TWV KATAAANAOTEPWVY KPUTITOYPADIKWY AUCEWV YLt SeS0EVO
MPORANUa achaAelog
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7. NEPIEXOMENO MAGHMATOZ
H meplypadn meptéxet tnv UAN ou Ba kaAudBei katd tn Stdpketa 13 Stahééewv. Me v
napakdtw Ospatoypadia
- ALOKPLTIKOG KOlL UTIOXPEWTLKOG EAeyXOC TTpOcRacng
- Auvartotnteg mpootaociog g aohalelag Tng y\wooog SQL
- Npootaoia anoppTou yLa OXECLAKA, XWPLKA Kol YypodLka Sedopéva
- Npootaoia Tng LBLWTIKOTNTAC TwV SeSOUEVWY TTOU peTaBANovTaL Pe TNV TTapodo Tou xpdvou
- Wnorakd vdatoypddnua Kot SOKTUALKO OIOTUNIWO O CXECLAKEG BAOELG SeSOUEVWV.
- Kpunttoypadnuéveg Baoelg SeSopévwy Kal avaktnon kpumtoypadnuévwy Sedopévwy
- AodAAeLla O€ OTATIOTIKEG KOl KOTAVEUNUEVES BAoELG SeSOUEVWV
- Aopahela peydiwyv dedougvwy
- AodpdAela SeSopévwy KAl TPooTacia TNG LOLWTLKAG {wNG O EMLYPOUUIKA KOWWVIKA SikTua.
- OAokAfpwon Kal acpAAela pLeydAwv Se50UEVWV

8. MEG®OAOI AIAAZKANIAL -A=IONOTHEH
TPOIIOX TAPAAOZHE | Mpbowrto pe IPOoWIo

Ipéowmo ue tpdowmo, EE amootdoews
ekmaibevon KAT.

XPHZH TEXNOAOTIQN e - Xpnon twv TIIE ot StSackario pabnudtwy
[TAHPO®OPIAX KAI e - Xpron tou cuotipartog Open e-Class, pe
e T Eghﬁgi’:ﬁy{gﬁ QAVAPTIUEVEG ONUELWOELS, SLAAEEELS, AOKNOELS YA
Epyaotnpraxij Exnaibevon, otnv ETTlKOl;/u)V[O( EEdGKn OT] KOl ETIKOLVWV la HE TOUG @OlTﬂTéC-
UE TOUG poLTNTES
OPTANQXH AIAAXKAAIAX NMeptypapn Medobou ®oprog Eéapurvou
AloAE€eLg 39
Teptypdpovrar avalvtikd o Tpdmog kat
uébodot Si6aokaliag. - -
Aoknon lNpdéng 26

Awadééeig, Zepwvdpia, Epyaotnplaktj Acknon,
Aoknon Iediov, MeAétn & avdAvon Epeuvntikn epyacia 50
BiBroypagpiag, ®povtiotiipio, lpaktiki
(Tomobétnon), KAwikij Aoknon, KaAlitexvikd
Epyactijplo, Aiadpaotikn Siéaokalia,
Exmaibevtikés emiokéers, Ekmovnon perétng
(project), Zvyypagij epyasiag / epyacidv, Zovodo 175
KaAliteyvikn Snuiovpyia, kAT,

MeAétn 60

Avaypd@ovtar ot dpes HEAETNS TOU POLTNTI
yia kdbe pabnowakr Spactnpldtnta KAbWs
Kat oL dpeg un kaBodnyovuevns UEAETNG WoTE
0 OUVOAKGS pOpToS epyacias oe emimeso
eéaurjvov va avtiotowel ota standards Tov
ECTS

AZIOAOTHXH ®OITHTQN
I. Tparttr) Tehkn e€€taon (20%) kat

Teptypagri tns Stadikaoiag aéloAdynong II. EpeuvnTikr epyacia (80%)

9. MHrE:
Essential
e Privacy Preserving Data Publishing: An Overview, Synthesis Lectures on Data Management,
2010, Raymond Chi Wing Wong, Ada Wai Chee Fu
e Juotnuata Ataxeiptonc Baoewv Aedouevwy, 3n Ekdoon, Ramakrishnan Raghu, Gehrke
Joahannes . (KepalAatio 24)
o Ocuchiwdels apyeg ovotnuatwy Baoewv dedouévwy, Elmasri Ramez, Navathe Shamkant
B.B (KeaAato 17)
e Rakesh Agrawal and Jerry Kiernan. 2002. Watermarking relational databases. In
Proceedings of the 28th international conference on Very Large Data Bases

Recommended
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e Chen, Bee Chung & Kifer, Daniel & LeFevre, Kristen & Machanavajjhala , Ashwin. (2009).
Privacy Preserving Data Publishing. Foundations and Trends in Databases.
e Fung, Benjamin & Wang, ke & Chen, Rui & Yu, Philip. (2010). Privacy Preserving Data
Publishing: A Survey of Recent Developments. ACM Comput . Surv .. 42.
Watermarking Techniques for Relational Databases: Survey, Classification and Comparison,
Raju Halder, Shantanu Pal and Agostino Cortesi

AOKIMH AIEIZAYZHZ KAl WHOIAKH ZHMANZH

1. TENIKA
2XOAH | MHXANIKQN
TMHMA | MHXANIKQN MAHPO®OPIKHX KAI YITOAOTIZTQN
NMZ | KYBEPNOAZDAAEIA
EMNINEAO ZNOYAQN | 7
KQAIKOZ MAGHMATOz2 | CSCYB204 | EEAMHNO 2MNOYAQN | B’

TITAOZ MAGHMATOZ | AOKIMH AIEIZAYZHE KAl WHOIAKH EHMANZH

AYTOTEAEIZ AIAAKTIKEZ APAZTHPIOTHTEZ
O€ MEPIMTWAN TTOU OL TILOTWTIKEG UOVABOEG ATTOVEOVTAL OE SLOKPLTA UEPN

EBAOMAAIAIEZ
QPEZ
AIAAZKAANIAZ

NIZTQTIKEZ
MONAAEZ

ToU padnuarog m.y. AtaAééels, Epyaotnplakeg Aoknoels K.Am. Av ot
TILOTWTIKEG HOVASEG ATTOVEUOVTAL EVIXX YL TO CUVOAO TOU padripuatog
avaypate tic eBdouadlaies wpec StdaokaAiag kat to cuVoAo Twv
TLOTWTIKWY Uovadwyv

AlaAéEeLg

Acknon Npdgng

lMpoodéate oelpég av xpelaotel. H opyavwaon StbaokaAiag kat ot 5 8
SLOaKTIKEG UETOSOL TTOU YPNOLUOTIOLOUVTAL TIEPLYPAPOVTOL AVAAUTIKA OTO

(6).

TYNOZ MAGHMATOZ
yevikou unoBadpou,
£16koU unoBadpou, 1bikeuang,

Avantuéng de€lotitwy, Eldikevong

VEVIKWVY pVWOoEwWV, avamtuéng Seélotitwv

NPOANMAITOYMENA MAOHMATA:

KANENA

FAQZZA AIAAZKAAIAS ko
ESETAZEQN:
HAEKTPONIKH SEAIAA
MAGHMATOZ (URL)

EANVIKA Kat AyyAkd

UNIWA Open eClass | Digital Forensics and Penetratio...

2. MAGHZIAKA ANOTEAEZMATA

MAOHZIAKA ANOTEAEZMATA

Npwto pépog

31O MPWTO HEPOG TOU padrpatog St8dokovtal oToug GoLTNTEC OL BACIKEG APXES KoL TTOAAEG QIO TLC
TOKTIKEG, TG TEXVLKEG, TIG SLadikaoies Kal ta epyaleio mou XpnouomoloUvTal amd enayyeALOTIEG KATA TNV
Sokiun dleiobuong oe windows cuOTAUATA. ZKOTIOG TOU HOORUATOC HETAEY AAAWY Elval va KaTtavornoouv
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TNV amewn Kot Tov Tpomo 5pAaong Twv eMTOEPEVWV.

OL ¢ountéc Ba  pdbouv va edpapudlouv ohdkAnpn Tt  Swadkaoio  Sokwung  Sieioduaong,
ocuunephapBavopévou tou oxedlacpol, TG culloyng mAnpodoplwy and avolktég mnyeg (OSINT — Open
Source Intelligence), tng avayvwplong cuoTNUATWY, TNG CAPWONG, TNG afLOAdYynong eumabelwv, Tng
EKUETAAAEUONC KOL TNG ATTOKTNONG OPXIKAG TPOoBacNC, TIC EVEPYELEC Kol SLabIKOGIEG UETA TNV apXLKA
npooPacn Kal TG avadopds amoteAeopATWY. To padnua Ba mapéxel T Baokég TeXVIKEG TAnpodopieg
Tmou oxetifovtal pe kabepia amd TG HEBOSOUG TOU XPNOLLOTIOLOUVTOL OTO TOUG TEPLOCOTEPOUG
enayyeApatieg Sokiung Steioduong.

AeUtepO pEPOG

310 6eUTEPO UEPOG TOU padrpatog ol portntég Ba StbaxBouv tnv Sladikacia Staxeiplong / avTlUeTWLong
KuBepvoemiBéoewv oe éva windows Siktuo kat tnv Stadikacia Pndlaknc eykAnuatoloykng £peuvag f
Stadopetika Pndlakn ornpavon.

To padnua Siaxeiplong kuPepvoemiBécewyv kat Pndrakng onpaveng oe Windows OS KaAUTTEL GUVOALKA
TG €€l daoelg mou akoAouBouvtatl otnv Swadikaoia Slaxeipiong kuPBepvoemiBécewy, Kabwg Kot TNV
Sadkaoia PndLakng eykAnuoatoloyikng épeuvag i dtadopetikd PndLakng ofpavong mou nephapBavet
v ouAoyn kat avaluon pvhRung twv Windows, tTnv cuAhoyr kot avdAuon tng registry, tTnv cuAAoyr Kot
avaAuon Tou cuoTAuatog apxeiwv kat Tnv Yndrakn avaiuon epappoywv. 2To TEAOG TOU Habnuatog ot
doutntég Ba €xouv TNV Suvatdtnta va mpaypatonolouy Stoxeiplon kuPepvoemniBeong kal Pndlakn
GNMOVON XPNOLUOTIOLWVTOC LO TTOLKIA L oo SwPedV, avolTou KWK KAl EUTTOPLIKA epyaieia. Oa pdbouv
va tpoablopilouv Kal va xelpilovtal cwotd

Ta PnodLlokd amoSELKTIKA OTOLXELA KO VO AMAVTOUV O€ KPIoLUO EPWTHLATO OXETIKA UE TNV UTOBEON TNG
Unolakng sykAnuotoloyiog. EpWTAMOTA OMWC TUXOV EKTEAECNH UTIOMTWV £QAPUOYWY, TAPAVOUN
npooPaocn oe apxeia, KAOTAg Sedopuévwy, xprion UMONTNG EWTEPLKNG CUOKEUNG, HETADOPTWAON UNMOTTWY
apxelwv KA. 210 TéAog Ba pabouv mwg va cuvtacoouv oAokAnpwuévn avadopd omnou Ba mapouotalouv
ME TEKUNPLWHEVO TPOTIO TAL EUPHLOTA TOUG,.

O 0TOX0G Tou padnpatog elvat va S18akeL Toug poltnTég mwe va ekteAolv Tnv Sladikaoia Slaxelplong pLog
KuBepvoeniBeong, akolovBwvtag €va oxédlo Siaxsiplong kabwg kat TwWG va edpappolouv  upla
olokAnpwuévn bnolakn eykAnuatoloyikn épeuva oe éva Windows cUotnua.

Fevikég Ae§LotnTeg / I'VWOELG.

e  Katavonon tng KUBEpVOamEIArg Kol TOU TPOTOU §pAcong TWV EMLTLOEUEVWY OTOV KUBEPVOXWPO.

e Katavonon Twv TOKTIKWY, TEXVIKWY, SLaSIKAoLWVY Kot TwV epyaleiwv ou epapuodlouv kot
XpnolomololV oL eAeykTEG aodpaleiag (penetration testers) kat ot kOkKveg opadeg (Read
Teams).

o Aegaywyn ohokAnpwuévng Stadikaciag Sokiung Sieiobuong

e [paktikn edappoyn tng dtadikaociag Staxeiplong pag kuPepvoeniBeong akolouBwvtag Tig £§L
dACELG AVTLETWTTLONG.

e [poaktikn Ste€aywyn pag oAokAnpwuévng PndLakng eykAnUatoAoyLlkig Epeuvag.

3. NEPIEXOMENA MAOHMATOZz
Ta eplexdpeva ™ kabe piag ek Twv 13 SlaAéEewv meplappavouv:
1. Eloaywyn ot afloAdynon Aokiuns Ateloduong kal kOkkivng ouadag (Penetration
Testing and Red Teaming assessment)
a. Tuetvat a€loddynon Aoxiung Ateloduong kat KOkKivng opddag (penetration
test and red team assessment)
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B. MeBodoAoyia Aokiung Sieiobuong (Penetration Test Methodology)
y. llpoetopacia SieEaywyng Aokiurs ieioduong (Penetration test Essentials
Pre-engagement)
8. [edio eappoyns, AeoOVTOAOYIKEG ATIALTIOELS KOL VOULKG TNTHHaTa
€. Aopn) kot e€apTripata ¢ £ékBeong Sokiung Steiabuong
oT. Anpovpyia epyaotnpiov dokiuwv Sieicduong
C. Ipoetopacia, avamtuén vmodoung OSINT kot avwvuuliag.
2. ZuAdoyn TANPOPOPLOV
a. Avayvwplon (avayvwplon DNS TCP, UDP, cuvééoelg)
. OSINT (Nonpoouvn avolytol Kwdika)
Y. MeBoSoAoyia capwaong
8. Zapwomn cuoTUATOS Kot SIKTVoV, ZAPWaT| UE XPToT hmap
3. AfloAdynon evmtaBewwv (vulnerability assessment)
a. Netcat
. Nessus
y. OpenVas
4. Mateopueg Sie€aywyng eAéyxou Sielobuong (Penetration test frameworks)
o. Metasploit
B. Poshc2
y. Covenant
6. Mythic
5. Baokn yvwon oty ac@aiela evog windows AELTOUPYIKOU GUGTUATOS
a. Ecwtepikol unyxaviopol ac@areiag evog Windows
B. MoArtikég aoaieiag (Security policies)
Y. ZUOKEVEG Kol AOYIOULKG ao@aAeiag (Security software and devices)
6. Texvikég amoktnong apykng mpdoBaong (Gaining initial access)
a. Elcaywyn otig embéoeig twv windows
B. Brute forcing
Y. ATOPOKPUOUEVT] EKPUETAAAEVOT) EVTIADELWDV
8. EmBéoeig teAkol xprio
. Mat@opueg ko emBéoelg phishing (Spear-phishing / phishing / kAo
£ykupwv Slamiotevtnpiwyv)
7. Texvikée kat Stadikacieg emBEécewv HeTd TNV apyikn TpocBact o éva Windows
Sixtvo (post exploitation techniques)
a. Emadénon Sikawwudtwv privilege escalation)
B. Eowtepkn Siktuakn petakivinon (Password Spraying, AV, EDR evasion)
Y. Powershel yia penetration testers
6. EmBéoeig Active Directory (Kerberos Authentication, Domain enumeration,
Domain attacks, Kerberoasting attack, Golden ticket, Pass the hash attack,
pass the ticket, over pass the hash)
8. Alayeiplon kuBepvoemiBéoewy (Incident handling process)
a. Eloaywyn oty Alaxeiplon kuBepvoemiBéocwv
B. Zxé810 Awayeiplong xuBepvoemiBéoswv (Incident handling plan)
9. Awdikaoia Ymelakns onuavong (Digital Forensics process)
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a. MeBodooyia ymoerakng onuavong (Digital Forensics methodology)
B. Anpovpyia evog vTtoAoyLloT) avaAvons Ymelakng evpnuatwy (Building a
forensics analysis station).
Y. Anpovpyla evog epyaotnpiov Ymerakng onpavons (Building a forensics
lab).
10.  AvdAvon pviqung evog Windows cuotipatog (memory forensics)
a. Elcaywyn atnv pviqun evég windows Asttoupykol (Memory Essentials)
B. ZuAdoyn uvnung (Dumping the memory)
Y. AvadAvon ™ uvriung (Memory analysis
11.  WYnoewxn avdivon untpwov (Windows registry forensics )
a. Eloaywyn otv Registry Essentials
B. ZuAdoyn Tng registry
Y. AvdAvon g Registry
12. PYnoeukn onpavon apxeiov cvotnuatog (Windows file system forensics)
a. Eloaywyn oto windows file system
B. ZuAdoyn Twv apyelwv ovotnuatog (Gathering file system relative to case
information)
Y. AvaAvon tov File system
§. Avadvon twv Windows event log
13. WYnoeukn onpaven Windows epappoywv (application forensics)
o. Browser Forensics
. Email forensics
y. Usb forensics

8. Zovtadn ava@opds Ym@Lakng onpnavong

4. AIAAKTIKEZ ko MAOHZIAKEZ MEOGOAOI - AZIOANOIHZH

TPONOZ NAPAAOZHZ | [Mpoowro ue mpoowno, E€ anootaoswg
Mpéowrno ue npoowrno, EE anootaoews
eknaibevan KA.

XPHZH TEXNOAOTIQN | Xprion T.M.E. otn AibackaAia, otnv Epyaoctnplakn Eknaidevon

NAHPO®OPIAZ KAI EMIKOINQNIQN | kat otnv Emtikovwvia pe toug @ottntég
Xprion T.I1.E. otn Alsaokalia, otnv
Epyaotnplakn Eknaibevon, otnv Emkowwvia
LE TOUG (OLTNTEG

OPFANQZzH AIAAZKAAIAZ v P ®oprog Epyaciac
atnpLoTNT
bR Eéaurvou
Meptypdovrar  avaAutikd o0 TPOMOG Ko
uédobdol Stbaokaliag. Alaéeic 39

AwAééetg, Sepwapia, Epyaotnpiakn Acknon, L
Aoknon  MeSiou, MeAétn &  avdAuon Epyaatnplakn Aoknon 26
BiBAoypagpiag, @povriotrplo, Mpaxtikn
(Torodétnon), KAwikri Aoknon, KaAAtexvikd 2uyypaer epyaciag 40
Epyaotrpto, Awabpaotikn Sbaokalia,

EKmaUSEUTIKEG EMLOKEYELS, EKTOvNan UEAETNG
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(project), Zuyypagri epyacias / epyaowwv, MeAétn 60
KaAAwteyvikn Snutoupyia, K.ATT.
Avaypapovtal oL Wpeg UEAETNG TOU QOoLTNTH YLa AV(X)\UOI’] BlB)\LOVQ(!d)laC 3
kade padnotakn Spaotnplotnta kadws Kat ot
WPEG Un KadoSNYoUUEVNG UEAETNG CUUPWVA UE
i apy€G Tou ECTS

JUvoAo MaBnuatog 200

AZIONOTHZH OOITHTQN

H aéloAdynon twv @oLtnTwy mpayUaTonoLEiTal Ue ypamTr epyacia, kKadwe Kat Ue
mv mpaktkn  Sieéaywyry €Aéyyou bSielobuong i oAokAnpwuévng Yneplakrig
eykAnuatodoyiknic avdduong evos mapabBiaouévou  windows  AgttoupyikoU

Meptypaepn g Stadikaciag aktoAdynong
Mwooa AoAdynong, MeFobol aloAdynong,
AlapopewTIK 1 SUUMEPAOUATIKY, AoKiuaoio
MoAAarmAris  Emidoyris, Epwrtrioels  S0vroung
Anavtnong, Epwtrioelg Avamtuéng Aokiiwv,
Enmtiduon  lpoBAnudtwv, [panty Epyaoia,
Ex9eon / Avagopd, [lpogopikri E&taon,
Anudaota MNapouaiaon, Epyaoctnpiakn Epyacia,
KAwikny  E&€taon  AoOevoug,  KoaAAtexvikn
Epunveia, AAAn / AAMec

Avapépovtal pntd mpoobLoplouEVa KpLTHpLa
a&loAoynong kat eav kat ou ivat mpooBaoiua
Qo TOUG POLTNTEG.

OUOTHUATOG.

5. ZYNIZTQMENH-BIBAIOTPADIA

- Mportewvouevn BiBAoypapia:
e The Hacker Playbook 3: Practical Guide To Penetration Testing, Peter Kim, 2018, Red Team Book.
e Incident Response with Threat Intelligence: Practical insights into developing an incident response
capability through intelligence-based threat hunting, by Roberto Martinez, 2022, Packet Publishing.
» Windows Forensic Analysis Toolkit: Advanced Analysis Techniques for Windows 8, by Harlan Carvey, 2009

Recommended
® Harlan Carvey, Investigating Windows Systems 1st Edition , Elsevier

e File System Forensic Analysis 1st Edition by Brian Carrier, 2005. Addison-Wesley Professional
* Metasploit Penetration Testing Cookbook - Third Edition: Evade antiviruses, bypass firewalls, and exploit
complex environments with the most widely used penetration testing framework 3rd Revised edition by
Daniel Teixeira (Author), Abhinav Singh (Author), Monika Agarwal (Author), 2018, Packt Publishing
e Windows Registry Forensics: Advanced Digital Forensic Analysis of the Windows Registry by Harlan
Carvey. 2011
e Penetration Tester's Open Source Toolkit 4th Edition, Kindle Edition by Jeremy Faircloth, 2016, Singress.
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AvaAvTikn eptypa@n Twv pabnudatwyv (AITAIKA)

1. Blockchain & Distributed Ledger technologies

1. GENERAL
SCHOOL ENGINEERING
DEPARTMENT DEPARTMENT OF INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF EDUCATION GRADUATE
COURSE CODE CSCYB-105 SEMESTER OF STUDIES A
COURSE TITLE Blockchain & Distributed Ledger Technologies

INDEPENDENT TEACHING ACTIVITIES

in case the credits are awarded in separate parts of the course e.g. WEEKLY ECTS
Lectures, Laboratory Exercises, etc. If the credits are awarded HOURS OF
uniformly for the whole course, indicate the weekly teaching hours TEACHING CREDITS
and the total number of credits.
Lectures 3
Practice -Exercises 2
Add rows if needed. The teaching organization and teaching - 5 7.5

methods used are described in detail in 4.

COURSE TYPE

Background, General Knowledge, Scientific
Area, Skills Development

Skills Development, Background

PREREQUISITE COURSES:

-NONE

LANGUAGE OF TEACHING AND
EXAMS :

ENGLISH

ERASMUS STUDENTS

Yes ( English )

ONLINE COURSE ( URL)

Cscyb.uniwa.gr and eclass

(https://eclass.uniwa.gr/courses/CSCYB103/)

2.LEARNING OUTCOMES

Learning outcomes

The learning outcomes of the course are described, the specific knowledge, skills and abilities of an appropriate level that students

will acquire after the successful completion of the course.

Refer to Appendix A.

e Description of the Level of Learning Outcomes for each course according to the Qualifications Framework of the European

Higher Education Area

e Descriptive Indicators Levels 6, 7 & 8 of the European Qualifications Framework for Lifelong Learning and Annex B

e Summary Guide for writing Learning Outcomes
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In the Blockchain & Distributed Ledger Technologies course, students will get to know the
characteristics of the Blockchain technology and its features without any pre-requisite.

Upon completion of the course, students will be able to:

- argue about the use (or not) of a solution based on blockchain technology in a
given use case.

- design a solution based on blockchain technology

- understand how the use of cryptography and digital signatures can improve data
integrity and security

- create a wallet and use it for transactions

- connect and trade in the most popular Blockchain networks (Ethereum, Bitcoin).

- create and install a Smart Contract

- create an NFT

General Abilities

Taking into account the general skills that the graduate must have acquired (as they are listed in the Diploma Supplement and are
listed below), which of them is intended for the course ?.

Search, analysis and synthesis of data and information, Project design and management

using the necessary technologies Respect for diversity and multiculturalism

Adaptation to new situations Respect for the natural environment

Decision making Demonstration of social, professional and moral responsibility and
Autonomous work sensitivity in gender issues

Teamwork Exercise criticism and self-criticism

Working in an international environment Promoting free, creative and inductive thinking

Work in an interdisciplinary environment

Production of new research ideas

Search, analysis and synthesis of data and information, using the necessary technologies
Adaptation to new situations

Decision making

Autonomous work

Teamwork

3. COURSE CONTENT
Theoretical Part of the Course:

The course is divided into 8 sections:
Section 1: Introduction to Blockchain Technology

In this Section, the main features of blockchain technology are presented and its advantages
and disadvantages are analyzed. In addition, the types of blockchains that exist are analyzed
and it is studied how one can find if a blockchain solution is suitable for a use case and if so
which type fits best.

Section 2: Popular Blockchain Platforms

This Section analyzes the two most popular blockchain networks, that of Bitcoin and Ethereum.
Their main operating characteristics are examined and their similarities and differences are
noted.

Section 3: Keys and Addresses

In this Section, there is a detailed presentation on the role of asymmetric cryptography for the
creation of the private and public key pair. Also, it is analyzed how the user's address in the
Bitcoin network and Ethereum is obtained from this pair of keys.

Section 4: Digital Signatures and Wallets
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This Section presents how digital signatures are created using encryption and explains the role
they play in a Blockchain network. In addition, the role that wallets play in a blockchain
network is analyzed and the different types of wallets that exist are studied.

Section 5: Transactions

This Section explains how transactions are done on the Bitcoin and Ethereum networks. Their
main difference is explained and examples are presented for understanding.

Unit 6: Smart Contracts and Non-Fungible Tokens (NFTs)

In this Section there will be a presentation of Smart Contracts on the Ethereum network. The
way they are compiled and the role of gas in their execution will be explained. Also, a Smart
Contract will be drawn up and installed on a real test network. In addition, the ERC standards
on which NFTs and tokens are based will be presented and examples of how NFTs based on the
ERC721 standard can be created.

Unit 7: Decentralized Applications and Introduction to Web 3.0

In this Section, a presentation of Web3.0 will be made and its differences with Web 2.0 will be
explained. Then, it will be explained how a Decentralized Application can be created (DApp)
and how it is connected to a blockchain network and the necessary Smart Contracts.

Section 8: Use Cases

This Section presents many use cases where the use of blockchain technology can have very
good results and improve the performance of modern solutions. In addition, it analyzes both
why blockchain technology can help and what kind of solution is proposed to be used in each
case.

Laboratory Part of the Course

The laboratory part of the course follows the theoretical part. It uses tools like ETH.Build which
is recommended by the Ethereum Foundation to educate the world on Blockchain technology.
This tool gives exercises related to:

- Cryptography

- Digital Signatures

- Transactions
In addition, Remix tool is used to write the Smart Contracts and install them on a real Ethereum
Test Network. For this reason, an account will be made in a wallet (e.g., Metamask). The wallet
will also be used to transfer NFTs between the students.

4. TEACHING AND LEARNING METHODS - EVALUATION
METHOD OF DELIVERY In class face to face

Face to face, Distance education etc.

USE OF INFORMATION AND Use of ICT in Teaching, Laboratory Education and

Use of ICT in Teaching, in Laboratory Education, in
Communication with students
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TEACHING ORGANIZATION
The way and methods of teaching are described in detail.

Lectures, Seminars, Laboratory Exercise, Field Exercise,
Bibliography study & analysis, Tutoring, Internship
(Placement), Clinical Exercise, Art Workshop, Interactive
teaching , Study visits, Study work, artwork, creation. Am.

The student study hours for each learning activity are
indicated as well as the non-guided study hours so that the
total workload at the semester level corresponds to the
ECTS standards .

Projection system and presentation capability
with the application of the Power Point program,

- Internet connection,

- Use of bibliography search engines HEAL-LINK,
PUBMED, SCOPUS, GOOGLE SCHOLAR

- Use of e-mail and the Department's website to
communicate with students and keep them
informed

- Use of the course eclass

STUDENT EVALUATION
Description of the evaluation process

Assessment Language, Assessment Methods, Formative or
Concluding, Multiple Choice Test, Short Answer Questions,
Essay Development Questions, Problem Solving, Written
Assignment, Report / Report, Oral Examination, Public
Presentation, Public Presentation, Others

Explicitly defined assessment criteria are stated and if and
where they are accessible to students.

A final project will be assigned and the grade will
depend on:

- On the submitted written report (40%)
- In the oral presentation of the work (60%)

Each exercise/problem of the project has a
different score which is indicated in the project.

5. RECOMMENDED-BIBLIOGRAPHY

- Suggested Bibliography:

English

O’Relly, 1°* Edition, 2018.
Greek

Links

https://bitcoin.org/bitcoin.pdf

3. A. Antonopoulos, “Mastering Bitcoin”, O’Reilly, 2" edition, 2017.
4. A. Antonopoulods, G. Wood, “Mastering Ethereum: Building Smart Contracts and DApps”,

Patrikakis, C., Leligkou, H., & Kogias, D. (2023). Blockchain [Postgraduate textbook]. Kallipos, Open
Academic Editions. https://dx.doi.org/10.57713/kallipos-171

2. Applied Cryptography

1. GENERAL

SCHOOL | ENGINEERING
DEPARTMENT | INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF STUDY | POST-GRADUATE
COURSE UNIT CODE | CSCYB103 | SEMESTER OF STUDY | 1°
COURSE TITLE | Applied Cryptography
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TEACHING
WEEKLY ECTS Credits
HOURS

Lectures 3

Tutorials 1

4 8
COURSE UNIT TYPE | Compulsory, Specialized general knowledge

COURSEWORK BREAKDOWN

COURSE DELIVERED TO ERASMUS | YES
STUDENTS
MODULE WEB PAGE (URL) | https://eclass.uniwa.gr/courses/CSCYB105/

2.LEARNING OUTCOMES
Learning Outcomes

e Anintroduction on cryptographic definitions and notions
e Familiarization with security issues
e Understanding of the cryptographic protocols capabilities
e The skills to select the most adequate cryptographic solutions for given security
problem.
| General Skills
e Search for optimal cryptographic solutions
. Independent work
3.COURSE CONTENTS
The description contains the material to be covered during 13 sessions.
1) Introduction to cryptography. History of cryptography and definitions

2) Mathematical background. Modular computations, Boolean functions, birthday paradox
3) Pseudorandom generators and stream ciphers

4) Pseudorandom functions. Block ciphers (AES) and modes of operation (CBC,CTR).

5) One way functions and hash functions (SHA-2, SHA-3).

6) Message Authentication codes. HMAC and ECBC.

7) Authenticated encryption with associated data (GCM).

8) Public key cryptography. RSA and secure implementations. The problem of factorization
9) El Gamal and elliptic curves. The discrete logarithm problem.

10) Digital signatures. Digital signature algorithm, EdDSA.

11) Attacks against symmetric and public key encryption protocols

12) Key Encapsulation Mechanism, Key encryption, Diffie-Hellman Key agreement, and
authentication protocols

13) Advanced cryptography: MPC, ORAM, Homomorphic encryption

4, TEACHING METHODS - ASSESSMENT
MODE OF DELIVERY | Face to face

USE OF INFORMATION AND e Use of ICT in Course Teaching
COMMUNICATION TECHNOLOGY e Use ofthe Open e-Class system, with
uploaded notes, lectures, exercises for
practice and communication with students.
TEACHING METHODS Method description Semester Workload
Lectures 39
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Tutorials 39
Research work 50
Self study 60
Total course hours 188
(25 h workload per ECTS)
ASSESSMENT METHODS
I. A written final examination (60%) and
Il. Research work (40%)

5.RESOURCES

Essential

e Introduction to Modern Cryptography, Jonathan Katz and Yehuda Lindell (2nd Edition!)
e Cryptography Made Simple. Nigel Smart. Springer

Recommended

® ECRYPT Il Yearly Report on Algorithms and Keysizes (2011-2012)
® ENISA, Algorithms, key size and parameters, report — 2014

® ECRYPT - CSA, Algorithms, Key Size and Protocols Report (2018)

3. Software and DATABASE SYSTEMS SECURITY

1. GENERAL

SCHOOL | ENGINEERING
DEPARTMENT | INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF STUDY | POST-GRADUATE

COURSE UNIT CODE | CSCYB205 | SEMESTER OF STUDY | 2nd
COURSE TITLE | Software and Database Systems Security
TEACHING
COURSEWORK BREAKDOWN WEEKLY ECTS Credits
HOURS
Lectures 3
Tutorials 2
5 7

COURSE UNIT TYPE | Compulsory, Specialized general knowledge

PREREQUISITES : | NONE
LANGUAGE OF | GREEK, ENGLISH
INSTRUCTION/EXAMS:
COURSE DELIVERED TO ERASMUS | YES
STUDENTS
MODULE WEB PAGE (URL)

2. LEARNING OUTCOMES

Learning Outcomes

e To understand the risks that exists in data publishing
e To know the existing options for secure databases
e To design more secure databases
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General Skills
o To be able to protect client’s data from attacks
e To understand the main concept of big data and the trends and security risks of the
modern applications
o To know which data should be protected

3.COURSE CONTENTS
The description contains the material to be covered during 13 sessions.
e Discretionary and mandatory access control
Security protection capabilities of the SQL language
Privacy protection for relational, spatial and graph data
Privacy protection of data changing over time
Digital watermarking and fingerprinting in relational databases.
Encrypted databases and retrieval of encrypted data
Security in statistical and distributed databases
Big data security
Data security and privacy protection in online social networks.
Big data integration and security

4. TEACHING METHODS - ASSESSMENT
MODE OF DELIVERY | Face to face

USE OF INFORMATION AND e Use of ICT in Course Teaching
COMMUNICATION TECHNOLOGY e Use ofthe Open eClass system, with uploaded
notes, lectures, exercises for practice and
communication with students.

TEACHING METHODS Method description Semester Workload
Lectures 39
Tutorials 26
Research work 50
Self study 60
Total course hours 175
(25 h workload per ECTS)

ASSESSMENT METHODS

I. A written final examination (20%) and
1. Research work (80%)

5.RESOURCES
Essential
e Privacy Preserving Data Publishing: An Overview, Synthesis Lectures on Data Management,
2010, Raymond Chi Wing Wong, Ada Wai Chee Fu
e Rakesh Agrawal and Jerry Kiernan. 2002. Watermarking relational databases. In
Proceedings of the 28th international conference on Very Large Data Bases
e Database management systems, 3rd. Ed., Ramakrishnan Raghu, Gehrke Joahannes .

(Chapter 24)
e Fundamentals of Database Systems, 7th Edition, ElImasri Ramez, Navathe Shamkant B.B
(Chapter 17)
Recommended

e Chen, Bee Chung & Kifer , Daniel & LeFevre, Kristen & Machanavajjhala , Ashwin. (2009).
Privacy Preserving Data Publishing. Foundations and Trends in Databases.
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e Fung, Benjamin & Wang, ke & Chen, Rui & Yu, Philip. (2010). Privacy Preserving Data
Publishing: A Survey of Recent Developments. ACM Comput . Surv .. 42.

e  Watermarking Techniques for Relational Databases: Survey, Classification and Comparison,
Raju Halder, Shantanu Pal and Agostino Cortesi

4, HARDWARE SECURITY

1. GENERAL
SCHOOL ENGINEERING
DEPARTMENT DEPARTMENT OF INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF EDUCATION GRADUATE
COURSE CODE CSCYB-201 SEMESTER OF STUDIES B’
COURSE TITLE HARDWARE SECURITY
INDEPENDENT TEACHING ACTIVITIES
in case the credits are awarded in separate parts of the course e.g. WEEKLY ECTS
Lectures, Laboratory Exercises, etc. If the credits are awarded HOURS OF
uniformly for the whole course, indicate the weekly teaching hours TEACHING CREDITS
and the total number of credits.
Lectures 3
Practice -Exercises
Add rows if needed. The teaching organization and teaching - 3 8
methods used are described in detail in 4.
COURSE TYPE Compulsory, Specialized general knowledge
Background, General Knowledge, Scientific
Area, Skills Development
ERASMUS STUDENTS Yes ( English )
ONLINE COURSE ( URL) Cscyb.uniwa.gr and eclass
(UNIWA Open eClass | Emthoyn pabnudtwv)

2.LEARNING OUTCOMES
Learning outcomes

The learning outcomes of the course are described, the specific knowledge, skills and abilities of an appropriate level that students
will acquire after the successful completion of the course.

Refer to Appendix A.

e Description of the Level of Learning Outcomes for each course according to the Qualifications Framework of the European
Higher Education Area

e Descriptive Indicators Levels 6, 7 & 8 of the European Qualifications Framework for Lifelong Learning and Annex B

e Summary Guide for writing Learning Outcomes

The aim of this course is to provide post-graduate students with the appropriate knowledge
and skills about major topics in hardware security, including hardware security
vulnerabilities, attacks, and appropriate protection mechanisms. Upon successful completion
of the course the student will be able to:

e Formulate hardware security requirements for a system.
e Describe the types of errors, faults and hazards in a system and how to deal with
them, and select appropriate methods to deal with them.
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e Describe and apply hardware security analysis methods.

e Describe and apply hardware security assessment methods.

e Design digital circuits for cryptographic applications.

e Design circuits that will contain built-in test structures for easy controllability.

o Check circuits for defects or harmful additional hardware components.
General Abilities

Taking into account the general skills that the graduate must have acquired (as they are listed in the Diploma Supplement and are
listed below), which of them is intended for the course ?.

Search, analysis and synthesis of data and information, Project design and management

using the necessary technologies Respect for diversity and multiculturalism

Adaptation to new situations Respect for the natural environment

Decision making Demonstration of social, professional and moral responsibility and
Autonomous work sensitivity in gender issues

Teamwork Exercise criticism and self-criticism

Working in an international environment Promoting free, creative and inductive thinking

Work in an interdisciplinary environment
Production of new research ideas

The course aims to the following general competences:

e Search for, analysis and synthesis of data and information, with the use of the
necessary technology

e Working independently

e Team work

e Working in an international environment

e Decision making

3.COURSE CONTENT
The description contains the material to be covered during 13 lectures.

Lectures 1-2: Introduction and basic concepts, evolution of hardware security, overview and
layers of a computing system, types of electronic hardware, hardware security vs. hardware
trust, security and test/debug, electronic supply chain.

Lectures 3-4: Introduction to data encryption and security, data encryption standards (DES,
AES) and block ciphers, public key cryptography and RSA asymmetric key algorithm.

Lecture 5: Basics of VLSI Design and Test

Lecture 6: Physical attacks

Lectures 7: Hardware Intellectual Property (IP) piracy and reverse engineering
Lecture 8: Side-Channel Attacks

Lecture 9: Hardware Trojans

Lecture 10: Attacks on PCB, RFID and JTAG

Lecture 11-12: Hardware security primitives, physically unclonable functions (PUFs) and true
random number generators (TRNGs)

Lecture 13: Hardware metering and digital watermarking

4.TEACHING AND LEARNING METHODS - EVALUATION
METHOD OF DELIVERY This module is taught through a combination of
Face to face, Distance education etc. lectures, exercises, computer laboratory sessions,
and coursework exercises.
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USE OF INFORMATION AND

COMMUNICATION TECHNOLOGIES
Use of ICT in Teaching, in Laboratory Education, in
Communication with students

e Use of ICT in Course Teaching

e Use of the Open eClass system, with
uploaded notes, lectures, exercises for
practice and communication with
students.

TEACHING ORGANIZATION

The way and methods of teaching are described in detail.

Lectures, Seminars, Laboratory Exercise, Field Exercise,
Bibliography study & analysis, Tutoring, Internship
(Placement), Clinical Exercise, Art Workshop, Interactive
teaching, Study visits, Study work, artwork, creation. A.

The student study hours for each learning activity are
indicated as well as the non-guided study hours so that the
total workload at the semester level corresponds to the
ECTS standards .

Projection system and presentation capability
with the application of the Power Point program,
- Internet connection,

- Use of bibliography search engines HEAL-LINK,
PUBMED, SCOPUS, GOOGLE SCHOLAR

- Use of e-mail and the Department's website to
communicate with students and keep them
informed

- Use of the course eclass

STUDENT EVALUATION

Description of the evaluation process

Assessment Language, Assessment Methods, Formative or
Concluding, Multiple Choice Test, Short Answer Questions,
Essay Development Questions, Problem Solving, Written
Assignment, Report / Report, Oral Examination, Public
Presentation, Public Presentation, Others

Explicitly defined assessment criteria are stated and if and
where they are accessible to students.

I. Project 1 (50%) and

II. Project 2 (50%)

5. RECOMMENDED-BIBLIOGRAPHY

Essential

® S, Bhuniaand, M. Tehranipoor, Hardware Security: A Hands-on Learning Approach,
Morgan Kaufmann—Elsevier, 1st edition, 2018.

Recommended

° Introduction to Hardware Security and Trust, First Edition, Mohammad Tehranipoor and
Cliff Wang (Ed.) (2012), Springer, ISBN-13: 978-1-4419-8079-3 or ISBN-10: 1-4419-8079-2 or

e-ISBN: 978-1-4419-8080-9.

° Towards Hardware-Intrinsic Security, First Edition, Ahmad-Reza Sadeghi and David
Naccache (Eds.) (2010), Springer, ISBN-13: 978-3-642-14451-6 or ISBN-10: 3-642-14451-9

or e-ISBN: 978-3-642-14452-3.

° Fault-Tolerant Systems, First Edition, Israel Koren and C. Mani Krishna (2007), Elsevier
Morgan Kaufmann Publishers, ISBN-13: 978-0-12-088525-1 or ISBN-10: 0-12-088525-5
o Fundamentals of Dependable Computing for Software Engineers, John Knight, CRC press,

2012.

Fault-Tolerant Design, Elena Dubrova, Springer, 2013.

Building Dependable Distributed Systems, Wenbing Zhao, Willey publications.

Developing Green Software, Dr. Bob Steigerwald and Abhishek Agrawal, Intel Corporation.
Dependability benchmarking for Computer Systems, Karama Kanoun and Lisa Spainhower

(eds), Willey publications & IEEE Computer Society.

L Dependable Computing: Design and Assessment, Ravishankar K. lyer, Zbigniew T.
Kalbarczyk, Nithin M. Nakka, Wiley, 2016.
° Dependable computer systems, Assen V. Krumov, CreateSpace Independent Publishing

Platform, 2013.
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° Computer Architecture Techniques For Power-Efficiency, Stefanos Kaxiras and Margaret

Martonosi, Morgan & Claypool, 2008.

o System-Level Design Techniques For Energy-Efficient Embedded Systems, Marcus T.

Schmitz, Bashir M. Al-Hashimi and Petru Eles, Springer 2009.

° Power-efficient System Design, Preeti Ranjan Panda, B. V. N. Silpa, Aviral Shrivastava,

Krishnaiah Gummidipudi, Springer 2010.

° Low power design essentials, J. Rabaey, Springer 2009.

5. INFORMATION SYSTEMS SECURITY

1.GENERAL

SCHOOL ENGINEERING

DEPARTMENT DEPARTMENT OF INFORMATICS AND COMPUTER ENGINEERING

LEVEL OF EDUCATION GRADUATE

COURSE CODE CSCYB-101 SEMESTER OF STUDIES A

COURSE TITLE INFORMATION SYSTEMS SECURITY

INDEPENDENT TEACHING ACTIVITIES

in case the credits are awarded in separate parts of the course e.g. WEEKLY ECTS

Lectures, Laboratory Exercises, etc. If the credits are awarded HOURS OF

uniformly for the whole course, indicate the weekly teaching hours TEACHING CREDITS

and the total number of credits.

Lectures 3
Practice -Exercises 2

Add rows if needed. The teaching organization and teaching - 5 8

methods used are described in detail in 4.

COURSE TYPE Skills Development

Background, General Knowledge, Scientific

Area, Skills Development

PREREQUISITE COURSES: -NONE

LANGUAGE OF TEACHING AND ENGLISH

EXAMS:

ERASMUS STUDENTS Yes ( English)

ONLINE COURSE ( URL) Cscyb.uniwa.gr and eclass
https://eclass.uniwa.gr/main/login form.php?next=%2Fmodule
s%2Fauth%2Fcourses.php%3Ffc%3D247

2. LEARNING OUTCOMES

Learning outcomes

The learning outcomes of the course are described, the specific knowledge, skills and abilities of an appropriate level that students

will acquire after the successful completion of the course.

Refer to Appendix A.

e Description of the Level of Learning Outcomes for each course according to the Qualifications Framework of the European

Higher Education Area
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e Descriptive Indicators Levels 6, 7 & 8 of the European Qualifications Framework for Lifelong Learning and Annex B
e Summary Guide for writing Learning Outcomes

Knowledge

The MSc students can:

e Understand modern information systems security issues and their challenges
e Desing the framework for the development of information security management system
e Demonstrate critical understanding of the design, application, and performance evaluation of the
appropriate controls/safeguards/countemeasures: organizational, technological, physical, people
e  Have specific knowledge for the special characteristics of the cloud controls
e Understand the information security risk management methodology
e Know the problems that generated when personal data have been processed and know personal
data protection by design methodologies
e  Have critical perception of the evolutionary dynamics of the area of cybersecurity and personal
data protection.
During the lecturers, modern international standards are described for the selection of the suitable controls:
detection, prevention, correction.

Skills

This course is structured in a way that lectures and practical exercises give students the necessary skills for
the job market, in order to improve their possibility of professional rehabilitation
After their studies MSc students can:

e Apply theories and methodologies from the area of information systems security, with emphasis
on information security risk management
e Evaluate methods and tools thar are used to implement information systems security
e Develop solutions, with scientific documented way, for the complex security and privacy problems
Competences

The MSc students will be able to:

e Develop autonomously their knowledge and capabilities
e Solve problems and kame strategic decisions with inductive thinking
e Contribute to develop knowledge and practices and have operational capabilities in crisis
management
General Abilities

Taking into account the general skills that the graduate must have acquired (as they are listed in the Diploma Supplement and are
listed below), which of them is intended for the course ?.

Search, analysis and synthesis of data and information, Project design and management

using the necessary technologies Respect for diversity and multiculturalism

Adaptation to new situations Respect for the natural environment

Decision making Demonstration of social, professional and moral responsibility and
Autonomous work sensitivity in gender issues

Teamwork Exercise criticism and self-criticism

Working in an international environment Promoting free, creative and inductive thinking

Work in an interdisciplinary environment
Production of new research ideas

The general competences that the MSc students must acquire are:

3 Search, analysis, synthesis of data and information, with the use of the appropriate technologies
. Decision making

. Working independently

3 Effective team work

. Adapting to new situations

. Project planning and management guaranteeing quality (iron triangle: time, cost, scope)

. Activation in multidisciplinary environment

. Production of new research ideas
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3.COURSE CONTENT
Theory:

1. Introduction to information and communication systems security. Terminology and ISO
27000:2018.
2. Authorization and Access Control: Mandatory Access Control, Discretionary Access
Control (Access Control Matrix, Access Control List, Capabilities List), Role-based Access
Control (Core, Hierarchical, Constrained).
Information Security Management System ISMS and ISO 27001:2022,
controls and ISO 27002:2022,
guidance on implementing ISMS and ISO 27003:2017,
best practices for Cloud environment and ISO 27017: 2015.
Guidance for Information Security Risk Management and 1SO 27005:2022.
Information Security Management Guidelines for Cyber insurance and ISO 27102:2019.
Legal and regulatory framework for personal data protection and electronic
communication security:
10. General Data Protection Regulation and ISO 29100:2017,
11. EU Directive e-Privacy 2002 /58, EU Directive for data retention 2006/24.
12. The Constitution of Greece, article 19 for communication security and related national
laws: law 5002/2022, law 3115/2003. Spyware and risk treatment.
Laboratory:

© PN YA W

Case studies: Enterprise Risk Management, Personal Data Protection, Electronic
Communication Security

4. TEACHING AND LEARNING METHODS - EVALUATION
METHOD OF DELIVERY In class face to face

Face to face, Distance education etc.

USE OF INFORMATION AND Use of ICT in Teaching, Laboratory Education and

Use of ICT in Teaching, in Laboratory Education, in
Communication with students

TEACHING ORGANIZATION Projection system and presentation capability

with the application of the Power Point program,
The way and methods of teaching are described in detail. pp prog

Lectures, Seminars, Laboratory Exercise, Field Exercise, - Internet connection,
Bibliography study & analysis, Tutoring, Internship
(Placement), Clinical Exercise, Art Workshop, Interactive - Use of bib]iography search engines HEAL-LINK,

teaching , Study visits, Study work, artwork, creation. Am. PUBMED. SCOPUS. GOOGLE SCHOLAR

The student study hours for each learning activity are . , .
indicated as well as the non-guided study hours so that the | - Use of e-mail and the Department's website to

total workload at the semester level corresponds to the communicate with students and keep them
ECTS standards . .
informed

- Use of the course eclass
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STUDENT EVALUATION

Description of the evaluation process

Presentation, Public Presentation, Others

where they are accessible to students.

Assessment Language, Assessment Methods, Formative or
Concluding, Multiple Choice Test, Short Answer Questions,
Essay Development Questions, Problem Solving, Written
Assignment, Report / Report, Oral Examination, Public

Explicitly defined assessment criteria are stated and if and

and Group).

exams, 50% for the Assignment

Written final exam and Assignments (Individual

The performance in the exams is calculated as
follows: 50% of the final grade for the written

5.RECOMMENDED-BIBLIOGRAPHY

- Suggested Bibliography:
Books
3rd edition, 2020

Cybersecurity, E. Lewis, 2020

Journals

Computers and Security, Elsevier

The Cyber Security Handbook, A. Calder, ITGP, 2020

The Age of Surveillance Capitalism, S. Zuboff, Profile Books, 2019
Computer Security, D. Gollmann, J. Wiley & Sons, 3rd edition, 2018
IEEE Communications Surveys and Tutorials

International Journal of Information Security, Springer

Information and Computer Security, Emerald

Security Engineering A Guide to Building Dependable Distributed Systems, R. Anderson, J. Wiley & Sons,

6. INFORMATION SECURITY

1. GENERAL
SCHOOL | ENGINEERING
DEPARTMENT | INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF STUDY | POST-GRADUATE
COURSE UNIT CODE | ¢sCYB104 SEMESTER OF STUDY | 1%
COURSE TITLE | INFORMATION SECURITY
TEACHING
COURSEWORK BREAKDOWN WEEKLY ECTS Credits
HOURS
Lectures 2
Tutorials 1
3 3

COURSE UNIT TYPE

Compulsory, Specialized general knowledge

PREREQUISITES : | NONE
LANGUAGE OF | ENGLISH
INSTRUCTION/EXAMS:
COURSE DELIVERED TO | YES
ERASMUS STUDENTS
MODULE WEB PAGE (URL) | http://
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Learning Outcomes

The course aims at training students in the area of information and communication systems
security, as well as in privacy protection technologies. Overall, the course has been planned
taking the following points into consideration:
Upon successful completion of this course, the student will be able to:
e the deepening and consolidation of a high level of knowledge in the breadth of the field
of Information Security.
e Acquire specialized skills in solving Information Security Systems problems with the
aim of gaining a base for research and innovation design in the field of Security.
In particular the student must:
e Understand the structure and operation of Information Security (at Internet) Systems.
e Have a thorough knowledge of Network layers, [Pv4, ICMP, ARP, Sniffing, MAC
Spoofing, .
e Know and explain the security of internet applications, network architectures,
signaling, and communication protocols.
e Evaluate the Cryptology’s criteria
e Choose the appropriate digital signatures and digital certificates.
e Analyze and compare the modern cryptographic algorithms
e Create and design the Security Management Systems
e Learn the Legal framework of the Internet Privacy and Cybercrime
General Skills
e Retrieve, analyze and synthesize data and information, with the use of necessary
technologies
e Team work
e Be critical and self-critical
e Advance free, creative and causative thinking

3.COURSE CONTENTS
The description contains the material to be covered during 13 sessions.
1) Basic security concepts and issues
2) Networks and Internet
3) Secured Interface Connection
4) Internet programming
5) Security of Internet Applications
6) Introduction to Cryptology
7) Modern Cryptographic Algorithms
8) Message Integrity and Authenticity
9) Digital Signatures and Digital Certificates
10) Virtual Private Networks
11) Security Management
12) Response to Security Events & Digital Forensics
13) Internet Privacy and Cybercrime

4. TEACHING METHODS - ASSESSMENT
MODE OF DELIVERY | Face to face

USE OF INFORMATION AND e Use of ICT in Course Teaching
COMMUNICATION TECHNOLOGY e Use ofthe Open eClass system, with uploaded
notes, lectures, exercises for practice and
communication with students.
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TEACHING METHODS Method description Semester Workload
Lectures 26
Tutorials 13
Research work 25
Self study 48
Total course hours 125
(25 h workload per ECTS)
ASSESSMENT METHODS
I. A written final examination (60%) and
1. Research work (40%)

5.RESOURCES

Essential

Kpuntoypaia & Aopalsio Aiktowv Apxec& Epapuoyeg, William Stallings, Ek56oeig IQN.
Katowka 2, MkpitlaAn A., TkpitloAn 2. AopdAsia MAnpopoplakwy Suotnuatwy, EkK600elg
Néec Teyvoloyieg.

lkpit¢aAng 2., Nkpit¢aAncg A., Katowkac 5., Acpdaleia Aiktuwv YrmoAoyiotwy, A.
MAMAZQTHPIOY & ZIA OE, 2003.

Business Information Systems: Technology, Development and Management for the Modern
Business, Paul Bocij, Andrew Greasley, Simon Hickie, Sixth edition, Pearson 2018

Recommended

Cybersecurity, Mowbray Thomas J., Third edition, John Wiley & Sons In

Anderson R., Security Engineering, Wiley (2nd ed.), USA, 2008.

Gollmann D., Computer Security, 3rd edition, Wiley, March 2011.

Pfleeger C., Security in Computing, Prentice Hall (4th ed.), USA, 2006.

Rhodes-Ousley M. Information security: The complete reference. McGraw-Hill Education.
Jouprng A., lNMatadg A., lpnyoptadng N., AapdAeia tng MAnpopopiag, Ek660elg Néeg
Texvoloyieg, 2004

7. NETWORK SECURITY

1. GENERAL
SCHOOL ENGINEERING
DEPARTMENT DEPARTMENT OF INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF EDUCATION GRADUATE
COURSE CODE CSCYB206 SEMESTER OF STUDIES B’
COURSE TITLE Network Security
INDEPENDENT TEACHING ACTIVITIES
in case the credits are awarded in separate parts of the course e.g. WEEKLY ECTS
Lectures, Laboratory Exercises, etc. If the credits are awarded HOURS OF CREDITS
uniformly for the whole course, indicate the weekly teaching hours TEACHING

and the total number of credits.

Lectures 3

Practice -Exercises 2
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Add rows if needed. The teaching organization and teaching 5 7
methods used are described in detail in 4.

COURSE TYPE Skills Development
Background, General Knowledge, Scientific
Area, Skills Development

PREREQUISITE COURSES: -NONE

LANGUAGE OF TEACHING AND ENGLISH

EXAMS :

ERASMUS STUDENTS Yes ( English)

ONLINE COURSE ( URL) Cscyb.uniwa.gr and eclass

(UNIWA Open eClass | Emthoyn pabnudatwy)

2. LEARNING OUTCOMES

Learning outcomes

The learning outcomes of the course are described, the specific knowledge, skills and abilities of an appropriate level that students
will acquire after the successful completion of the course.

Refer to Appendix A.
e Description of the Level of Learning Outcomes for each course according to the Qualifications Framework of the European
Higher Education Area

e Descriptive Indicators Levels 6, 7 & 8 of the European Qualifications Framework for Lifelong Learning and Annex B
. Summary Guide for writing Learning Outcomes

Network Security is a key topic in a Cybersecurity Master of Science program that enhances
students' knowledge on security in many different types of computer networks.

The aim of the course is to deepen the theoretical and practical skills that students already
have in computer networks and in the field of computer security, and cover the required
complementary topics in a cybersecurity framework. This will provide them with additional
expertise and high-level skills for the job market and research dimensions to continue their
studies at the next level.

By the end of this course a student will reach the professional level in network security in
terms of up-to-date terminologies, main concepts, new technologies, and popular tools.

Upon successful completion of the course the student will be able to:

e torecognize the factors that lead to the need for network and communications
security.

identify and categorize specific examples of network attacks.

identify vulnerabilities in communications and networks.

to design and implement secure network systems and applications.

e to distinguish the advantages and disadvantages of alternative secure network and
communications architectures.

e to distinguish and compare symmetric and asymmetric cryptosystems and to know
the characteristics of hybrid systems.

e to know the tools and techniques to identify the security gaps of network devices and
applications and to distinguish problems and errors due to insufficient
implementation of security mechanisms of devices and insufficient protection of
information transmitted through online applications.

e to apply his knowledge to protect devices and networked information from malicious
interception, modification, destruction and falsification of information.

e to evaluate the secure operation of networks, to identify any security gaps when
accessing and transmitting information, especially to remote users.

e to face developments in the field of network and communications security, topics in
which he will have deepened his knowledge.

e will have the ability to guide the changes brought about by technological
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developments in this field.

e will have the ability to evaluate and distinguish between secure and non-secure
network systems and communications between their parts.

e will have the ability to systematically apply the acquired knowledge to understand and
solve practical problems.

e will have the ability to use modern methods to protect network and communication
systems.

will have the ability to work with others to solve real-world problems.

General Abilities

Taking into account the general skills that the graduate must have acquired (as they are listed in the Diploma Supplement and are
listed below), which of them is intended for the course ?.

Search, analysis and synthesis of data and information, Project design and management

using the necessary technologies Respect for diversity and multiculturalism

Adaptation to new situations Respect for the natural environment

Decision making Demonstration of social, professional and moral responsibility and
Autonomous work sensitivity in gender issues

Teamwork Exercise criticism and self-criticism

Working in an international environment Promoting free, creative and inductive thinking

Work in an interdisciplinary environment
Production of new research ideas

Working in an interdisciplinary environment
Generating new research ideas

Searching, analysing and synthesising data
Adapting to new situations

Decision-making

3. COURSE CONTENT

This course is organized as follows:

Lecture 1: Introduction to Network Security
Lecture 2: Encryption

Lecture 3: Intrusion Detection Systems

Lecture 4: Vehicular Ad-hoc Networks

Lecture 5: WEKA

Lecture 6: TCP Attacks

Lecture 7: Privacy

Lecture 8: Firewall Avoidance using VPN

Lecture 9: SNORT

Lecture 10: Advanced Intrusion Detection Topics
Lecture 11: Security and Privacy on the Blockchain
Lecture 12: Trusted Supply Chains

Lecture 13: Presentation of final papers and public discussion on them

4. TEACHING AND LEARNING METHODS - EVALUATION
METHOD OF DELIVERY In class face to face

Face to face, Distance education etc.

USE OF INFORMATION AND Use of ICT in Teaching, Laboratory Education and

Use of ICT in Teaching, in Laboratory Education, in
Communication with students
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TEACHING ORGANIZATION Projection system and presentation capability with the
The way and methods of teaching are described in application of the Power Point program

detail. X !

Lectures, Seminars, Laboratory Exercise, Field - Internet connection,

Exercise, Bibliography study & analysis, Tutoring, - Use of bibliography search engines HEAL-LINK,
Internship (Placement), Clinical Exercise, Art

Workshop, Interactive teaching , Study visits, Study PUBMED, SC(_)PUS’ GOOGLE SCHOL'AR .

work, artwork, creation. A. - Use of e-mail and the Department's website to

) B communicate with students and keep them informed
The student study hours for each learning activity

are indicated as well as the non-guided study hours | ~ Use of the course eclass
so that the total workload at the semester level -

corresponds to the ECTS standards . Semester Workload ACtiVity
Method description Semester Workload
Lectures 39
Practice exercises that focus 26

on the application of
methodologies and analysis of

studies

Research work 50
Self study 60
Total course hours 175
(25 h workload per ECTS)

STUDENT EVALUATION
Descriptionlofthelevaliationpiocesy Presentation and examination of Final Project (100%).
Assessment Language, Assessment Methods,
Formative or Concluding, Multiple Choice Test, Short
Answer Questions, Essay Development Questions,
Problem Solving, Written Assignment, Report /
Report, Oral Examination, Public Presentation,
Public Presentation, Others

Explicitly defined assessment criteria are stated and
if and where they are accessible to students.

5. RECOMMENDED-BIBLIOGRAPHY
- [Ipotewduevn Bifloypapia :

1. W.Stallings, Kpvntoypapia yio Acpdreia Aiktowv Apyég kot Epappoyéc, Exéotng [Mapikov
EIIE, 2011 (Kwd. Evdo&og: 12777632)

2. 1.F. Kurose, K.W. Ross, “Awtoworn Yroroyiotdv, IIpocéyyion and méve mpog ta Katw, 6m
‘Exdoon 20137, Exddoeis: I'kiovpda & XIA, (Kmd. EvdoLog: 33094885)

3. B. Forouzan, Cryptography and Network Security, McGraw Hill, Exd6ceig Enikevipo A.E,
2008 (Kwd. Evdooc: 12562157)

4. JF. Kizza, “Guide to Computer Network Security”, Springer, 2017

5. L. Ertaul, L.H. Encinas and E. El-Sheikh “Computer and Network Security Essentials”,
Springer, 2017

6. X.He and H. Dai, “Dynamic Games for Network Security”, Springer, 2018

7. E. Maiwald, “Network Security”, Mc Graw Hill, 2013
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8. FORENSICS and PENETRATION TESTING

1. GENERAL
SCHOOL | ENGINEERING
DEPARTMENT | INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF STUDY | POST-GRADUATE (7)
COURSE UNIT CODE | CSCYB204 | SEMESTER OF STUDY | 2nd
COURSE TITLE | Computer Forensics and Penetration Testing
TEACHING
COURSEWORK BREAKDOWN WEEKLY ECTS Credits
HOURS
Lectures 3
Tutorials 2
5 8

COURSE UNIT TYPE

PREREQUISITES : | NONE

LANGUAGE OF | GREEK, ENGLISH
INSTRUCTION/EXAMS:

MODULE WEB PAGE (URL)

2.LEARNING OUTCOMES

Learning Outcomes

PART A

Windows penetration testing

This course teaches students the underlying principles and many of the tactics, techniques,
procedures and tools associated with the penetration testing or ethical hacking.

Students will learn about the entire penetration testing process including planning, OSINT,
reconnaissance, scanning, Vulnerability assessment, exploitation, post exploitation, and result
reporting. The course will provide the fundamental information associated with each of the
methods employed by most professionals.

PART B

Windows incident handling and forensics syllabus

The Windows OS Incident handling and Forensics course covers windows memory, registry, file
system and application analysis. You will build an in-house forensic capability using a variety of
free, open-source, and commercial tools.

Identify and handle digital artefact/evidence to answer critical questions, including application

execution, file access, data theft, external device usage, file download, anti-forensics, and detailed

system usage and Implement triage, live system analysis, and alternative acquisition techniques.
Compile reports and presents the findings during the digital forensics examination to the entity
which was impacted by the cyberattack, or to the court for public investigation.

The objective of the course is to show students how to perform a fully digital forensic investigation

of a Windows system.

[ General Skills

e Understanding the cyber threat and how cyber attackers operate.

e Understanding the tactics, techniques, procedures and tools used by penetration testers
and red teams.

e Conducting a comprehensive penetration test assessment.

e Applying the cyber incident handling and response (IH&R) process.

e Conducting a comprehensive digital forensics investigation.
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3. COURSE CONTENTS
The description contains the material to be covered during 13 lectures.
1. Introduction to Penetration Testing and Red Teaming

a. What is a penetration test or red team assessment

b. Penetration Test Methodology

c. Penetration test Essentials Pre-engagement

d. Scoping Ethical requirements and legal issues

e. Penetration test report structure and components

f. Building a Penetration Test lab

g. Preparation, OSINT and anonymity infrastructure development.
2. Information Gathering

a. Reconnaissance (DNS reconnaissance TCP, UDP, connections)

b. OSINT (Open Source Intelligence)

¢. Scanning methodology

d. System and network scanning, Scanning using nmap
3.vulnerability assessment

a. Netcat

b. Nessus

c. OpenVas
4. Penetration test frameworks

a. Metasploit

b. Poshc2

c. Covenant

d. Mythic
5.Basics of windows security

a. Windows internal security mechanisms

b. Security policies

c. Security software and devices
6. Gaining initial access

a. Introduction to windows attacks

b. Brute forcing

c. Remote exploitation

d. Client side attacks

e. Phishing frameworks and attacks (Spear-phishing / phishing / stealing valid credentials)
7. Windows post exploitation techniques

a. privilege escalation

b. Lateral movement (Password Spraying, AV, EDR evasion)

c. Powershel for penetration testers

d. Active Directory Attacks (Kerberos Authentication, Domain enumeration, Domain
attacks, Kerberoasting attack, Golden ticket, Pass the hash attack, pass the ticket, over pass the
hash)
8. Incident handling process

a. Introduction to the incident handling process

b. Incident handling plan
9. Digital Forensics process

a. Digital Forensics methodology

b. Building a forensics analysis station.
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10.

11.

12.

13.

c. Building a forensics lab.

Windows memory forensics

a. Memory Essentials

b. Dumping the memory

c. Memory analysis

Windows registry forensics

a. Registry Essentials

b. Getting the registry

c. Registry analysis

Windows file system forensics

a. Introduction to file system

b. Gathering file system relative to case information
c. File system analysis

d. Windows event log analysis

Windows application forensics

a. Browser Forensics

b. Email forensics

c. Usb forensics

d. How to compile a comprehensive report

4. TEACHING METHODS - ASSESSMENT

MODE OF DELIVERY | Face to face

(25 h workload per ECTS)

USE OF INFORMATION AND e Use of ICT in Course Teaching
COMMUNICATION e Use ofthe Open eClass system, with uploaded notes,
TECHNOLOGY lectures, exercises for practice and communication
with students.
Method description Semester Workload

Lectures 39

Tutorials 26

Research work 50

Self study 70

Total course hours 200

ASSESSMENT METHODS

1. Research work (80%)

I. A short case to analyse in class for 30 min (20%) and

5.RESOURCES

Essential

The Hacker Playbook 3: Practical Guide To Penetration Testing by Peter Kim
Incident Response with Threat Intelligence by Roberto Martinez
Windows Forensic Analysis Toolkit: Advanced Analysis Techniques for Windows 8 by Harlan

Carvey

Recommended
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e Windows Registry Forensics: Advanced Digital Forensic Analysis of the Windows Registry by
Harlan Carvey

e Investigating Windows Systems 1st Edition, by Harlan Carvey

e File System Forensic Analysis 1st Edition by Brian Carrier

e Metasploit Penetration Testing Cookbook - Third Edition: Evade antiviruses, bypass firewalls,
and exploit complex environments with the most widely used penetration testing framework
3rd Revised edition by Daniel Teixeira (Author), Abhinav Singh (Author), Monika Agarwal
(Author)

e Penetration Tester's Open Source Toolkit 4th Edition, Kindle Edition by Jeremy Faircloth

9. Cybersecurity Protocols and Standards
1. GENERAL
SCHOOL | ENGINEERING
DEPARTMENT | INFORMATICS AND COMPUTER ENGINEERING
LEVEL OF STUDY | POSTGRADUATE (7)
MSc Program | CYBERSECURITY
COURSE UNIT CODE | CSCYB102 | SEMESTER OF STUDY | 15t
COURSE TITLE | Cybersecurity Protocols and Standards
COURSEWORK BREAKDOWN TEACH|.I||;(:| F\:ZEEKLY ECTS Credits
Lectures 3
Problem Solving- Research 2
Tutorials
5 7
COURSE UNIT TYPE | COMPULSORY
PREREQUISITES : | NONE
LANGUAGE OF | GREEK, ENGLISH
INSTRUCTION/EXAMS:
MODULE WEB PAGE (URL) | UNIWA Open eClass | KANONEZ kat MPQTOKOAAA
KYBEPNOAZ...

2. LEARNING OUTCOMES
Learning Outcomes
The course learning outcomes, specific knowledge, skills and competences of an appropriate level, which the students will
acquire with the successful completion of the course are described.
Consult Appendix A
e Description of the level of learning outcomes for each qualifications cycle, according to the Qualifications Framework of the
European Higher Education Area
e Descriptors for Levels 6, 7 & 8 of the European Qualifications Framework for Lifelong Learning and Appendix B
Guidelines for writing Learning Outcomes
Students can
e understand the purpose, scope, and importance of various standards
e memorize key terms, definitions, and foundational principles of cybersecurity standards.
This level helps build a fundamental understanding of security concepts cybersecurity
standards.
e analyze the structure, components, and requirements of cybersecurity standards
o Evaluate cybersecurity standards, considering their strengths, weaknesses, and relevance to
specific organizational needs.
e Apply cybersecurity standards to real-world situations
e Describe, the methods used for a protocol launch
o Demonstrate, the ability to select the appropriate protocol
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Modify a protocol in order to update its contents

Compare, similar protocols

Develop from scratch a protocol with all the responsible committees
Decide, on the protocol selection for a given task to undertake

General Skills
Taking into consideration the general competences that the degree-holder must acquire (as these appear in the Diploma
Supplement and appear below), at which of the following does the course aim?

Search for, analysis and synthesis of data and Project planning and management

information, with the use of the necessary technology Respect for difference and multiculturalism

Adapting to new situations Respect for the natural environment

Decision-making Showing social, professional and ethical responsibility and
Working independently sensitivity to gender issues

Team work Criticism and self-criticism

Working in an international environment Production of free, creative and inductive thinking
Working in an interdisciplinary environment Others

Production of new research ideas

Recall basic facts and concepts related to cybersecurity standards

Use cybersecurity standards in specific contexts or scenarios

Examine and break down cybersecurity standards to understand their components.

Assess the effectiveness and appropriateness of cybersecurity standards Develop innovative
solutions or strategies based on cybersecurity standards.

Comprehend the meaning and significance of cybersecurity standards.

3. COURSE CONTENTS
The description contains the material to be covered during the 13 sessions.

1) Description of Protocols and Standards

2) Leading Organisations in Cybersecurity protocols, The hierarchy in protocol production
3) BOT Basics, Automotive Protocols (e.g. FlexRay, SAE J2735)

4) Telecommunication Protocols

5) Cybersecurity Maritime Protocols and Standards, Al ethics code

6) FIPS

7) Governance Risk and Compliance (ERNEST YOUNG) and Trusted Computer Security
8) GDPR, Protection of Personal Data GRC ()

9) CERT, NIST, NIS, NERC

10) Common Criteria (ISO 15408) and Orange Book

11) Network protocols

12) Mobile Cybersecurity Protocols and standards

13) Hospital Cybersecurity protocols and standards
4. TEACHING METHODS - ASSESSMENT

MODE OF DELIVERY Face to face
USE OF INFORMATION AND Using interactive notes and slides to demonstrate the basic
COMMUNICATION TECHNOLOGY functionality of digital systems
TEACHING METHODS Method description Semester Workload
Lectures 39
Tutorials 26
Research work 50
Self study 60
Total course hours 175
(25 h workload per ECTS)
ASSESSMENT METHODS Il. Multiple choice questions (40%)
[1l. Class Participation (20%)
IV. Research work on a standard (40%)
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5. RESOURCES

| Recommended Books:

1. Cybersecurity Risk Management - Mastering the Fundamentals Using the NIST, Cynthia Brumfield, Brian
Haugli, WILEY, 2021

2. 5G Cybersecurity Standards, ENISA, 2022

3. "NIST 800-53: Security and Privacy Controls for Federal Information Systems and Organizations" by Ron
Ross, Stu Katzke, Arnold Johnson, National Institute of Standards and Technology, 2020

4, 1SO 27001/27002: A Pocket Guide" by Alan Calder, IT Governance Publishing, 2008

5. CISSP (ISC)2 Certified Information Systems Security Professional Official Study Guide" by Mike Chapple,
James Michael Stewart, and Darril Gibson, 7t ed. John Wiley and Sons, 2015

6. Cybersecurity for Hospitals and Healthcare Facilities, Ayala Luis, Apress, 2016

7. Biometric-Based Physical and Cybersecurity Systems, Obaidat, Traore, Wouhgang (eds), Springer Nature
Switzerland AG, 2018

8. Effective Cybersecurity: a Guide to Using Best Practices and Standards, William Stallings, 2018

9. Automotive Cyber Security: Introduction, Challenges, and Standardization, Kim S., Shrestha R.,
Springer,2020

10. The Ultimate Guide to Cybersecurity Planning for Businesses, 2020

11. Derived Test Requirements for FIPS PUB 140-2: Security Requirements for Cryptographic Modules, National
Institute of Standards and Technology (Author), 2011

12. Cybercrime and Cyber Warfare, Igor Bernik, ISTE Ltd and John Wiley & Sons Inc,2013

13. Cyber Security Essentials, Rick Howard, Taylor & Francis Inc, 2010

Webliography

https://www.itgovernanceusa.com/cybersecurity-standards

https://www.enisa.europa.eu
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H amégpaon autr va dnuocteubei otnv E@nuepida Tne KuBepvriocwc.
Atyalew, 26 lavouapiou 2024
O lMputavng
MANATIQTHY KAAAHZ
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EONIKO TYMNOIPA®EIO

To EBviké Tumoypaeio amotelei Snuooia urnpecia umayduevn otnv Mpoedpia tng KuPép-
vnong Kat €xel Tnv €uBLvN 1600 yla TN ouvtaln, Slaxeiplon, EKTUTTWON Kal KUKAo®opia Twv
OUMwv NG Epnuepidac tng KuBepvroewc (DEK), 6oo Kat yla TNV KAAUYN TWV EKTUTTWTIKWY -
€KSOTIKWV avayKwv Tou dnpoaciou Kal Tou eupuTePOL Snudciou Topéa (v. 3469/2006/A 131
kat m.8. 29/2018/A°58).

1. OYANO THZ EOHMEPIAAXZ THZ KYBEPNHZEQZ (®EK)

* Ta ®EK o€ nAektpovikn popen Satibevtal Swpedv oto www.et.gr, Tnv mionun 10To-
oeliba Tou EBvikou Tumoypageiov. Ooa OEK dev éxouv PneromoinBei kal KataxwploTei oTnv
AVWTEPW 10TOOENISA, Yn@plomolouvTal Kal amooTéNNovTal emiong Swpedv Ye TNV UTToBoAN ai-
TNOoNG, Yla TNV OTfoia ApKEi N CUUTTANPWON TWV AvayKaiwv OToIXEiwv o€ 101K GOpUA OTOV
lototono www.et.gr.

o Ta ®EK o€ évrunn popen Siatibevtal o€ pepovwpéva @UANa gite ameuBeiag amo To Tun-
pa NMwARogwv Kat ZuvdpounTwy, eite TAXUOPOUIKA HIE TNV ATOOTOAN AITAToC TapayyeAiag
péow twv KEM, eite pe etrioia ocuvdpopur péow tou TuAnatog MwANCEWY Kal ZuVOPOUNTWV.
To k60T0C evog aompdpaupou OEK amod 1 éwg 16 oelideg givat 1,00 €, aAd yla kAOe emmAéov
oktacéMdo (f pépog autou) mpocauvavetatl katd 0,20 €. To kdoTtog evog Eyxpwpou OEK amd
1 €w¢ 16 oelidecg eival 1,50 €, alAd yia kABe emmAéov oktacéAdo (1 Hépog autol) mpooaula-
vetal katd 0,30 €. To tevxog A.2.E.M. SiatiBetal Swpeav.

» TpOmol amoGTOANG KEINEVWY TIPOG Snuocisuon:

A. Ta keipeva mpog dnuooicvon oto OEK, amd TI¢ UTINPEGCIEC Kal TOUG QOPEIC Tou
dnuooiou, amootéNovtal nAektpovikd otn SlevBuvon webmaster.et@et.gr pe xprion
TIPONYHEVNG PNPLAKNG UTIOYPAPIG KAl XPOVOOHHAVONG.

B. Kat' e€aipeon, oool moliteg Sev Siabétouv MponyUévn PN@LaKE) LTTOYPAPH] UITOPOUV
€iTe VO amoOTENOUV TAXUSPOIKY, EITE VA KATABETOUV UE EKTTPOOWTIO TOUG KEIUEVA TIPOG
dnpooiguon ektunwpéva og XapTi oto Tunpa MNapaiafric kal Kataywplong AnpocIeupaTwy.

» [MANPOYOPIEG, OXETIKA UE TNV ATOOTOAR/KATABEON gyypAgwv TTpog Snpoacieuon, TNV NUE-
pnota kukhogopia twv O.E.K,, ue TNV TWANON TWV TEUXWV KAl IE TOUG IOXUOVTEC TILOKATAAO-
YOUG Yla OAEG TIG UTTNPECIEG Pag, TTEpIAapavovtal otov otétorno (www.et.gr). Emiong péow
Tou totétomou Sidovtal TANPOPOPIEG OXETIKA UE TNV TTopEia SNUOCIEVONG TWV EYYPAPWY, UE
Baon tov Kwdikd AplBud Anpootevpatog (KAA). Mpokettal yia Tov aptBud mou ekdidel o EOvI-
K6 Tumoypa@eio yla 6Aa ta Keipeva mou mAnpouv Ti¢ mpolmoBéoelc Snuocicuonc.

2. EKTYNQTIKEX - EKAOTIKEZ ANATKEZ TOY AHMOZXIOY

To EBVIkS Tumoypa@Eio avTATOKPIVOUEVO O€ AITHATA UTTNPECIWY Kal POPEWV TOU SNUociou
avolapPdavel va oxeSLAoEl Kal va EKTUTTWOEL EvTuTia, @UANASIA, BiBAia, agioeg, umAok, pnxavo-
YPAQIKA évturia, @akéhoug yla KABe xprion, K.A.

Emiong oxedidlel Ynolakég ekSOOELG, AoyodTUTIA KAl TTAPAYEL OTITIKOAKOUOTIKO UAIKO.

Tayvdpopikn AtevBuvon: Kamodiotpiou 34, T.k. 10432, Abriva  lototomog: www.et.gr

THAEDQNIKO KENTPO: 210 5279000 - fax: 210 5279054 MAnpo@opiec OXeTIKA Ue TNV AsiToupyia
Tou lototomou: helpdesk.et@et.gr

ESYMHPETHZH KOINOY AnooToAf Yn@loKd UTTOYEYPAUUEVWY

NwAnosig - Zuvdpopéc: (Iodyeio, TNA. 210 5279178 - 180) £yYPAQWV TPoC Snpocicuon oto OEK:

MAnpogopisc: (Iodyelo, Ip. 3 kat Aeg. KévTpo 210 5279000)  webmaster.et@et.gr
Mapahapn Anp. 'YAnG: (Iooyelo, A. 210 5279167, 210 5279139)

MANPOPOpPIEC Yia YEVIKO MPWTOKOANO
Qpdadpio yia 1o Kotvo: Acutépa we Mapaokeun: 8:00 - 13:30 Kat aAMnAoypagio: grammateia@et.gr

TEiTe pag Tn yVwun oag,

* 020087 80702240072 *
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